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About This Guide

This OmniSwitch 6350, 6450 describes basic attributes of your switch and basic switch administration
tasks. The software features described in this manual are shipped standard with your Omni Switch 6350,
6450 switches. These features are used when readying a switch for integration into alive network environ-
ment.

Supported Platforms

Thisinformation in this guide applies to the following product:
®  OmniSwitch 6350 Series
e OmniSwitch 6450 Series

Unsupported Platforms

The information in this guide does not apply to the following products:

OmniSwitch 6250 Series

Omni Switch 9000 Series
®  OmniSwitch 6400 Series
e OmniSwitch 6600 Family
e OmniSwitch 6800 Family
®  OmniSwitch 6850 Series
®  OmniSwitch 6855 Series
e OmniSwitch (original version with no numeric model name)
e OmniSwitch 7700/7800

e  OmniSwitch 8800

e  Omni Switch/Router

*  OmniStack

e OmniAccess
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Who Should Read this Manual?

The audience for this user guide are network administrators and | T support personnel who need to config-
ure, maintain, and monitor switches and routersin alive network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch 6350, 6450
switches benefits from the material in this configuration guide.

When Should | Read this Manual?

Read this guide as soon as your switch is up and running and you are ready to familiarize yourself with
basic software functions.

Y ou should have already set up a switch password and be familiar with the very basics of the switch soft-
ware. This manual helps you understand the directory structure, the Command Line Interface (CL1),
configuration files, basic security features, and basic administrative functions of the switch. The features
and proceduresin this guide will help form afoundation that will allow you to configure more advanced
switching features later.

What is in this Manual?

This configuration guide includes information about the following features:

e Basic switch administrative features, such as file editing utilities, procedures for loading new software,
and setting up system information (name of switch, date, time).

e Configurationsfiles, including snapshots, off-line configuration, time-activated file download.

e The CLI, including on-line configuration, command-building help, syntax error checking, and line edit-
ing.

e Basic security features, such as switch access control and customized user accounts.

e SNMP

¢ Web-based management (WebView)
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What is Not in this Manual?

The configuration procedures in this manual primarily use Command Line Interface (CLI) commandsin
examples. CLI commands are text-based commands used to manage the switch through serial (console
port) connections or through Telnet sessions. This guide does include introductory chapters for alternative
methods of managing the switch, such as web-based (WebView) and SNM P management. However the
primary focus of this guide is managing the switch through the CLI.

Further information on WebView can be found in the context-sensitive on-line help available with that
application.

This guide does not include documentation for the OmniVista network management system. However,
OmniVistaincludes a complete context-sensitive on-line help system.

This guide provides overview material on software features, how-to procedures, and tutorials that will
enable you to begin configuring your Omni Switch. However, it is not intended as a comprehensive refer-
enceto al CLI commands available in the OmniSwitch. For such areferenceto all CLI commands,
consult the OmniSwitch AOS Release 6 CLI Reference Guide.

How is the Information Organized?

Each chapter in this guide includes sections that will satisfy the information requirements of casual read-
ers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and | EEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as mini-
mum and maximum values and sub-feature support. Some chapters include a defaults table that lists the
default values for important parameters along with the CLI command used to configure the parameter.
Many chapters include Quick Steps sections, which are procedures covering the basic steps required to get
a software feature up and running.

In-Depth Information. All chapters include overview sections on software features as well as on selected
topics of that software feature. Topical sections may often lead into procedure sections that describe how
to configure the feature just described. Many chapters include tutorials or application examples that help
convey how CLI commands can be used together to set up a particular feature.
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its hard-
ware and software. Information about switch hardware is provided in the Hardware Guide. This guide
provides specifications, illustrations, and descriptions of all hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The Switch Management Guide is the primary users guide for the basic software features on asingle
switch. This guide contains information on the switch directory structure, basic file and directory utilities,
switch access security, SNMP, and web-based management. It is recommended that you read this guide
before connecting your switch to the network.

Stage 2: Integrating the Switch Into a Network
Pertinent Documentation: Network Configuration Guide

When you are ready to connect your switch to the network, you need to learn how the OmniSwitch imple-
ments fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing proto-
cols. The Network Configuration Guide contains overview information, procedures, and examples on how
standard networking technologies are configured in the Omni Switch.

Anytime

The CLI Reference Guide contains comprehensive information on all CLI commands supported by the
switch. This guide includes syntax, default, usage, example, related CLI command, and CLI-to-MIB vari-
able mapping information for all CLI commands supported by the switch. This guide can be consulted
anytime during the configuration process to find detailed and specific information on each CLI command.
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Related Documentation

User manuals can be downloaded at following

https://support.esd.al catel-lucent.com/products/start

The following are the titles and descriptions of all the related Omni Switch 6350, 6450 user manuals:

Omni Switch 6350 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch 6450 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6450 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

OmniSwitch AOS Release 6 CLI Reference Guide

Complete reference to all CL1 commands supported on the Omni Switch 6350, 6450. Includes syntax
definitions, default values, examples, usage guidelines and CLI-to-MIB variable mappings.

OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topicsinclude
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on al the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

OmniSwitch AOS Release 6 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor Plugga-
bles (XFPs) transceivers.

AOS Release 6.7.2 Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.

Technical Tips, Field Notices
Includes information published by Alcatel-Lucent’s Customer Support group.
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Product Documentation About This Guide

Product Documentation

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-L ucent Enterprise data products. All user guides for the
OmniSwitch Series are included on the Alcatel-L ucent Enterprise public website. This website also
includes user guides for other Alcatel-Lucent Enterprise products. The latest user guides can be found on
our website at:

https://support.esd.al catel-lucent.com/products/start

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You will also receive regular software updates to maintain and maximize your Alcatel-
Lucent product’ s features and functionality and on-site hardware replacement through our global network
of highly qualified service delivery partners. Additionally, with 24-hour-a-day accessto Alcatel-Lucent’s
Service and Support web page, you'll be able to view and update any case (open or closed) that you have
reported to Alcatel-Lucent’ stechnical support, open a new case or access helpful release notes, technical
bulletins, and manuals.

For more information on Alcatel-L ucent Enterprise Service Programs:
Web: https://service.esd.al catel-lucent.com
Email: ebg_global_supportcenter @al-enterprise.com.
Phone:
North America: 800-995-2696
Latin America: 877-919-9526
EMEA: +800 00200100 (Toll Free) or +1(650) 385-2193
AsiaPacific: +65 6240 8484
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1 Managing System Files

This chapter describes the several methods of transferring software files onto the Omni Switch and how to
register those files for use by the switch. This chapter also describes several basic switch management
procedures and discusses the Command Line Interface (CLI) commands used.

¢ File Management (copy, secure copy, edit, rename, remove, change, and display file attributes)
¢ Directory Management (create, copy, move, remove, rename, and display directory information)
e System Date and Time (set system clock)

CLI commands are used in the configuration examples; for more details about the syntax of commands,
see the Omni Switch AOS Release 6 CLI Reference Guide.

In This Chapter

Configuration procedures described in this chapter include:
e “L oading Software onto the Switch” on page 1-21

e “Creating aFile Directory on the Switch” on page 1-32
* “Registering Software Image Files” on page 1-28

e “Installing Software Licenses’ on page 1-38

e “Setting the System Clock” on page 1-41

For related information about connecting aterminal to the switch, see “ Getting Started” chapter in your
Omni Switch AOS Rel ease 6350/6450 Hardware Users Guide. For information about switch command
privileges, see Chapter 10, “Managing Switch Security.”

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 1-1



File Management Specifications

Managing System Files

File Management Specifications

The functionality described in this chapter is supported unless otherwise stated in the following Specifica-
tions table or specifically noted within any section of this chapter.

File Transfer Methods

FTR, TFTR, SFTR, Zmodem.

Switch Software Utility

OmniSwitch asan FTP Client, FTP server or TFTP Client.

Configuration Recovery

The flash/certified directory holds configurations that are certified as
the default start-up filesfor the switch. They will be used in the event of
anon-specified reload.

Switch /flash Directory

e 128 MB flash memory available for switch files and directories
e Containsthe/certified and /working directories.

File/Directory Name Metrics

32 characters maximum for directory and file names
255 character maximum for afully qualified path

File/Directory Name Characters

Character types are limited to a-z, A-Z, 0-9, dashes (-), dots (.), and
underlines ().

Maximum Number of

Maximum of 244 files and/or directories allowed in the root (flash)

Files/Directories directory.

Sub-Directories Up to seven sub-directories allowed including /flash.

Text Editing Vi standard UNIX editor. The Ed standard UNIX editor is availablein
the debug mode.

System Clock Set local date, time and time zone, Universal Time Coordinate (UTC),

Daylight Savings (DST or summertime).

System Date Default Value

THU JAN 01 1970 (Thursday, January 1, 1970)

page 1-2
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Switch Administration Overview

The OmniSwitch has avariety of software features designed for different networking environments and
applications. Over the life of the switch, it isvery likely that your configuration and feature set will change
because the needs of your network are likely to expand. Also, software updates become available from
Alcatel-Lucent. If you change your configuration to upgrade your network, you must understand how to
install switch files and to manage switch directories.

Y ou can use this memory to store files, including executable files (used to operate switch features and
applications), configuration files, and log files.

Y ou need to understand the various methods of |oading files onto the switch for software upgrades and
new features. Once the files are on the switch, the CLI has commands that allow you to load, copy, and
delete these files. The CLI also has commands for displaying, creating, and editing ASCI| files directly on
the switch. Y ou may also want to establish afile directory structure to help organize your files on the
switch.

All the files and directories on the switch bear atime stamp. Thisis useful for switch administration
because the time stamp allows you to tell at a glance which files are the most recent. Y ou can set the
system clock that controls these time stamps as well as other time based switch functions.

File Transfer

The switch can receive and send files by using industry standard local and remote transfer methods. Each
of these methods is defined and explained. Because file transfers can involve logging onto the switch from
aremote host, security factors, such as DNS resolver and Authenticated Switch Access requirements
should be considered.

User Host OmniSwitch

0 ==l

File Transfer from User
Host to the OmniSwitch

File Transfer to OmniSwitch

It is not enough to simply transfer a file onto the switch. Once files are on the switch, they must be
registered in order to become functional. The OmniSwitch has a directory structure that allows you to
install new software while maintaining a backup copy of your old configuration. This directory structureis
explained in the “ Switch Directories’ section on page 1-4.
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Switch Directories

Y ou can create your own directoriesin the switch flash directory. This allows you to organize your config-
uration and text files on the switch. Y ou can also use the vi command to create files. This chapter tellsyou
how to make, copy, move, and delete both files and directories.

Listing Directory: /flash

Directory: /flash/certified Directory: /flash/network (Files)

| I
(Files) (Files) Es_ostyii:ﬂajgfn d
Directory: /flash/working boot.slot.cfg
| boot.cfg.Lerr
(Files) swlogl.log
swlog2.log
Switch Flash Directory
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File and Directory Management

A number of CLI commands allow you to manage files on your switch by grouping them into sub-
directories within the switch flash directory. These commands perform the same functions as file manage-
ment software applications (such as Microsoft Explorer) perform on aworkstation. For documentation
purposes, we have categorized the commands into the following three groups.

¢ Directory commands allow you to create, copy, move, remove, rename, and display directories.
¢ Filecommands allow you copy, secure copy, edit, rename, remove, change, and display file attributes.
e Utility commands display memory and system diagnostic information.

The following illustration represents a sample flash directory that contains three directories and six files at
the top level. The sample working directory and the certified directory both hold five files. The sample
network directory holds one file.This sample flash directory is used in the explanations of the directory,
file and utility CLI commands described in the following section. The switch may show files and
directories different from the ones shown in this.

boot.params Sample Flash Directory
cs_system.pmd
Flash Files Network Directory
boot.dlot.cfg
— boot.cfg.l.err policy.cfg
swlogl.log
swlog2.log
Working Directory Certified Directory
Kadvrout.img Ksecu.img
Ksecu.img Krelease.img
Kbase.img Kos.img
Kosimg Kbase.img
boot.cfg boot.cfg
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Tolist al the files and directories in your current directory, use the Is command. Here is a sample display
of the flash directory.

-> 1s

Listing Directory /flash:

-rw 315 Jan 5 09:38 boot.params
drw 2048 Jan 5 09:22 certified/
drw 2048 Jan 5 09:22 working/

-rw 12 Dec 18 2030 boot.slot.cfg
drw 2048 Dec 27 2030 switch/

-rw 64000 Jan 5 09:37 swlogl.log
-rw 64000 Dec 27 2030 swlog2.log
-rw 256 Dec 27 2030 random-seed
drw 2048 Dec 18 2030 network/

40208384 bytes free

The following information describes the screen displayed by the Is command:

The first column consists of three text characters. The first character indicates whether the row entry is
afile (-) or adirectory (d). The second and third characters indicate the user read/write permissions.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows adirectory (d) for which the user has read and write (rw) permissions. The
second entry shows afile (-) for which the user has read and write (rw) permissions.

The second column indicates the number of bytes of flash memory the row entry occupies.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows that the directory uses 512 bytes of flash memory. The second entry shows
that the file occupies 321 bytes of flash memory.

Thethird, fourth and fifth columns show the date and time the row entry was created or copied into the
flash directory.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry indicates the file was created or copied on April 22 at 05:23 hours. The second
entry indicates that the directory was created or copied on April 19 at 06:12 hours.

The column on theright lists the file or directory name. Note that directory names end with adash (/)
character.

drw 512 Oct 25 14:17 WORKING/
-rw 321 Oct 25 14:39 boot.params

Here, the first entry shows a directory named WORKING, the second entry shows a file named
boot.params.

The value shown at the bottom of the display indicates the amount of flash memory remaining for use
in this directory (9.47 megabytes in the above example).
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Using Wildcards

Wildcards alow you to substitute symbols (* or ?) for text patterns while using file and directory

commands. The asterisk (*) takes the place of multiple characters and the question mark character (?)

takes the place of single characters. More than one wildcard can be used within asingle text string.
Multiple Characters

An asterisk (*) is used as awildcard for multiple characters in atext pattern. The following command will
list al entriesin the current directory that end with the .log extension:

-> 1ls *.log
Listing Directory /flash:

-rw 64000 Sep 21 19:49 swlogl.log
-rw 64000 Aug 12 19:06 swlog2.log

The following command lists all entriesin the current directory that contain thei character.
-> 1lg *ix*

Listing Directory /flash:

drw 2048 Aug 21 17:49 certified/
drw 2048 Aug 12 18:51 working/
-rw 31 Jul 29 2001 policy.cfg
drw 2048 Jul 28 12:17 switch/

Single Characters

The question mark (?) is used as awildcard for asingle character in atext pattern. The following
command will locate al entries containing swlog followed by any single character and the .log extension.

-> 1ls swlog?.log
Listing Directory /flash:

-rw 64000 Jul 21 19:49 swlogl.log
-rw 64000 Aug 12 19:06 swlog2.log

The single and multiple character wildcards can be used in combination. The following command lists all
entries containing the letter i followed by any two single characters.

-> 1ls *1??
Listing Directory /flash:

drw 2048 Aug 12 18:51 working/
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Directory Commands

The directory commands are applied to the switch file system and to files contained within the file system.
When you first enter the flash directory, your login is located at the top of the directory tree. Y ou may
navigate within this directory by using the pwd and cd commands (discussed below). The location of your
login within the directory structure is called your current directory. Y ou need to observe your login
location because when you issue a command, that command applies only to directories and filesin your
current directory unless another path is specified.

The following drawing isalogical representation of the OmniSwitch file directory shown in the illustra-
tion on page 1-5.

Flash Directory
Certified Directory Working Directory Network Directory (Files)
’ | ’ boot.params
. : cs_system.pmd
(Files) (Files) (File) bo_o?/slot.cf%

Ksecu.img K secu.img policy.cfg boot.cfg.lerr
Kos.img Kbaseimg swlog.1.log
Krelease.img boot.cfg swlog2.log
boot.cfg

Sample Switch Directory Tree

Determining Your Location in the File Structure

Use the pwd command to display the path to your current directory. When you first log into the switch,
your current directory isthe flash directory. If you enter the pwd command, the following will be

displayed:

-> pwd
/flash

->

The display shows the name of the current directory and its path. If your current directory isthe certified
directory and you enter the pwd command, the following will be displayed:

-> pwd
/flash/certified

->

The display shows the path to your current directory.
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Changing Directories

Use the cd command to navigate within the file directory structure. The cd command allows you to move
“up” or “down” the directory tree. To go down, you must specify a directory located in your current direc-
tory. The following command example presumes your current directory is the /flash file directory as
shown in the directory on page 1-8 and that you want to move down the directory tree to the certified
directory.

->pwd
/flash
->cd certified

->

To verify that your current directory has changed to /flash/certified, use the pwd command and the
following will be displayed:

->pwd
/flash/certified

To move “up” the directory tree, use the cd command. Enter cd.. (cd dot dot) without specifying a direc-
tory name and your current directory will move up one directory level. If you enter cd without the dots,
your current directory will move to the top of the tree. The following example shows the cd command
used where the current directory is /flash/certified.

->pwd
/flash/certified

-> cd

->

To verify that your current directory has moved up the directory tree, use the pwd command to display
your location. The display shows you have moved up one level from the /flash/certified directory and that
your current directory is/flash.

-> pwd
/flash

If you use the cd command while you are at the top of the directory tree, the cd command will have no
effect on the location of your login. In other words, if you use cd while your current directory is/flash,
your current directory will remain /flash after you execute the cd command.
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Displaying Directory Contents

Thelsand dir commands have the same function. These two commands display the contents of the current
directory. If you usethelsor dir command while logged into the /flash file directory of the switch as
shown on page 1-8, the following will be displayed:

-> dir

Listing Directory

drw 512 Oct
drw 512 Jul
drw 512 Oct
-rw 321 Oct
-rw 163258 Oct
-rw 11 Jul
-rw 693 Oct
-rw 0 Oct
-rw 64000 Oct

/flash:

25 14:39 certified/
15 14:59 NETWORK/
25 14:17 WORKING/
25 14:39 boot.params
2 11:04 cs_system.pmd
30 14:09 boot.slot.cfg
9 11:55 boot.cfg.l.err
28 11:14 swlogl.log
29 09:12 swlog2.log

9467904 bytes free

If you specify a path as part of thels or dir command, your screen will list the contents of the directory at

the specified path.

-> ls /flash/certified

Listing Directory

drw 2048 Oct
drw 2048 Oct
-rw 2636 Oct
-rw 860086 Oct
-Irw 123574 Oct
-Irw 123574 Oct

/flash/certified:

12 11:16 ./

12 15:58 ../

12 11:16 boot.cfg

26 11:07 Kos.img

14 10:54 Ksecu.img

14 10:54 Krelease.img

If you use thelsor dir command while logged into the /flash file directory, the following will be

displayed.

-> dir

Listing Directory

drw 1024 Nov
-rw 276 Nov
-rw 4890749 Oct
-rw 256 Nov
-rw 64000 Nov
drw 1024 Nov
drw 1024 Nov
drw 1024 Nov
-rw 222 Nov
-rw 524288 Oct
-rw 834497 Oct
-rw 64000 Nov
-rw 719 Nov
-rw 199567 Nov

/flash:

08:30 WORKING/

09:59 boot.params
21:43 cs_system.pmd
09:57 random-seed
09:59 swlogl.log
08:31 certified/
08:29 NETWORK/

08:29 SWITCH/

09:59 boot.cfg.l.err
10:51 u-boot.bin
10:50 miniboot.uboot
10:56 swlog2.log
12:07 test020

11:16 rule930.txt

[\S)

U1 6y O B P 00 00 00 0 0 00— 0

w w

63308800 bytes free

page 1-10
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If you specify a path as part of thels or dir command, your screen will list the contents of the directory at
the specified path.

-> 1ls /flash/

Listing Directory /flash:

drw 1024 Nov 8 08:30 WORKING/

-rw 276 Nov 8 09:59 boot.params
-rw 4890749 Oct 21 21:43 cs_system.pmd
-rw 256 Nov 8 09:57 random-seed
-rw 64000 Nov 8 09:59 swlogl.log

drw 1024 Nov 8 08:31 certified/

drw 1024 Nov 8 08:29 NETWORK/

drw 1024 Nov 8 08:29 SWITCH/

-rw 222 Nov 8 09:59 boot.cfg.l.err
-rw 524288 Oct 31 10:51 u-boot.bin

-rw 834497 Oct 31 10:50 miniboot.uboot
-rw 64000 Nov 8 10:56 swlog2.log

-rw 719 Nov 6 12:07 test020

-rw 199567 Nov 5 11:16 rule930.txt

63308800 bytes free

Making a New Directory

To make anew directory use the mkdir command. Y ou may specify a path for the new directory. Other-
wise, the new directory will be created in your current directory. The syntax for this command requires a
dlash (/) and no space between the path and the new directory name. Also, aslash (/) isrequired at the
beginning of your path specification.

Note. Your login account must have write privileges to execute the mkdir command.

The following command makes a new directory in the working directory on an Omni Switch:

-> mkdir /flash/working/newdirl

Flash Directory

|

Working Directory

(Files)
K secu.img
Kbase.img
boot.cfg

newdir 1 Directory

This drawing represents the content of the /flash/wor king directory after the new directory is added.
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Displaying Directory Contents Including Subdirectories

Thels-r command displays the contents of your current directory in addition to recursively displaying all
subdirectories. The following example shows the result of thels -r command where the /flash/working
directory contains a directory named newdir 1. Be sure to include a space between Isand -r.

-> 1ls -r /flash/working

Listing Directory

drw 2048
drw 2048
drw 2048
-rw 2636
-rw 123574
-rw 123574

Listing Directory

drw 2048
drw 2048

Oct
Oct
Oct
Oct
Oct
Oct

Oct
Oct

/flash/working:

14
14
14
12
14
14

17:
17:
17:
11:
10:
10:

14
12
14
16
54
54

-/

./
newdirl/
boot.cfg
Kbase.img
Ksecu.img

/flash/working/newdir:

14 17:14
14 17:14

-/
./

Copying an Existing Directory

The cp -r command recursively copies directories, as well as any associated subdirectories and files.
Before using this command, you should make sure you have enough memory space in your target direc-
tory to hold the new material you are copying.

Note. Your login account must have write privileges to execute the cp -r command.

In this example, a copy of the working directory and al its contents will be created in the certified direc-
tory of an OmniSwitch. The destination directory must exist before the cp -r command will work.

->cp -r /flash/working flash/certified/working

Flash Directory
Working Directory Certified Directory
; Files ; ;
(Files) newdir 1 Directory boot.cf(g ) Working Directory
bct))ot.cfg Kos.img ‘
E ase.mg Krelease.img
secu.img K secu.img | ‘
(Files) ; :
boot.cfg newdir 1 Directory
Kbase.img
Ksecu.img

page 1-12
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To verify the creation of the new directory, use theIs -r command to produce alist of the contents of the
certified directory. Thislist will include the files that were originaly in the certified directory plusthe
newly created copy of the working directory and all its contents.

->1ls -r /flash/certified

Listing Directory

drw
drw
-rw
-rw
-Tw

Listing Directory

drw
drw
drw
-rw
-Tw
-rw
-rw

Listing Directory

drw
drw

2048
2048
4347
844217
4658

2048
2048
2048
4347
142830
2743945
844217

2048
2048

Oct
Oct
Oct
Oct
Oct

Oct
Oct
Oct
Oct
Oct
Oct
Oct

Oct
Oct

/flash/certified

12
15

2
25
25

16:
10:
12:
14:
14:

22
16
25
21
21

v

../

boot.cfg
Kos.img
Krelease.img

/flash/certified/working

14
14
14

2
25
25
25

/flash/certified/working/newdir:

17:
17:
17:
12:
14:
14:
14:

14
12
14
25
17
16
17

14 17:14
14 17:14

./

-/
newdirl/
boot.cfg
Ksecu.img
Kbase.img
Kos.img

-/
-/

Removing a Directory and its Contents

The rmdir command removes the specified directory and all its contents. If the following command is
issued from the flash directory shown in the drawing on page 1-8, the working directory would be

removed from the certified directory.

->rm -r /flash/certified/working

Note. Your login account must have write privileges to execute the rmdir command.
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File Commands

The file commands apply to files located in the /flash file directory and its sub-directories.

Note. Each filein any directory must have a unique name. If you attempt to create or copy afileinto a
directory where afile of the same name already exists, you will overwrite or destroy one of the files.

Creating or Modifying Files

The switch has an editor for creating or modifying files. The editor isinvoked by entering the vi command
and the name of the new file or existing file that you want to modify. For example:

-> vi /flash/my file

This command puts the switch in editor mode for my_file. If my_file does not already exist, the switch
will create the file in the flash directory. In the editing mode, the switch uses command keystrokes similar
to any vi UNIX text editor. For example, to quit the edit session and save changesto thefile, type ZZ to
return to the CLI prompt.

Copy an Existing File

Use the cp command to copy an existing file. Y ou can specify the path and filename for the original file
being copied as well as the path and filename for the new copy being created. If no path is specified, the
command assumes the current directory. The following syntax copies the K os.img file from the working
directory to the certified directory.

->cp /flash/working/Kos.img /flash/certified

This second example presumes that the user current directory is the /flash/working directory. Here, it is
not necessary to specify a path for the original file. A copy of Kos.img will appear in the /flash/certified
directory once the following command is executed.

->cp Kos.img /flash/certified

This third example presumes that the user current directory isthe flash directory. To copy afileinto the
same directory where the file currently exists, the user must specify a new filename. The following
command will result in the Kbase.img file being copied into the /flash/working directory under the new
name of newfile.img. Both Kos.img and its copy newfile.img will appear in the /flash/working directory.

->cp /flash/working/Kbase.img newfile.img

In these examples, anew file will be written to the specified or assumed path with the new filename. If
you do not specify anew filename, the new file will have the same name as the copied file. If you copy a
fileto its own directory, you must specify a new filename. In each case, the file being copied will remain
initsoriginal location.

Note. You must have write privilegesin order to execute the cp command.
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Secure Copy an Existing File

Use the scp command to copy an existing file in a secure manner. Y ou can specify the path and filename
for the original file being copied as well as the path and filename for a new copy being created. If no path
is specified, the command assumes the current directory. If SCP is not enabled on the switch, use the
scp-sftp command to enableit. The following syntax copies al of the image filesin the working directory
from aremote switch 172.17.11.13 to the local working directory:

-> gcp admin@l72.17.11.13:/flash/working/*.img /flash/working
admin's password for keyboard-interactive method:

This second example helps copy al the image files from the user current working directory to the remote
switch working directory. A copy of all theimage files will appear in the /flash/working directory of the
remote switch 172.17.11.13, once the following command is executed.

-> scp /flash/working/*.img admin@l172.17.11.13:/flash/working
admin's password for keyboard-interactive method:

Note. The scp command prompts you to enter the admin password. On entering the admin password, the
names and the path of the files being copied will be displayed. SCP is not supported between OmniSwitch
and Windows in the current release.

Y ou must have write privilegesin order to execute the scp command.

Move an Existing File or Directory

The move and mv commands have the same function and use the same syntax. Use these commands to
move an existing file or directory to another location. Y ou can specify the path and name for the file or
directory being moved. If no path is specified, the command assumes the current path. You can aso
specify a path and anew name for the file or directory being moved. If no nameis specified, the existing
name will be used.

Note. Your login account must have write privileges to use the move or mv command.

Flash Directory
Certified Directory Testfiles Directory
(Files) (File)
Working Directory Network Directory testfile2
(Files) (File)

policy.cfg
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In thisfirst example, the user current directory is the flash directory. The following command syntax
moves the testfile2 file from the user created testfiles directory into the working directory as shown in the
illustration above. The screen displays awarning that the file is being renamed (or in this case, redirected).

-> move /flash/testfiles/testfile2 /flash/working/testfile2
WARNING:renaming file /flash/testfiles/testfile2 -> /flash/working/testfile2

In the next example, the user current directory is the /flash/testfiles directory as shown in theillustration,
so it isnot necessary to specify a path for the file being copied. However, the command syntax specifies a
path to the destination directory. The screen displays awarning that the file is being renamed.

-> move testfile2 /flash/working/newtestfile2
WARNING:renaming file /flash/working/newtestfile2 -> /flash/working/newtestfile2

In thisthird example, the user current directory is the flash directory. Here, it is not necessary to specify a
path for the destination file but a path must be specified for the original file. The screen displays awarning
that the file is being renamed.

-> move /flash/testfiles/testfile2 newfile2
WARNING: renaming file /flash/testfiles/testfile2 -> /flash/testfiles/newfile2

In each of the above examples, a new file will be written to the specified or assumed path with the new
filename. In each case, the file being copied will be removed from its original location.

Change File Attribute and Permissions

The chmod and attrib commands have the same function and use the same syntax. Use these commands
to change read-write privileges for the specified file. The following syntax sets the privilege for the
configl.txt file to read-write. In this example, the user current directory isthe /flash file directory.

Note. You must have read-write privileges to afile to change that file privileges.

To set the permission for the configl.txt file to read-only, use the following syntax.
-> chmod -w /flash/configl.txt
To set the permission for the configl.txt file to read/write, use the following syntax.

-> chmod +w /flash/configl.txt

Delete an Existing File

The delete command deletes an existing file. If you use the delete command from the directory containing
thefile, you do not need to specify a path. If you are in another directory, you must specify the path and
name for the file being deleted. The user of this command must have write privileges for any file being
deleted.

-> delete /flash/config.txt
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Managing Files on Switches

On Omni Switch stackable switches, you can copy afile from a non-primary switch to the primary switch
in astack using the rcp command. To use this command, enter rcp followed by the slot number of the
non-primary switch, the path and file name of the source file on the non-primary switch, and the destina-
tion file name on the primary switch.

For example, to copy the boot.paramsfile to the /flash directory on Switch 4 in a stack to the primary
switch and name it boot.params.bak, enter:

-> rcp 4:/flash/boot.params boot.params.bak

On Omni Switch chassis-based switches, you can copy afile from a secondary management module to a
primary management module or from a primary management module to a secondary management module
with the rcp command. To use this command enter rcp followed the secondary management modul e of
the switch, the path and file name of the source file on the secondary management module of the switch,
and the destination file name on the primary management module of the switch.

For example, to copy the boot.paramsfile to the /flash directory on primary management modulein a
switch and name it boot.params.bak enter:

-> rcp cmm-b: /flash/boot.params boot.params.bak

To delete afile on a secondary management module of the non-primary switch, use the rrm command. To
use this command, enter rrm followed by the path and file name of the file on the secondary management
module of the non-primary switch to be deleted.

For example, to delete the boot.paramsfile in the /flash directory on a secondary management module of
the non-primary switch, enter:

-> rrm 4 /flash/boot.params

To list the directory contents of a secondary management module of the non-primary switch, usetherls
command by entering rls, followed by the path name of the directory you want to display. (Asan option,
you can also specify a specific file name to be displayed.)

For example, to display the contents of the /flash directory on a secondary management module non-
primary switch, enter:

-> rls 4 /flash

A screen similar to the following will be displayed:

-rw 327 Sep 13 16:46 boot .params
drw 1024 Sep 13 16:46 certified/
drw 1024 Sep 13 16:45 working/
-rw 64000 Sep 13 16:46 swlogl.log
-rw 64000 Sep 8 21:24 swlog2.log
drw 1024 Sep 13 16:45 switch/

drw 1024 Sep 10 17:34 network/
-rw 256 Sep 13 16:41 random-seed
drw 1024 Jun 22 1986 tk.dir/
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Utility Commands

The utility commands include freespace, fsck, and newfs. These commands are used to check memory
and delete groups of files.

Displaying Free Memory Space

The freespace command displays the amount of free memory space available for use in the switch file
system. Y ou may issue this command from any location in the switch directory tree.

-> freespace
/flash 16480256 bytes free

Performing a File System Check

The fsck command performs a file system check and can repair any errors found. It displays diagnostic
information in the event of file corruption. Note that the fsck command only applies to the primary and
secondary CMM in an Omni Switch chassis-based switch or the primary and secondary switch in an
Omni Switch stack.

There are two options available with the fsck command: no-repair and repair. Specifying the no-repair
option performs only the file system check on the /flash directory, whereas, specifying the repair option
performs the file system check on the /flash directory and also repairs any errors found on the file system.
If none of the options are specified, then the no-repair option is applied by default.

If you want to repair any errors found automatically while performing the file system check, you must
specify the flash directory as follows:

-> fsck /flash repair

The screen displays the following output:

/flash/ - disk check in progress ...
/flash/ - Volume is OK
Change volume Id from 0x0 to Oxef2e3c

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: 0
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: 0
total bytes in lost chains: 0

While performing the repair operation, the switch will display the errors found and specify those errors
that have been repaired. If there are no errors found, then just the file system information is displayed.
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Deleting the Entire File System

The newfs command deletes the flash file system and all the files and directories contained in it. This
command is used when you want to reload all filesin the file system.

Caution. This command will delete al of the switch system files. All configurations programmed into the
switch will belost. Do not use this command unless you are prepared to reload all files.
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Process Self-test Function Commands

In the Authenticated Switch Access - Enhanced Mode, an option is provided to check the hardware and
software status during boot up. The following commands can be used to perform a self-test for the hard-
ware components and software processes sanity as and when necessary.

Note. Thisfunctionality is applicable only in ASA enhanced mode. For more information on ASA mode
commands, refer to the* AAA Commands® chapter of the OmniSwitch AOS Release 6 CLI Reference

Guide.

To display the major hardware components status, use the show system har dwar e-self-test command.
This sdlf test checks the hardware status during boot up.

-> show system hardware-self-test
Checking CPU status -> Ok

Checking Memory status -> Ok
Checking Flash Status -> Ok
Checking NI Module status -> Ok
Checking Power Supply status -> Ok
Checking Lanpower Status -> Ok

To display the mgjor software process status, use the show system process-self-test command:

-> show system process-self-test

Checking Chassis Supervision Process .................... OK
Checking Configuration Manager Process .................... OK
Checking Network Process ...........oceiuieon.. OK

Checking AAA Process

Checking 802.1xX ProCeSS .......uevuviniuenennn. OK

Checking QoS Process

Checking VLAN Manager ProCess .. .........ceeeewn.. OK
Checking IP Services ProCess .. ....iiiiieennennn. OK
Checking H/W Driver ProCesSS ........euuveeunennen.. OK

Checking IPV6 Process

Checking Layer2 / Switching Process .................... OK
Checking Layer3 / Routing Process .................... OK

Checking NiSUP Process
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Loading Software onto the Switch

There are three common methods for loading software to and from your switch. The method you use
depends on your workstation software, your hardware configuration, and the location and condition of
your switch. These methods are discussed here.

e FTP Server—You can use the switch as an FTP server. If you have FTP client software on your work-
station, you can transfer afile to the switch viaFTP. Thisis normally done to load or upgrade the
switch software or configurations. For details see “ Using the Switch asan FTP Server” on page 1-21.

e TFTP Client—Y ou can use the TFTP client functionality on an OmniSwitch 6350, 6450 to transfer
software to/from a TFTP server. For details see “Using TFTP to Transfer Files’ on page 1-26

e FTP Client—You can use the switch as an FTP client by connecting aterminal to the switch console
port and using standard FTP commands. This feature is useful in cases where you do not have access to
aworkstation with an FTP client. For details see “Using the Switch asan FTP Client” on page 1-22.

e USB Flash Drive—Y ou can copy files to and from an Alcatel-L ucent certified USB flash drive
connected to the CMM. The switch can also boot from the image files stored on the USB drive using
the disaster recovery feature. For details see “ Using the USB Flash Drive” on page 5-33.

e Zmodem—Y ou can load software directly through the serial port with any terminal emulator that
supports the Zmodem protocol. Note that a Zmodem transfer of large files may take several minutesto
complete. For details see “Using Zmodem” on page 1-26.

Using the Switch as an FTP Server

The switch can act as an FTP server for receiving files transferred from your workstation. Y ou can trans-
fer software files to the switch by using standard FTP client software located on a host workstation. Thisis
normally doneto load or upgrade the switch software.

Workstation OmniSwitch
- %
The FTP Client software ([ e =
on the Workstation sends a
file fromthe Workstation to
the OmniSwitch
FTP Client FTP Server

OmniSwitch FTP Server

The following describes how to transfer files where the switch is acting as an FTP server.

1 Logintotheswitch. Use your workstation FTP client software just as you would with any FTP appli-
cation. To log in to the switch, start your FTP client. Where the FTP client asks for “Name”, enter the IP
address of your switch. Where the FTP client asksfor “User ID”, enter the username of your login account
on the switch. Where the FTP client asks for “Password”, enter your switch password.
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Note. If you are using Authenticated Switch Access (ASA), the port interface must be authenticated for
FTP use and the username profile must have permission to use FTP. Otherwise the switch will not accept
an FTP login. For information about ASA, refer to Chapter 10, “Managing Switch Security.”

2 Specify the transfer mode. If you are transferring a switch image file, you must specify the binary
transfer mode on your FTP client. If you are transferring a configuration file, you must specify the ASCII
transfer mode.

3 Transfer thefile. Usethe FTP “put” command or click the client download button to send the file to
the switch.

When you use FTP to transfer afile to the switch, the file is automatically placed in the switch /flash/
working directory. For details on using CLI commands to managing files once they are on the switch see
“File and Directory Management” on page 1-5.

Note. You must use the binary mode (bin) to transfer filesvia FTP.

Using the Switch as an FTP Client

Using the switch asan FTP client is useful in cases where you do not have access to aworkstation with an
FTP client. You can establish an FTP session locally by connecting aterminal to the switch console port.
Y ou can also establish an FTP session to a remote switch by using a Telnet session. Once you are logged
into the switch as an FTP client, you can use standard FTP commands.

Note. If you are using Authenticated Switch Access (ASA), the port interface must be authenticated for
FTP and Telnet use. Thelogin profile must aso have permission to use FTP. Otherwise the switch will not
accept an FTP login. For information about ASA and user privileges, refer to Chapter 10, “Managing
Switch Security.”

Terminal

A dumb termi nz_al uses the FTF_’ cli-
ent on the OmnlSNltch toretrieve File Server
afilefromafile server

==

OmniSwitch

|%&)C >

FTP Client FTP Server

OmniSwitch FTP Client

Use the switch ftp command to start its FTP client.
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1 Establish a connection to the switch as explained in “ Getting Started” chapter in your OmniSwitch
AOS Release 6350/6450 Hardware Users Guide.

2 Log on to the switch and enter the ftp command to start the FTP client. Next, enter avalid host name
or IP address. (For information about enabling the DNS resolver for host names, please refer to Chapter 2,
“Logging Into the Switch.”) A screen similar to the following is displayed:

-> ftp 198.23.9.101

Connecting to [198.23.9.101]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :

Note. You can only use a host nameinstead of an IP addressif the DNS resolver has been configured and
enabled. If not, you must specify an |P address.

Y ou can use the ftp6 command followed by the IPv6 address or the hostname of the FTPv6 server to start
an FTPv6 session over an IPv6 environment. For example:

-> ftp6 fe80::a00:20ff:fea8:8961 intfl
Connecting to [fe80::a00:20ff:fea8:8961]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready

Name :

Note. While using FTPv6 sessions, it is mandatory to specify the name of the particular I1Pv6 interface, if
the FTPv6 server has been specified using its link-local address.

3 Set the client to binary mode with the bin command. Enter avalid user name and password for the host
you specified with the ftp command. A screen similar to the following is displayed:

Name: Jsmith

331 Password required for Jsmith
Password: ****%*

230 User Jsmith logged in.

4 After logging in, you will receive the ftp-> prompt. Y ou may enter a question mark (?) to view
available FTP commands as shown here.

ftp->?

Supported commands :

ascii binary bye cd delete
dir get help hash 1s

put pwd quit remotehelp user
lpwd mput mget prompt Ils
lcd user

These are industry standard FTP commands. Their definitions are given in the following table:

ascii Set transfer type to ASCII (7-hit).

binary Set transfer type to binary (8-hit).

bye Close session gracefully.

cd Change to anew directory on the remote machine.
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delete Delete afile on the remote machine.

dir Obtain along listing on the remote machine.

get Retrieve afile from the remote machine.

hash Print the hash symbol (#) for every block of data transferred.
(This command toggles hash enabling and disabling.)

help Displays alist of FTP commands and their definitions.

Is Ei;tq)lay summary listing of the current directory on the remote

0ost.

put Send afile to the remote machine.

pwd Display the current working directory on the remote host.

quit Close session gracefully.

remotehelp List the commands that the remote FTP server supports.

user Send new user information.

Ipwd Display the current working directory on the local host.

mput Allowsfor the transfer of multiple files out of the local machine.

mget Allowsfor the transfer of multiple filesinto the local machine.

prompt Toggles the query for use with the mput and mget commands.

lls Lists the contents (files and directories) of the local directory.

lcd Changeto anew local directory

user Sends new user information.

If you lose communications while running FTP, you may receive a message similar to the following:
Waiting for reply (Hit “C to abort)...........

In this case you can press Crtl-C to abort the session or wait until the communication failureis resolved
and the FTP transfer can continue.

Note. You must use the binary mode (bin) to transfer filesvia FTP.

Using Secure Shell FTP

1 Log on to the OmniSwitch and issue the sftp CLI command. The command syntax requires you to
identify the IP address for the device you are connecting to. The following command establishes a Secure
Shell FTP interface from the local OmniSwitch to |P address 10.222.30.125.

-> sftp 10.222.30.125
login as:

Note. If SFTPis not enabled on the switch, use the scp-sftp command to enableit.

Y ou can use the sftp6 command followed by the IPv6 address or hostname of the SFTPv6 server to start
an SFTPv6 session over an IPv6 environment. For example:
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-> sftp6 feB80::a400:20ff:fea8:8961 intl
login as:

Note. While using SFTPv6 sessions, it is mandatory to specify the name of the particular |Pv6 interface, if
the SFTPv6 server has been specified using its link-local address.

2 You must have alogin and password that is recognized by the IP address you specify. When you enter

your login, the device you are logging in to, will request your password as shown here.

-> sftp 10.222.30.125
login as: rrlogin2

rrlogin2's password for keyboard-interactive method:

3 After logging in, you will receive the sftp> prompt. Y ou may enter a question mark (?) to view
available Secure Shell FTP commands and their definitions as shown here.

sftp>?

Available commands:

cd path

lcd path

chmod mode path

help

get remote-path [local-pathl]
11s [path]]

In oldpath newpath

lmkdir path
lpwd

ls [pathl]
mkdir path

put local-path
pwd

exit

quit

rename oldpath newpath
rmdir path

rm path

symlink oldpath newpath

version
il

[remote-path]

Change remote directory to
Change local directory to
Change permissions of file
Display this help text
Download file

Display local directory listing
Symlink remote file

Create local directory

Print local working directory
Display remote directory listing
Create remote directory

Upload file

Display remote working directory
Quit sftp

Quit sftp

Rename remote file

Remove remote directory

Delete remote file

Symlink remote file

Show SFTP version

Synonym for help

'path’
'path!

'path' to 'mode'

Note. Although Secure Shell FTP has commands similar to the industry standard FTP, the underlying

protocol is different.

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issue the exit command. The following will display:

-> exit

Connection to 11.333.30.135 closed.

This display indicates the Secure Shell FTP session with |P address 11.333.20.135 is closed. The user is
now logged into the OmniSwitch as alocal device with no active remote connection.
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Using TFTP to Transfer Files

Trivia File Transfer Protocol (TFTP), a client-server protocol, can be used to transfer files between the
TFTP server and client. TFTP client functionality on the OmniSwitch is used to download files from or
upload filesto the TFTP server within a LAN using the tftp command.

The following is an example of how to start a TFTP session to download afile from a TFTP server:

-> tftp 10.211.17.1 get source-file boot.cfg destination-file /flash/working/
boot.cfg ascii

When you enter the above command the following actions are performed:

e Establishesa TFTP session with the TFTP server 10.211.17.1.

¢ Downloads the boot.cfg file using the ASCI| file transfer mode.

e Savesthe downloaded file contents to the boot.cfg file in the working directory of the TFTP client.

Y ou can specify a path for the specified file and if the file name is specified without a path then the current
path (/flash) is used by default. If a destination filenameis not specified, then the source filenameis used
by default. A TFTP client supports two modes of file transfer: Binary mode and ASCII mode. However,
files are transferred using the Binary mode by default.

A TFTP server does not prompt for a user to login and only one active TFTP session is allowed at any
point of time.

Note. When downloading a file to the switch, the file size must not exceed the available flash space.

Using Zmodem

A Zmodem application has been included with your switch software so that new programs and archives
can be uploaded through the switch serial console port. There are generally two situations that would
reguire you to use the switch console serial port to load software by using Zmodem.

e Your system is having problems and the FTP transfer method does not work.
¢ The switch Ethernet Management port is either not functioning or not configured.

To use Zmodem, you must have aterminal emulator that supports the Zmodem protocol. There are many
Zmodem products available that operate differently. Y ou should consult the user manual that came with
your terminal emulation software for details.
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Note. If afile you are transferring already exists in the switch flash memory, you must remove the file
before transferring the new file via Zmodem.

Wor kstation OmniSwitch
- %
Zmodemis used to transfer [ PRy £
afilefromaworkstation to
Zmodem the OmniSwitch

Zmodem File Transfer

To transfer afile viaZmodem, complete the following steps:
1 Connect your terminal emulation device containing the Zmodem protocol to the switch console port.
2 Start the Zmodem process on your switch by executing the rz command.
-> rz
A screen similar to the following will appear.

Upload directory: /flash
rz ready to receive file, please start upload (or send 5 CTRL-X to abort).

**B000000023be50

3 Transfer thefiles by using your terminal emulation software. The following will be displayed.
ZMODEM file transfer successful,
Hit <RETURN> to exit...

When the transfer is complete, you can use the Is command to verify that the new files were loaded
successfully. To abort aZmodem session enter Ctrl-X five timesin succession.

Note. Filestransferred viaZmodem are loaded into the flash directory. Before the new files can be used
by the switch, you must transfer them to the switch /flash/wor king directory and reboot the switch.
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Registering Software Image Files

New software transferred to the switch must go through aregistration process before it can be used by the
switch. The registration process includes two tasks:

¢ Transfer the new software file(s) to the switch /flash/working directory via remote connection.

¢ Restart the switch to register the software.

Directories on the Switch

When you log into the switch, your current directory is the flash directory. For afactory default switch, the
flash directory contains three sub-directories and several files. It isimportant to understand the relation-
ship of these directories before you load software or edit any of the files. The three directories are
described here:

e Certified directory—This directory contains configuration files that are certified as the default start-
up filesfor the switch. These are the trusted configuration and binary image files. They will beused in
the event of a non-specified reload. Do not attempt to edit these files. The path to this directory is
[flash/certified.

e Working directory—The working directory is arepository for configuration files that you are work-
ing on. If you are working on configuration files to develop a custom switch application, you may want
to test them before certifying them as the switch default. To do this, you can boot from the filesin the
working directory while preserving the filesin the certified directory. When the files in the working
directory are tested and working properly, you may certify them as the switch default files. Thefiles
are then copied into the certified directory to replace the old ones. The path to this directory is
[/flash/working.

e Network directory—This directory holds files that may be required by servers used for authentica-
tion. Other files can be put into this directory if desired. The path to this directory is /flash/network.

Note. The upgrade procedure of the image now worksin the “ Certified” directory and modification of the
configuration is reflected correctly in the configuration files of the switch. When you upload a new image
into the “Certified” directory and issue a* copy certified working” command, the system is fully synchro-
nized including the running configuration.

For more information on switch directories refer to the *Managing CMM Directory Content” chapter of
this manual.
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Available Image Files

The following table lists the image files for the OmniSwitch 6450 Series switches. Most of the files listed
here are part of the base switch configuration. Files that support an optional switch feature are noted in the
table.

Archive File Name Baseor Optional Software  Description

KFbaseimg Base Software CMM Base

KFeni.img Base Software NI image for all Ethernet-type Nis
KFos.img Base Software CMM Operating System
KFsecu.img Base Software CMM Security

The following table lists the image files for the OmniSwitch 6350 Series switches. Most of the files listed
here are part of the base switch configuration. Files that support an optional switch feature are noted in the
table.

Archive File Name Baseor Optional Software  Description

KF3base.img Base Software CMM Base

KF3eni.img Base Software NI image for all Ethernet-type Nis
KF3os.img Base Software CMM Operating System
KF3secu.img Base Software CMM Security

Note. Some switches may aso have image files in flash memory. These files can result from the
manufacturing process and are not needed for the switch to function. Therefore, they can be safely deleted.
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CodeGuardian

Alcatel-Lucent Enterprise and LGS Innovations have combined to provide the first network equipment to
be hardened by an independent group. CodeGuardian promotes security and assurance at the network
device level using independent verification and validation of source code, software diversification to
prevent exploitation and secure delivery of software to customers.

CodeGuardian employs multiple techniques to identify vulnerabilities such as software architecture
reviews, source code analysis (using both manual techniques and automated tools), vulnerahility scanning
tools and techniques, as well as analysis of known vulnerabilities in third party code.

Softwar e diver sification

Software diversification randomizes the executable program so that various instances of the same soft-
ware, while functionally identical, are arranged differently. The CodeGuardian solution rearranges inter-
nal software while maintaining the same functionality and performance and modifies the deliverable
application to limit or prevent/impede software exploitation.

CodeGuardian AOS Releases

Chassis Sandard AOS AOS CodeGuardian LGSAOS CodeGuardian
Release Release Release
OmniSwitch 6450 6.7.2.R03 6.7.2.RX 6.7.2.LX

e X=Diversified image 1-5
e ALE will have 5 different diversified images per AOS release (R11 through R51)
e Our partner LGS will have 5 different diversified images per AOS release (L 11 through L51)
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Application Examples for File Management

The following sections provide detailed examples of managing files and directories on the switch.

Transferring a File to the Switch Using FTP

In this example, the user is adding a security feature to an OmniSwitch 6450 Series switch. To do this, the
user must load the K Fsecu.img image file onto the switch and then register the file by rebooting the
switch. The following steps describe how to transfer the file from the user workstation to the switch by
using an FTP client on the workstation:

1 Load the KFsecu.img file onto a workstation that contains an FTP client.

Y ou will normally receive the file from the Internet, via E-mail, or on CD media. Place the file on your
workstation where it can be easily downloaded.

2 Runthe FTP client software on your workstation.

Most workstations have an FTP client installed. Refer to your manufacturer instructions for details on
running the FTP application.

3 Logintothe switch from your FTP client.

Where the FTP client asks for Name, enter the | P address of your switch. Where the FTP client asks for
User ID, enter “admin”. Where the FTP client asks for Password, enter “switch” or your custom config-
ured password.

4 Transfer the file from the workstation to the switch by using the FTP client.

If you have a GUI FTP client, select the K Fsecu.img file on your desktop and click the download button.
If you have atext only FTP client, use the FTP “put” command to move the file from your desktop to the
switch. In either case, you must specify abinary file transfer because the K Fsecu.img fileisabinary file.
Once the transfer is complete, the file will appear in the switch /flash/wor king directory.

5 Closethe FTP session with the switch.

6 To verify that the K Fsecu.img fileisin the /flash/working directory on the switch. Log onto the
switch and list the files in the /flash/working directory.

-> ls /flash/working

Listing Directory /flash/working:

drw 2048 Aug 4 10:45 ./

drw 2048 Aug 5 14:05 ../

-rw 670979 Aug 5 14:44 KFsecu.img
-rw 2877570 Aug 4 10:33 KFbase.img
-rw 217119 Aug 4 10:33 KFdiag.img
-rw 727663 Aug 4 10:33 KFeni.img

-rw 5519 Aug 4 10:34 KFrelease.img
-rw 880 Sep 31 13:05 boot.cfg

Thislist verifies that the file islocated on the switch in the /flash/working directory.
7 Reboot the switch to register the security file K Fsecu.img.

The features and services supported by the K secu.img image file are now available on the switch.
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Creating a File Directory on the Switch

In this example, the user wants to store several test files on the switch for use at alater date. The user has
loaded the files into the switch /flash/working directory by using FTP. Rather than leaving the filesin the
working directory, the user may want to create a new directory. The following steps describe how to create
adirectory on the switch, how to transfer files into the directory, and how to list the files.

1 Log onto the switch and use the mkdir command to create anew directory called “resources’.

-> mkdir resources

->

2 Verify that the new directory was created using the Is command. The “resources’ directory is listed.

-> 1s

Listing Directory

-rw
drw
drw
-rw
-rw
drw
-rw
drw
-rw

308
2048
2048

64000
64000
2048
30
2048
0

Aug
Aug
Aug
Aug
Aug
Sep
Aug
Aug
Sep

/flash:

12
14
15
15
15
24
19
25
24

13:
10:
16:
16:
14:
07:

33
45
24
19
05
57

2023

16:
08:

25
00

boot .params
certified/
working/
swlogl.log
swlog2.log
switch/
policy.cfg
resources/
boot.cfg

3 Usethelscommand to list the contents of the /flash/working directory.

-> ls /flash/working

Listing Directory

drw
drw
-rw
-rw
-rw
-rw

2048
2048
880
6

6

6

Aug
Aug
Sep
Aug
Aug
Aug

/flash/working:
5 17:03 ./
5 16:25 ../

31 13:05 boot.cfg
5 17:03 testl.txt
5 17:03 test2.txt
5 17:03 test3.txt

4 Usethe mv command to move the test files from /flash/working to /flash/resour ces.

-> mv testl.txt /flash/resources
-> mv test2.txt /flash/resources
-> mv test3.txt /flash/resources
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5 Usethelscommand to verify that the files are now located in the /flash/r esour ces directory.

-> ls /flash/resources
Listing Directory

drw
drw
-rw
-TwW
-rw

2048
2048
6
6
6

Jul
Jul
Jul
Jul
Jul

/flash/resources:

(G2 IO IO IO ) |

17995776 bytes free

17:
16:
17:
17:
17:

20
25
03
03
03

-/

-/
testl.txt
test2.txt
test3.txt

FTP Client Application Example

The following example shows how to transfer a file named rrtext.txt from the switch /flash/working
directory to another host by using the switch asan FTP client.

1 Logintothe switch. Usethe Is command to verify that your current directory is/flash.

-> 1s

Listing Directory

-rw
drw
drw
drw
-rw
-rw
-rw
-rw
-Tw
-Tw
drw
-rw
-rw

272
2048
2048
2048

10000
10000

445

7298
2662306

543
2048
1452
1452

Jun
Jun
Jun
Jul
Jun
Jun
Jun
Jul
Jun
Jun
Jun
Jun
Jun

/flash:

12
12
13
12
12
12
21
24
28
28
28
29
29

16480256 bytes free

15:
17:
12:
16:
15:
17:
11:
16:
16:
12:

17

12:
12:

57
52
32
22
58
50
43
51
44
02
:50
50
42

boot .params

certified/
working/
switch/
swlogl.log
swlog2.log
aaasnap

websnapl024
cs_system.pmd

aaapublic
newdir/
nssnap76
iesnap76

2 Usethe cd command to change your current directory to /flash/working. Use the Is or pwd command

to verify.

-> cd working

-> 1s

Listing Directory /flash/working:

drw
drw
-rw

2048 Aug 3 12:32
2048 Aug 14 10:58
450 Aug 13 10:02 rrtestl.txt

-/
-/
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3 Enter the FTP mode by using the ftp command followed by the |P address or the name of the host you
are connecting to. (If you enter a host name, please refer to “Using Zmodem” on page 1-26.)

->ftp 10.255.11.101

220 Connecting to [10.255.11.101]...connected.
Cosmo Windows FTP server ready

Name: Myhostl

Note. You can only use a host name instead of an IP address if the DNS resolver has been configured and
enabled. If not, you must specify an | P address.

Y ou can use the ftp6 command followed by the IPv6 address or hostname of the FTPv6 server to start an
FTPv6 session over an |Pv6 environment. For example:

-> ftp6 fe80::200:20ff:feaB8:8961 intfl

220 Connecting to [fe80::a00:20ff:feaB8:8961]...connected.
Cosmo Windows FTP server ready

Name: Myhostl

Note. FTPv6 sessions are supported. It is mandatory to specify the name of the particular I1Pv6 interface, if
the FTPv6 server has been specified using its link-local address.

4 Enter avaid user name and password for the host you specified with the ftp command. A screen
similar to the following is displayed:

Name (d) : Jsmith

331 Password required for Jsmith
Password: *****

230 User Jsmith logged in.

5 Usethe FTP“put” command to transfer the file from your switch to the host as shown here.
ftp> put rrtest.txt
The following will be displayed:

200 Port set okay

150 Opening BINARY mode data connection
Transferred 20 octets in 1 seconds.

226 Transfer complete

ftp>

6 To exit the switch FTP client mode, use the “quit” FTP command. Y our current directory on the switch
is /flash/working, which is the location from which you initiated the FTP client session. Use the pwd CLI
command to verify your current directory.

ftp> quit
221 Bye

-> pwd
/flash/working
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Creating a File Directory Using Secure Shell FTP

The following example describes the steps necessary to create a directory on aremote OmniSwitch and to
transfer afile into the new directory by using Secure Shell FTP.

1 Log on tothe switch and issue the sftp CLI command with the I P address for the device you are
connecting to. The following command establishes a Secure Shell FTP interface from the local OmniS-
witch to another OmniSwitch at | P address 10.222.30.125.

-> sftp 10.222.30.125
login as:

Note. If SFTPis not enabled, use the scp-sftp command to enable it.

Y ou can use the sftp6 command followed by the IPv6 address or hostname of the SFTPv6 server to start
an SFTPv6 session over an IPv6 environment. For example:

-> sftp6 feB80::a400:20ff:fea8:8961 intl
login as:

Note. SFTPv6 sessions are supported. It is mandatory to specify the name of the particular IPv6 interface,
if the SFTPv6 server has been specified using its link-local address.

2 You must have alogin and password that is recognized by the IP address you are logging in to. When
you enter your login, the device will request your password. Here, the login “rrlogin2” is used, the system
requests a password.

-> sftp 10.222.30.125
login as: rrlogin2
rrlogin2's password for keyboard-interactive method:

Once the correct password is given and the login is completed, the sftp> prompt is displayed. Thisindi-
cates that you are in the Secure Shell FTP mode and must, therefore, use the Secure Shell FTP commands

as listed on page 1-25.

3 Usethels command to display the contents of the target OmniSwitch directory.

sftp> 1s
287 boot.params
2048 certified
2048 working
64000 swlogl.log
64000 swlog2.log30 policy.cfg
2048 network
206093 cs_system.pmd
2048 LPS
256 random-seed

4 Usethe mkdir command to create a new directory entitled “newssdir” in the target OmniSwitch.
Remember you must specify the path for the new directory as follows:

sftp> mkdir /flash/newssdir

5 Usethelscommand again to list the contents of the current (flash) directory. Note that the “newssdir”
directory appears toward the bottom of the following list.

sftp> 1s
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287 boot.params
2048 certified
2048 working
64000 swlogl.log
64000 swlog2.log30 policy.cfg
2048 network
206093 cs_system.pmd
2048 LPS
2048 newssdir
256 random-seed

Transfer a File Using Secure Shell FTP

To demonstrate how to transfer afile by using the Secure Shell FTP, this application example continues
from the previous example where a new directory named “newssdir” was created on a remote OmniS-
witch.

1 Usethe Secure Shell FTP put command to transfer the file “testfilel.rr” from the local OmniSwitch to
the “newssdir” directory on the remote OmniSwitch. Y ou must specify the loca path (where thefile
originates) and the remote path (where the file is going) in the command syntax. The following command
is used:

sftp> put /flash/testfilel.rr /flash/newssdir

The following will be displayed to indicate that the file was successfully transferred to the /flash/newss-
dir on the target OmniSwitch.
Uploading /flash/testfilel.rr to /flash/newssdir/testfilel.rr

2 To verify that the file was transferred to the correct destination, use the Secure Shell FTP cd command
to move your login to the newssdir directory. Then, use the Is command to list the contents of the
directory. The copied fileislisted in the correct directory as shown here.
sftp> cd newssdir
sftp> 1s

2048 .

2048 ..

31 testfilel.rr

Closing a Secure Shell FTP Session
To terminate the Secure Shell FTP session, issue the exit command. The following will be displayed:

-> exit
Connection to 11.333.30.135 closed.

This display indicates the Secure Shell FTP session with |P address 11.333.20.135 is closed. The user is
now logged into the OmniSwitch as alocal device with no active remote connection.
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Verifying Directory Contents

Todisplay alist of files, the following CLI commands may be used.

Is Displays the contents of a specified directory or the current working
directory.

dir Displays the contents of a specified directory or the current working
directory.

rls Displays the content of a non primary switch in a stack.

For more information about these commands, see the Omni Switch AOS Release 6 CLI Reference Guide.
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Installing Software Licenses

Some features require a software license and are restricted only to alicensed user. To activate licensed
features, alicense serial number must be purchased along with an authorization code from Alcatel-L ucent.
The authorization code can then be used to generate alicensefile.

Toinstall the license file on the switch and to activate the licensed features, perform the following steps:

1 Log on to https://service.esd.al catel-lucent.com/portal /page/portal/EService/LicenseGeneration and
provide the serial number and MAC address of the switch along with the authorization code.

A licensefile, for example ImLicense.txt, is generated.

2 Savethe generated (ImLicense.txt) filein the /flash directory (or any other directory) of the primary
CMM.

3 Toinstal the license on the switch, use the license apply command with the generated file name or the
license key and reboot the switch. For example:

-> license apply file /flash/lmLicense.txt
4 To verify the installation, use the show license info command.
5 To deactivate alicense use the license remove command as shown below:
-> license remove feature gig ni 1
6 Totemporarily activate alicense use the license unlock command as shown below:

-> license unlock feature gig ni 1

Note. For multiple entries of serial numbers, MAC addresses, and authorization codes, use aCSV
formatted file and upload the file on to the website. A single license fileis generated for all the switches.

Activation or unlock of license can be performed for the first time using the configuration file. For any
subsequent unlocks the boot.cfg file must be removed and the switch must be rebooted.

Oncethelicenseis applied it is written to the EEPROM and the license file is no longer needed.
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Installing Software Licenses

Licensed Features

License Features Installation Notes
Metro Ethernet-service Switch/Stack must rebooted after install-
OAM (802.1ag, Y-1731, ing licenses.
802.3ah)
CPE test head Allows SMB models to run Metro fea-
G8032 tures.
IPMC VLAN
Dying Gasp Metro licenses are installed on the units
SAA inastack only if the keysfor al the units
MVR are available; all units must have ametro
Mac Forced Forwarding license.
PPPoE
If aunitisinserted in the stack without
metro license and primary unit has a
Note: Metro license featuresare metro license, new added unit will be put
not supported on OmniSwitch  into Pass Thru. Unit in Pass thru can be
6350. recovered by installing the metro license.
If the unit isinserted in the stack with
metro license and primary unit does not
have metro license, newly added unit will
be put into Pass Thru.
Unit in Pass thru can be recovered by
removing the Metro license.
If unit isinserted in the stack with metro
license and primary unit has metro
license, newly added unit will not be put
into Pass thru.
When removing license from primary
element it will be removed for all stack
elements.
GIG Enables gigabit interfaces on No reboot required.

“lite” models.

Copper portswill be upgraded to provide
gigabit capacity.

Individua unitsin astack can be
upgraded.
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License Features Installation Notes
10GIG Enables 10-Gigabit non-combo  No reboot required.
SFP+ ports.

Non-combo SFP+ portswill be upgraded
Note: 10GIG isnot supported on to provide 10G capacity.

Omni Switch 6350. Individual units can be upgraded.
Temporary Unlocks any licensed feature for No license file required, can be enabled
aperiod of 15 days. with CLI.

Can only be unlocked if no boot.cfg file
exists.

Can be re-installed after expiration as
long as no boot.cfg file exists.
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Setting the System Clock

The switch clock displaystime by using a 24-hour clock format. It can aso be set for use in any time
zone. Daylight Savings Time (DST) is supported for a number of standard time zones. DST parameters
can be programmed to support non-standard time zones and time off-set applications.

All switch files and directories listed in the flash directory bear atime stamp. This feature is useful for file
management purposes.

Setting Date and Time

You can set the local date, time zone, and time for your switch or you can also set the switch to run on
Universal Time Coordinate (UTC or GMT). If applicable, you can also configure Daylight Savings Time
(DST or Summertime) parameters.

Note. If you have multiple switches in a stack, you must set the date and time on both the primary and the
secondary switch. Otherwise, if you experience afail-over situation, the secondary switch time and date
will not match. Y ou can use the takeover command to switch between primary and secondary switchesto
set time and date. For more information on redundancy, refer to Chapter 5, “Managing CMM Directory
Content.”

Date

To display the current system date for your switch, use the system date command. If you do not specify a
new date in the command line, the switch will display the current system date.

To modify the switch current system date, enter the new date with the command syntax. The following
command will set the switch system date to June 23, 2002.

-> gystem date 06/23/2002

When you specify the date you must use the mm/dd/yyyy syntax where mmis the month, dd is the day and
yyyy isthe year. Months are specified as numbers from 01 to 12. Days are specified as numbers from 1 to
31. You must use two digits to define the month and the day. Y ou must use four digits to specify the year.

Time Zone

To determine the current time zone or to specify a new time zone for your switch, use the
system timezone command. This specifies the time zone for the switch and sets the system clock to run
on UTC time (or Greenwich Mean Time). The following is displayed for the Pacific standard time zone:

-> system timezone
PST: (Coordinated Universal Time) UTC-8 hours

To set anew time zone for the system clock, use the system timezone command along with the appropri-
ate time zone abbreviation. Refer to the tablein “Enabling DST” on page 1-44 for time zone abbrevia-
tions. The following command sets the system clock to run on Pacific standard time:

-> gystem timezone pst
PST: (Coordinated Universal Time) UTC-8 hours
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Y ou may set the switch system clock to atime that is offset from standard UTC time. For example, you
can set atime that is offset from UTC by increments of 15, 30, or 45 minutes. Y ou must indicate by a plus
(+) or minus (-) character whether the time should be added to or subtracted from the system time. To set a
time that offsets UTC by adding 5 hours and 45 minutes, use the following command:

-> system timezone +05:45

Note that four digits must be used to specify an offset for minutes, and the minutes must be specified in
15, 30, or 45 minute increments. To specify the number of hours offset from UTC (such as ten hours) use
the following command syntax:

-> system timezone +10

Vauesto specify hours for offset range from -13 through +12.

Time

To display the current local time for your switch, use the system time command. If you do not specify a
new time in the command line, the current system time is displayed as shown:

-> system time
17:08:51 (PST)

To modify the switch current system time, enter the system time command. When you specify the time
you must use the hh: mm: ss syntax where hh is the hour based on a 24 hour clock. The mm syntax
represents minutes and ss represents seconds. Y ou must use two digits to specify the minutes and two
digits to specify the seconds. The following command will set the switch system time to 10:45:00 a.m:

-> system time 10:45:00

The following command will set the switch system time to 3:14:00 p.m:

-> system time 15:41:00
->
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Daylight Savings Time Configuration

The switch can be set to change the system clock automatically to adjust for Daylight Savings Time
(DST). There are two situations that apply depending on the time zone selected for your switch.

If the time zone set for your switch shows DST parametersin the table on page 1-44, you need to only
enable DST on your switch by using the following command:

-> gystem daylight savings time enable

If the time zone set for your switch does not show DST parameters in the table on page 1-44, you must
specify the start, end, and change parameters for DST by using the system daylight savingstime
command. The following information is needed to specify DST:

e Theday of the week and month of the year when DST will begin.

e The position of that day in the month (e.g., first, second, third, fourth, or last Sunday of the month).
¢ The hour and minute of the day at which DST will begin.

e Theday of the week and month of the year when DST will end.

¢ The position of that day in the month (e.g., first, second, third, fourth, or last Sunday of the month).
e The hour and minute of the day at which DST will end.

¢ The number of hours the switch clock will be offset for DST (one hour in most cases).

To set the switch DST parameters so that the clock will move back one hour on the fourth Sunday of
September at 11:00 p.m. and move forward on the fourth Sunday of March at 11:00 a.m., the following
command should be used:

-> system daylight savings time start fourth sun in Sept at 23:00 end fourth sun
in march at 11:00 by 1

For more details on syntax for this command, please refer to the Omni Switch AOS Release 6 CLI Refer-
ence Guide. You can also use the question mark (?) character in the command syntax to invoke the CLI
help feature as described in the “Using the CLI" chapter of this manual.

Note. By default, Daylight Savings Time is disabled.
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Enabling DST

When Daylight Savings Time (DST) is enabled, the switch clock will automatically set the default DST
parameters for the time zone specified on the switch or for the custom parameters you can specify with the
system daylight savings time command. In this caseg, it is not necessary to change the time setting on the
switch when your time zone changes to and from DST. To verify the DST parameters for your switch, use
the system daylight savingstime command. A screen similar to the following will be displayed:

-> system daylight savings time

Daylight Savings Time (DST) is DISABLED.

PST: (Coordinated Universal Time) UTC-8 hours

Daylight Savings Time (DST) :
DST begins on the first sunday in april (4/7) at 2:00
DST ends on the last sunday in october (10/27) at 2:00
DST will change the time by +/- 1:00 hour(s)

The second line in the above display indicates the Enabled/Disabled status of the DST setting on the
switch. Thelast three lines describe the date and time parameters for the selected time zone or the custom
parameters set with the CLI. To enable daylight savings time use the following command:

-> gystem daylight savings time enable

Note. If your time zone shows “No default” in the“ Time Zone and DST Information Table”, refer to
“Daylight Savings Time Configuration” on page 1-43 for information on configuring and enabling DST.

The following table shows alist of supported time zone abbreviations and DST parameters.

Time Zone and DST Information Table

Hoursfrom

Abbreviation | Name uTC DST Start DST End DST Change
nzst New Zealand +12:00 1st Sunday in Oct. at| 3rd Sunday in Mar. | 1:00

2:00 am. at 3:00 am.
zpll No standard name | +11:00 No default No default No default
aest Australia East +10:00 Last Sunday in Oct. | Last Sunday in Mar. | 1:00

at 2:00 am. at 3:00 am.
gst Guam +10:00 No default No default No default
acst Australia Central +09:30 Last Sunday in Oct. | Last Sunday in Mar. | 1:00

Time at 2:00 am. at 3:00 am.
jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
Zp8 China; +08:00 No default No default No default
Manila, Philippines

zp7 Bangkok +07:00 No default No default No default
Zp6 No standard name | +06:00 No default No default No default
zp5 No standard name | +05:00 No default No default No default
zZp4 No standard name | +04:00 No default No default No default
msk Moscow +03:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00

at 2:00 am. at 3:00 am.
eet Eastern Europe +02:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00

at 2:00 am. at 3:00 am.
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Time Zone and DST Information Table (continued)

Hoursfrom
Abbreviation | Name uTC DST Start DST End DST Change
cet Central Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
met Middle Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
bst British Standard +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
Time at 1:00 am. at 3:00 am.
wet Western Europe +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 1:00 am. at 3:00 am.
gmt Greenwich Mean +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name | -02:00 No default No default No default
zm3 No standard name -03:00 No default No default No default
nst Newfoundland -03:30 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 am. at 2:00 am.
ast Atlantic Standard -04:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00
Time at 2:00 am. 2:00am.
est Eastern Standard -05:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00
Time at 2:00 am. 2:00 am.
cst Central Standard -06:00 2nd Sunday in Mar. | 1st SundayinNov.at| 1:00
Time at 2:00 am. 2:00 am.
mst Mountain Standard | -07:00 2nd Sunday in Mar. | 1st SundayinNov.at| 1:00
Time at 2:00 am. 2:00 am.
pst Pacific Standard -08:00 2nd Sunday in Mar. | 1st SundayinNov.at| 1:00
Time at 2:00 am. 2:00 am.
astcam Atlantic Standard -04:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
Central America
estcam Eastern Standard -05:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
Central America
cstcam Central Standard -06:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
Central America
mstcam Mountain Standard | -07:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
Central America
pstcam Pecific Standard -08:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 am. at 2:00 am.
Central America
akst Alaska -09:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00am. at 2:00 am.
hst Hawaii -10:00 No default No default No default
zml1l No standard name -11:00 No default No default No default
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2 Logging Into the Switch

Logging into the switch may be done locally or remotely. Management tools include: the Command Line
Interface (CLI), which may be accessed locally through the console port, or remotely through Telnet;
WebView, which requires an HTTP client (browser) on aremote workstation; and SNMP, which requires
an SNM P manager (such as Alcatel-L ucent OmniVista or HP OpenView) on the remote workstation.
Secure sessions are available using the Secure Shell interface; file transfers are done through FTP or
Secure Shell FTP.

In This Chapter

This chapter describes the basics of logging into the switch to manage the switch through the CLI. It also
includes the information about using Telnet, FTP, and Secure Shell in both IPv4 and | Pv6 environments
for logging into the switch as well as information about using the switch to start a Telnet or Secure Shell
session on another device. It also includes information about managing sessions and specifying aDNS
resolver. For more details about the syntax of referenced commands, see the OmniSwitch AOS Release 6
CLI Reference Guide.

Configuration procedures described in this chapter include:
e “Quick Stepsfor Logging Into the Switch” on page 2-5
e “Using Telnet” on page 2-8

e “Using FTP” on page 2-10

e “Using Secure Shell” on page 2-12

e “Modifying the Login Banner” on page 2-22

e “Configuring Login Parameters’ on page 2-24

“Enabling the DNS Resolver” on page 2-25
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Management access is disabled (except through the console port) unless specifically enabled by a network
administrator. For more information about management access and methods, use the table here as a guide:

For moreinformation about... See...

Enabling or “unlocking” management interfaces  Chapter 10, “Managing Switch Security”

on the switch

Authenticating users to manage the switch Chapter 10, “Managing Switch Security”
Creating user accounts directly on the switch Chapter 9, “Managing Switch User Accounts”
Using the CLI Chapter 6, “Using the CLI”

Using WebView to manage the switch Chapter 11, “Using WebView”

Using SNMP to manage the switch Chapter 3, “Using SNMP and OpenFlow”
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Login Specifications

Platforms Supported

OmniSwitch 6350, 6450

Telnet clients supported

Any standard Telnet client

FTP clients supported

Any standard FTP client

HTTP (WebView) clients supported

— Internet Explorer for Windows NT, Windows
XP, and Windows 2000, version 6.0

— Netscape for Windows NT, Windows XP, and
Windows 2000, version 7.1

— Netscape for Sun OS 2.8, version 4.79

— Netscape for HP-UX 11.0, version 4.79

Secure Shell clients supported

Any standard Secure Shell client (Secure Shell
Version 2)

Secure Shell public key authentication

Password
DSA Public Key
RSA Public Key

SNMP clients supported

Any standard SNMP manager (such as HP Open-
View)

Login Defaults

Access to managing the switch is aways available for the admin user through the console port, even if

management access to the console port is disabled.

Parameter Description Command Default
Session login attempts allowed  session login-attempt 3 attempts
before the TCP connection is

closed.

Time-out period allowed for session login-timeout 55 seconds
session login before the TCP

connection is closed.

Inactivity time-out period. The  session timeout 4 minutes

length of time the switch can
remain idle during alogin
session before the switch will
close the session.

The following table describes the maximum number of sessions alowed on an OmniSwitch:

OmniSwitch 6350/

Session OmniSwitch 6450
Telnet (v4 or v6) 6
FTP (v4 or v6) 4
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OmniSwitch 6350/

Session OmniSwitch 6450
SSH + SFTP (v4 or v6 secure 8
Sessions)

HTTP 4
Total Sessions 20
SNMP 50
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Quick Steps for Logging Into the Switch

The following procedure assumes that you have set up the switch as described in the OmniSwitch AOS
Release 6350/6450 Hardware Users Guide. Setup includes:

e Connecting to the switch through the console port.
e Setting up the Ethernet Management Port (EMP) through the switch’'s boot prompt.

e Enabling (or “unlocking”) management interfaces types (Telnet, FTP, HTTP, SNMP, and Secure
Shell) through the aaa authentication command for the interface you are using. Note that Telnet, FTP,
and Secure Shell are used to log into the switch’s Command Line Interface (CLI). For detailed infor-
mation about enabling session types, see Chapter 10, “Managing Switch Security”

1 If you are connected to the switch through the console port, your terminal automatically displays the
switch login prompt. If you are connected remotely, you must enter the switch |P addressin your Telnet,
FTP, or Secure Shell client (typically the IP or |Pv6 address of the EMP). The login prompt then displays.

2 Atthelogin prompt, enter the admin username. At the password prompt, enter the switch password.
(Alternately, you may enter any valid username and password.) The switch’s default welcome banner is
displayed, followed by the CLI prompt.

Welcome to the Alcatel-Lucent OmniSwitch 6450
Software Version 6.7.1.20.R02 Development, March 21, 2016.

Copyright (c), ALE USA Inc., 2016. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent Enterprise registered
in the United States Patent and Trademark Office.

Y ou are now logged into the CLI. For information about changing the welcome banner, see “Modifying
the Login Banner” on page 2-22.

For information about changing the login prompt, see Chapter 6, “Using the CL1.”

For information about setting up additional user accounts locally on the switch, see Chapter 9, “Managing
Switch User Accounts.”
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Overview of Switch Login Components

Switch access components include access methods (or interfaces) and user accounts stored on the local
user database in the switch and/or on external authentication servers. Each access method, except the
console port, must be enabled or “unlocked” on the switch before users can access the switch through that
interface.

. OmniSwitch o
\i H [// \
Authentication - > (
Server (| e (
N

| En ) )

local user g
database

remote user

Login via Secure Shell, Telnet,
FTP, HTTP, or SNMP

local user
Login via the console port.

Switch Login Components

Management Interfaces

Logging into the switch may be done locally or remotely. Remote connections may be secure or insecure,
depending on the method. Management interfaces are enabled using the aaa authentication command.
This command also requires specifying the external servers and/or local user database that is used to
authenticate users. The process of authenticating users to manage the switch is called Authenticated
Switch Access (ASA). Authenticated Switch Accessis described in detail in Chapter 10, “Managing
Switch Security”

An overview of management methodsis listed here:

Logging Into the CLI

e Console port—A direct connection to the switch through the console port. The console port is aways
enabled for the default user account. For more information about connecting to the console port, see
Omni Switch AOS Rel ease 6350/6450 Hardware Users Guide.

e Telnet—Any standard Telnet client may be used for remote login to the switch. This method is not
secure. For more information about using Telnet to access the switch, see “Using Telnet” on page 2-8.

e FTP—Any standard FTP client may be used for remote login to the switch. This method is not secure.
See“Using FTP” on page 2-10.

e Secure Shell—Any standard Secure Shell client may be used for remote login to the switch. See
“Using Secure Shell” on page 2-12.
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Using the WebView Management Tool

e HTTP—The switch has a Web browser management interface for userslogging in through HTTP.
This management tool is called WebView. For more information about using WebView, see
Chapter 11, “Using WebView.”

Using SNMP to Manage the Switch

e SNMP—Any standard SNMP browser may be used for logging into the switch. See Chapter 3, “Using
SNMP and OpenFlow.”

User Accounts

User accounts may be configured and stored directly on the switch, and user accounts may also be config-
ured and stored on an external authentication server or servers,

The accounts include a username and password. In addition, they a so specify the user’s privileges or end-
user profile, depending on the type of user account. In either case, the user is given read-only or read-write
access to particular commands.

e | ocal User Database
See Chapter 9, “Managing Switch User Accounts,” for information about creating accounts on the switch.
e External Authentication Servers

The switch may be set up to communicate with external authentication servers that contain user informa-
tion. The user information includes usernames and passwords; it may a so include privilege information or
reference an end-user profile name.

For information about setting up the switch to communicate with external authentication servers, see the
OmniSwitch AOS Release 6 Network Configuration Guide.
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Using Telnet

Telnet may be used to log into the switch from a remote station. All of the standard Telnet commands are
supported by software in the switch. When Telnet is used to log in, the switch actsas a Telnet server. If a
Telnet session isinitiated from the switch itself during alogin session, then the switch acts as a Telnet
client.

Logging Into the Switch Through Telnet

Before you can log into the OmniSwitch using a Telnet interface, the telnet option of the

aaa authentication command must be enabled. Once enabled, any standard Telnet client may be used to
log into the switch. To log into the switch, open your Telnet application and enter the switch’'s IP address
(the IP address is the same as the one configured for the EMP). The switch's welcome banner and login
prompt is displayed.

Note. A Telnet connection is not secure. Secure Shell is recommended instead of Telnet or FTP asa
secure method of accessing the switch.

Starting a Telnet Session from the Switch

At any time during alogin session on the switch, you can initiate a Telnet session to another switch (or
some other device) by using the telnet CLI command and the relevant 1P address or hostname. Y ou can
also establish a Telnetv6 session by using the telnet6 command and the relevant | Pv6 address or host-
name.

The following shows an example of telnetting to another OmniSwitch with an | P address of
10.255.10.123:

-> telnet 10.255.10.123
Trying 10.255.10.123...
Connected to 10.255.10.123.
Escape character is '*]'.
login :

The following is an example of telnetting to another Omni Switch with an IPv6 address of
fe80::200:20ff:feaB8:8961:

-> telnet6 fe80::a00:20ff:fea8:8961 intfl
Trying fe80::a00:20ff:fea8:8961...
Connected to fe80::a00:20ff:feaB8:8961.
Escape character is '*]'.

login :

Note. It is mandatory to specify the name of the particular IPv6 interface, if the target has been specified
using the link-local address.
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Here, you must enter a valid username and password. Once login is complete, the Omni Switch welcome
banner is displayed as follows:

login : admin
password

Welcome to the Alcatel-Lucent OmniSwitch 6450
Software Version 6.7.1.20.R02 Development, March 21, 2016.

Copyright (c¢), ALE USA Inc., 2016. All Rights reserved.

OmniSwitch (TM) is a trademark of Alcatel-Lucent Enterprise registered
in the United States Patent and Trademark Office.
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Using FTP

The OmniSwitch can function as an FTP server. Any standard FTP client may be used.

Note. An FTP connection is not secure. Secure Shell is recommended instead of FTP or Telnet as a secure
method of accessing the switch.

Using FTP to Log Into the Switch

Y ou can access the Omni Switch with a standard FTP application. To log in to the switch, start your FTP
client. Where the FTP client asks for “Name”, enter the | P address of your switch. Where the FTP client
asksfor “User ID”, enter the username of your login account on the switch. Where the FTP client asks for
“Password”, enter your switch password.

Y ou can use the switch as an FTP client in a case where you do not have access to a workstation with an
FTP client. You can establish an FTP session locally by connecting aterminal to the switch console port.
Y ou can also establish an FTP session to a remote switch by using a Telnet session. Once you are logged
into the switch as an FTP client, you can use standard FTP commands.

Y ou can use the switch ftp command to start an FTP session followed by the relevant 1P address or host-
name, and the ftp6 command to start an FTPv6 session followed by relevant |Pv6 address or hosthname
over an IPv6 environment. Y ou have to specify the name of the particular IPv6 interface, if the target has
been specified using the link-local address.

Note. If you are using Authenticated Switch Access (ASA), the port interface must be authenticated for
FTP use and the username profile must have permission to use FTP. Otherwise the switch does not accept
an FTP login. For information about ASA, refer to Chapter 10, “Managing Switch Security.”

The following is an example of how to start an FTP session to an OmniSwitch with an |P address of
198.23.9.101.

->ftp 198.23.9.101

Connecting to [198.23.9.101]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :

Y ou need to enter avalid user name and password for the host you specified with the ftp command, after
which you will get a screen similar to the following display:

Name :Jsmith

331 Password required for Jsmith
Password: ***x*

230 User Jsmith logged in.

The following is an example of how to start an FTPv6 session to an OmniSwitch with an |Pv6 address of
fe80::a200:20ff:feaB8:8961.

-> ftp6 fe80::200:20ff:feaB8:8961 intfl

Connecting to [fe80::a00:20ff:fea8:8961]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :
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Y ou have to enter avalid user name and password for the host you specified with the ftp6 command, after
which you will get a screen similar to the following display:

Name:Jsmith

331 Password required for Jsmith
Password: ****%*

230 User Jsmith logged in.

Note. It is mandatory to specify the name of the particular IPv6 interface, if the target has been specified
using the link-local address.

After logging in, you see the ftp-> prompt, where you can execute the FTP commands that are supported
on the switch. For further information refer to the OmniSwitch AOS Release 6 CLI Reference Guide.

Note. Y ou must use the binary mode (bin) to transfer image files through FTP.
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Using Secure Shell

The OmniSwitch Secure Shell feature provides a secure mechanism that allows you to log in to aremote
switch, to execute commands on a remote device, and to move files from one device to another. Secure
Shell provides secure, encrypted communications even when your transmission is between two untrusted
hosts or over an unsecure network. Secure Shell protects against a variety of security risks including the
following:

e |P spoofing

e |P source routing

e DNS spoofing

e [nterception of clear-text passwords and other data by intermediate hosts

e Manipulation of data by users on intermediate hosts

Note. The OmniSwitch supports Secure Shell Version 2 only.

Secure Shell Components

The OmniSwitch includes both client and server components of the Secure Shell interface and the Secure
Shell FTP file transfer protocol. SFTP is a subsystem of the Secure Shell protocol. All Secure Shell FTP
data are encrypted through a Secure Shell channel.

Since Secure Shell provides a secure session, the Secure Shell interface and SFTP are recommended
instead of the Telnet program or the FTP protocol for communications over TCP/IP for sending file
transfers. Both Telnet and FTP are available on the Omni Switch but they do not support encrypted
passwords.

Note. Secure Shell may only be used to log into the switch to manage the switch. It cannot be used for
Layer 2 authentication through the switch.
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Secure Shell Interface

The Secure Shell interface is invoked when you enter the ssh command, and the Secure Shellv6 interface
isinvoked by using the ssh6 command in an 1Pv6 environment. After the authentication process between
the client and the server is complete, the remote Secure Shell interface runs in the same way as Telnet.
Refer to “ Starting a Secure Shell Session” on page 2-18 to for detailed information.

Configuring the SSH TCP port number

The TCP port number for SSH can be configured using the ssh command. For example:

-> ssh tcp-port 2048

Secure Shell File Transfer Protocol

Secure Shell FTP isthe standard file transfer protocol used with Secure Shell version 2. Secure Shell FTP
isan interactivefile transfer program (similar to the industry standard FTP) which performs all file
transfer operations over a Secure Shell connection.

Y ou can invoke the Secure Shell FTP session by using the sftp command, and the SFTPv6 session by
using the sftp6 command in an IPv6 environment. Once the authentication phase is complete, the Secure
Shell FTP subsystem runs. Secure Shell FTP connects and logs into the specified host, then enters an
interactive command mode. Refer to “ Starting a Secure Shell Session” on page 2-18 for detailed
information.
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Secure Shell Application Overview

Secure Shell is an access protocol used to establish secured access to your OmniSwitch. The Secure Shell
protocol can be used to manage an OmniSwitch directly or it can provide a secure mechanism for
managing network servers through the OmniSwitch.

The drawing below illustrates the Secure Shell being used as an access protocol replacing Telnet to
manage the OmniSwitch. Here, the user terminal is connected through the network to the switch.

Secure Shell

I

OmniSwitch

Secure Shell Used as an Access Protocol

The drawing below shows a slightly different application. Here, aterminal connected to asingle OmniS-
witch, which acts as a Secure Shell client is an entry point to the network. In this scenario, the client
portion of the Secure Shell software is used on the connecting OmniSwitch and the server portion of
Secure Shell is used on the switches or servers being managed.

Secure Shell
Access Protocol

I!/
=
I

0t Of O

Secure Shell WH

OmniSwitch Secure Secure Shell
Shell Client Server

Terminal

OmniSwitch as a Secure Shell Client
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Secure Shell Authentication

Secure Shell authentication is accomplished in several phases using industry standard algorithms and
exchange mechanisms. The authentication phaseisidentical for Secure Shell and Secure Shell FTP. The
following sections describe the process in detail .

Protocol Identification

When the Secure Shell client in the OmniSwitch connects to a Secure Shell server, the server accepts the
connection and responds by sending back an identification string. The client will parse the server’sidenti-
fication string and send an identification string of its own. The purpose of the identification stringsisto
validate that the attempted connection was made to the correct port number. The strings also declare the
protocol and software version numbers. This information is needed on both the client and server sides for
debugging purposes.

At this point, the protocol identification strings are in human-readable form. Later in the authentication
process, the client and the server switch to a packet-based binary protocol, which is machine readable
only.

Algorithm and Key Exchange

The OmniSwitch Secure Shell server isidentified by one or several host-specific keys. Both the client and
server process the key exchange to choose a common algorithm for encryption, signature, and compres-
sion. This key exchangeisincluded in the Secure Shell transport layer protocol. It uses akey agreement to
produce a shared secret that cannot be determined by either the client or the server alone. The key
exchange is combined with a signature and the host key to provide host authentication. Once the exchange
is completed, the client and the server turn encryption on using the selected algorithm and key. The
following elements are supported:

Host Key Types DSA /RSA
Encryption Algorithms aes128-ctr,aes192-ctr,aes256-ctr
arcfour256,arcfour128

aes128-chc,3des-che,blowfish-cbc,cast128-che
aes192-chc,aes256-chce,arcfour,rijndael -chc@lysator.liu.se

Data Integrity Algorithms hmac-md5,hmac-shal,umac-64@openssh.com,hmac-ripemd160
hmac-ripemd160@openssh.com
hmagc-shal-96,hmac-sha2-256,hmac-md5-96

Compression Algorithms None Supported
Key Exchange Algorithms diffie-hellman-group-exchange-sha256

diffie-hellman-group-exchange-shal
diffie-hellman-group14-shal
diffie-hellman-groupl-shal

Default key location [/flash/network

Default key names ssh_host_dsa key.pub (DSA public key)
ssh_host_dsa key (DSA private key)
ssh_host_rsa_key.pub (RSA public key)
ssh_host_rsa_key (RSA private key)

Note. The OmniSwitch generates a DSA and RSA host keys at initial startup. The key on the switchis
made up of two file names contained in the directory above. Thereis apublic key and a private key. To
generate a different key, use the Secure Shell tools available on your Unix or Windows system and copy
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the files to the specified directory on your switch. The new key takes effect after the OmniSwitch is
rebooted.

Avuthentication Phase

When the client tries to authenticate, the server determines the process used by telling the client which
authentication methods can be used. The client has the freedom to attempt several methods listed by the
server. The server disconnects itself from the client if a certain number of failed authentications are
attempted or if atime-out period expires. Authentication is performed independent of whether the Secure
Shell interface or the SFTP file transfer protocol isimplemented.
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Connection Phase

After successful authentication, both the client and the server process the Secure Shell connection
protocol. The OmniSwitch supports one channel for each Secure Shell connection. This channel can be
used for a Secure Shell session or a Secure Shell FTP session.

Using Secure Shell DSA Public Key Authentication

The following procedureis used to set up Secure Shell (SSH) DSA public key authentication (PKA)
between an OmniSwitch and a client device:

Note. Notethat if PKA fails, the user is prompted for a password. This s the password that was specified
when the user name was created on the OmniSwitch. Additionally, a similar procedure can be used for
RSA.

1 Usethe PUTTYgen SSH software on the client device to generate atype SSH2 DSA private and public
key pair.

2 Do not save the public key on the client device using PutTTY gen. Instead, copy the key from the
PUTTY gen public key window and paste the key into atext file with the filename userid_dsa.pub. Spec-
ify avalid OmniSwitch user login name for the userid portion of the filename. For example, the following
public key filename is for OmniSwitch user Thomas:

thomas_dsa.pub

3 UsePUTTYgen to save the private key on the client device.

4 Verify that the userid specified as part of the filename in Step 2 isavalid user name on the OmniS-
witch. If the username does not already exist in the switch configuration, create the user name with the

appropriate privileges.

5 FTPin ASCIl modethe userid_dsa.pub file from the client device to the flash/networ k/pub direc-
tory on the OmniSwitch. Create the flash/networ k/pub directory first if it does not already exist.

6 Using PUTTY software on the client device, access SSH, then Auth, and then select the private key
generated in Step 1 to start the authentication process.

7 To enforce Secure Shell PKA on a switch use the ssh enfor ce pubkey-auth command.

Note. If apublic key file (that is, thomas_dsa.pub) existsin the flash/networ k/pub directory on the
switch, PKA isstill used even if this method of authentication was disabled using the ssh enforce
pubkey-auth command. Rename, move, or delete the public key file to ensure that PKA is disabled on the
switch.
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Starting a Secure Shell Session

To start a Secure Shell session, issue the ssh command and identify the |P address or hostname for the
device you are connecting to.

Y ou can use the ssh6 command to start an SSHv6 session followed by the relevant 1Pv6 address or the
hostname, over an IPv6 environment.

Note. You can only use a host name instead of an |P address if the DNS resolver has been configured and
enabled. If not, you must specify an | P address. See Chapter 1, “Managing System Files,” for details.

Note. Use of the cmdtool OpenWindows support facility is not recommended over Secure Shell connec-
tions with an external server.

The following command establishes a Secure Shell interface from the local OmniSwitch to 1P address
11.133.30.135:

-> ssh 11.133.30.135
login as:

Note. If Secure Shell is not enabled on a switch, use the ssh enable command to enable it.

Y ou can establish eight SSH sessions towards an OmniSwitch when it acts as Server. A maximum of three
SSH sessions are allowed in aminute (utilities such as keyscan is also considered as avalid session). More
than three sessions in aminute result in an SSH attack. A minute after an attack, only one SSH session per
minuteis allowed. If thereis no SSH session created for the next three minutes after an attack, a maxi-
mum of three SSH sessions are allowed for a minute again.

Y ou must have alogin and password that is recognized by the IP address you specify. When you enter
your login, the device you are logging in to, requests your password as shown here:

-> ssh 11.133.30.135
login as: rrloginl
rrloginl's password for keyboard-interactive method:

Once the Secure Shell session is established, you can use the remote device specified by the IP address on
a secure connection from your OmniSwitch.

Note. The login parameters for Secure Shell session login parameters can be affected by the
session login-attempt and session login-timeout CLI commands.
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The following drawing shows an OmniSwitch, using | P address 11.233.10.145, establishing a Secure Shell
session across a hetwork to another OmniSwitch, using |P address 11.133.30.135. To establish this session
from the console in the figure below, you would use the CLI commands shown in the examples above.
Once you issue the correct password, you are logged into the OmniSwitch at |P address 11.133.30.135.

Gt Gt G

Ya— i

Nl
(| e ]|
OmniSwitch OmniSwitch
11.233.10.145 11.133.30.135

Console

Secure Shell Session between Two OmniSwitches

To view the parameters of the Secure Shell session, issue the who command. The following is displayed:

-> who
Session number = 0
User name = (at login),

Access type = console,
Access port = Local,

IP address = 0.0.0.0,
Read-only domains = None,
Read-only families = ,
Read-Write domains = None,

Read-Write families = ,

End-User profile =
Session number = 1

User name = rrloginl,

Access type = ssh,

Access port = NI,

IP address = 11.233.10.145,
Read-only domains = None,
Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,
End-User profile =

This display shows two sessions currently running on the remote OmniSwitch at |P address
11.133.30.135. Session humber O isidentified as the console session. Session number 1 indicates the
User nameisrrloginl, the P addressis 11.233.10.145, and the Access type is “ssh” which indicates a
Secure Shell session.

Note. You can use the ssh6 command followed by the I1Pv6 address or the hostname of the SSHv6 server
to start an SSHv6 session. It is mandatory to specify the name of the particular IPv6 interface, if the
SSHv6 server has been specified using its link-local address.
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Closing a Secure Shell Session
To terminate the Secure Shell session, issue the exit command. The following is displayed:

-> exit
Connection to 11.133.30.135 closed.

Using the example shown above, this display indicates the Secure Shell session between the two switches
is closed. At this point, the user islogged into the local OmniSwitch at |P address 11.233.10.145.

Note. Establishing and closing the Secure Shellv6 connection is similar to that of the Secure Shell connec-
tion.

Log Into the Switch with Secure Shell FTP

To open a Secure Shell FTP session from alocal OmniSwitch to a remote device, issue the sftp command
and identify the I P address or hostname for the device you are connecting to.

Y ou can use the sftp6 command to start an Secure Shell FTPv6 session followed by the relevant 1Pv6
address or hostname, over an 1Pv6 environment.

The following example describes how a Secure Shell interface is established from the local OmniSwitch to
IPaddress10.222.30.125:

1 Log on to the OmniSwitch and issue the sftp CLI command. The command syntax requires you to
identify the IP address or hostname for the device to which you are connecting. The following command
establishes a Secure Shell FTP interface from the local OmniSwitch to IP address 10.222.30.125.

-> sftp 10.222.30.125
login as:

Note. If SFTPis not enabled, use the scp-sftp command to enable it.

2 You must have alogin and password that is recognized by the IP address you specify. When you enter
your login, the device you are logging in to, requests your password as shown here.

-> sftp 10.222.30.125
login as: rrlogin2
rrlogin2's password for keyboard-interactive method:

Note. You can use the sftp6 command followed by the IPv6 address or hostname of the SFTPv6 server to
start an SFTPv6 session. It is mandatory to specify the name of the particular |Pv6 interface, if the SFTPv6
server has been specified using its link-local address. After logging in, you see the sftp> prompt. Y ou may
enter a question mark (?) to view available Secure Shell FTP commands and their definitions as shown
here.
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Using Secure Shell

sftp>?

Available commands:

cd path

lcd path

chmod mode path

help

get remote-path [local-pathl]
1ls [path]]

In oldpath newpath

lmkdir path
lpwd

ls [path]
mkdir path

put local-path
pwd

exit

quit

rename oldpath newpath
rmdir path

rm path

symlink oldpath newpath

version
b}

[remote-path]

Change remote directory to
Change local directory to
Change permissions of file
Display this help text
Download file

Display local directory listing
Symlink remote file

Create local directory

Print local working directory
Display remote directory listing
Create remote directory

Upload file

Display remote working directory
Quit sftp

Quit sftp

Rename remote file

Remove remote directory

Delete remote file

Symlink remote file

Show SFTP version

Synonym for help

'path!
'path!

'path' to 'mode'

Note. Although Secure Shell FTP has commands similar to the industry standard FTP, the underlying
protocol is different. See Chapter 1, “Managing System Files,” for a Secure Shell FTP application exam-

ple.

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issue the exit command. The following is displayed:

-> exit

Connection to 11.133.30.135 closed.

This display indicates the Secure Shell FTP session with |P address 11.133.20.135 is closed. The user is
now logged into the OmniSwitch as alocal device with no active remote connection.

Note. Establishing and closing the Secure Shell FTPv6 connection is similar to that of the Secure Shell

FTP connection.
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Modifying the Login Banner

The Login Banner feature allows you to change the banner that displays whenever someone logs into the
switch. This feature can be used to display messages about user authorization and security. You can
display the same banner for al login sessions or you can implement different banners for different login
sessions. Y ou can display a different banner for logins initiated by FTP sessions than for logins initiated
by adirect console or a Telnet connection. The default login message looks similar to the following:

login : userl23
password :

Welcome to the Alcatel-Lucent OmniSwitch 6450
Software Version 6.7.1.20.R02 Development, March 21, 2016.

Copyright (c), ALE USA Inc., 2016. All Rights reserved.

OmniSwitch(TM) is a trademark of Alcatel-Lucent Enterprise registered
in the United States Patent and Trademark Office.

Here is an example of a banner that has been changed:

login : userl23
password :

Welcome to the Alcatel-Lucent OmniSwitch 6450
Software Version 6.7.1.20.R02 Development, March 21, 2016.

Copyright (c¢), ALE USA Inc., 2016. All Rights reserved.

OmniSwitch (TM) is a trademark of Alcatel-Lucent Enterprise registered
in the United States Patent and Trademark Office.

*kkkkkkkk* [OGIN ALERT ***kkkkkkkhhkhkkkhkkkkkkk*

This switch is a secure device. Unauthorized
use of this switch will go on your permanent record.

Two steps are required to change the login banner. These steps are listed here:
¢ Create atext file that contains the banner you want to display in the switch’s /flash/switch directory.
e Enablethetext file by entering the session banner CLI command followed by the filename.

To create the text file containing the banner text, you may use the vi text editor in the switch. (See
Chapter 1, “Managing System Files,” for information about creating files directly on the switch.) This
method allows you to create the file in the /flash directory without leaving the CLI console session. You
can also create the text file using a text editing software package (such as MS Wordpad) and transfer the
file to the switch’'s /flash directory. For more information about file transfers, see Chapter 1, “Managing
System Files,”

If you want the login banner in the text file to apply to FTP switch sessions, execute the following CLI
command where the text filename is fir stbanner .txt.

-> gession banner ftp /flash/firstbanner.txt

If you want the login banner in the text file to apply to CLI switch sessions, execute the following CLI
command where the text filename is secondbanner .txt.

-> session banner cli /flash/secondbanner.txt
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If you want the login banner in the text file to apply to HTTP switch sessions, execute the following CLI
command where the text filename is thirdbanner .txt.

-> gession banner http /flash/thirdbanner.txt

The banner files must contain only ASCII characters and should bear the .txt extension. The switch does
not reproduce graphics or formatting contained in the file.

Modifying the Text Display Before Login
By default, the switch does not display any text before the login prompt for any CLI session.

At initial bootup, the switch creates apre_banner.txt filein the /flash directory. Thefileis empty and
may be edited to include text that you want to display before the login prompt.

For example:
Please supply your user name and password at the prompts.

login : userl23
password :

In this example, the pre_banner.txt file has been modified with atext editor to include the Please supply
your user name and password at the prompts message.

The pre-banner text cannot be configured for FTP sessions.

To remove atext display before the login prompt, delete the pre_banner.txt file (it is recreated at the next
bootup and will be empty), or modify the pre_banner.txt file.
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Configuring Login Parameters

Y ou can set the number of times a user may attempt unsuccessfully to log in to the switch’s CLI by using
the session login-attempt command as follows:

-> gsession login-attempt 5

In this example, the user may attempt to log in to the CLI five (5) times unsuccessfully. If the user
attempts to log in the sixth time, the switch will break the TCP connection.

You may also set the length of time allowed for a successful login by using the session login-timeout
command as follows:

-> gession login-timeout 20

In this example, the user must compl ete the login process within 20 seconds. This means that the time
between a user entering alogin name and the switch processing a valid password must not exceed 20
seconds. If the time-out period exceeds, the switch will break the TCP connection.

Configuring the Inactivity Timer

Y ou can set the amount of time that a user must be inactive before the session times out. By default, the
time-out for each session type is 4 minutes. To change the setting, enter the session timeout command
with the type of session (cli, http, or ftp) and the desired number of minutes. In the following example, the
CLI time-out is changed from the default to 8 minutes.

-> gession timeout cli 8

This command changes the inactivity timer for new CLI sessionsto 8 minutes. Current CLI sessions are
not affected. In this example, current CLI sessions will be timed out after 4 minutes. (CLI sessions are
initiated through Telnet, Secure Shell, or through the switch console port.)

For information about connecting to the CLI through Telnet or Secure Shell, see “Using Telnet” on

page 2-8 and “Using Secure Shell” on page 2-12. For information about connecting to the CLI through the
console port, see your Getting Started Guide. For information about using the CLI in general, see

Chapter 6, “Using the CL1.”

The ftp option sets the time-out for FTP sessions. For example, to change the FTP time-out to 5 minutes,
enter the following command:

-> session timeout ftp 5

This command changes the time-out for new FTP sessions to 5 minutes. Current FTP sessions are not
affected. For more information about FTP sessions, see “Using FTP” on page 2-10.

The http option sets the time-out for WebView sessions. For example, to change the WebView inactivity
timer to 10 minutes, enter the following command:

-> session timeout http 10

In this example, any new WebView session will have atime-out of 10 minutes. Current WebView
sessions are not affected. For more information about WebView sessions, see Chapter 11, “Using
WebView.”
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Enabling the DNS Resolver

A Domain Name System (DNS) resolver is an optional internet service that translates host namesinto IP
addresses. Every time you enter a host name when logging into the switch, a DNS service must look up
the name on a server and resolve the name to an |P address. Y ou can configure up to three IPv4 domain
name servers and three I|Pv6 domain name serversthat is queried in turn to resolve the host name. If all
servers are queried and none can resolve the host name to an | P address, the DNSfails. If the DNSfails,
you must either enter an IP or IPv6 addressin place of the host name or specify the necessary lookup
tables on one of the specified servers.

Note. You do not need to enable the DNS resolver service unless you want to communicate with the
switch by using a host name. If you use an IP or IPv6 address rather than a host name, the DNS resol ver
serviceis not needed.

Y ou must perform three steps on the switch to enable the DNS resolver service.

1 Set the default domain name for DNS lookups with the ip domain-name CLI command.
-> ip domain-name mycompanyl.com

2 Usetheip domain-lookup CLI command to enable the DNS resolver service.
-> ip domain-lookup

Y ou can disable the DNS resolver by using the no ip domain-lookup command. For more information,
refer to the Omni Switch AOS Release 6 CLI Reference Guide.

3 Specify the IP addresses of up to three servers with the ip name-server CLI command. These servers
will be queried when a host lookup is requested.

-> ip name-server 189.202.191.14 189.202.191.15 189.255.19.1

You can also specify IPv6 DNS serversto query on a host lookup. The following example describes the
steps to enable the IPv6 DNS resolver service on the switch.

1 Set the default domain name for IPv6 DNS lookups with the ip domain-name CLI command.
-> ip domain-name mycompanyl.com

2 Usetheip domain-lookup CLI command to enable the IPv6 DNS resolver service.
-> ip domain-lookup

Y ou can disable the IPv6 DNS resolver by using the no form of the ip domain-lookup command. For
more information, refer to the Omni Switch AOS Release 6 CLI Reference Guide.

3 Specify the IPv6 addresses of up to three servers with the ipv6 name-server CLI command. These |Pv6
servers will be queried when a host lookup is requested.

-> ipv6é name-server fe2d::2c £302::3del:1 flbc::202:£fd40:£3

Note. Y ou cannot use multicast, loopback, link-local and unspecified |Pv6 addresses for specifying |Pv6
DNS servers.
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Verifying Login Settings

To display information about login sessions, use the following CLI commands:

who Displays all active login sessions (for example, console, Telnet, FTP,
HTTP, Secure Shell, Secure Shell FTP).

whoami Displays the current user session.

show session config Displays session configuration information (for example, default

prompt, banner file name, inactivity timer, login timer, login attempts).

show dns Displays the current DNS resolver configuration and status.

For more information about these commands, refer to the OmniSwitch AOS Release 6 CLI Reference
Guide.
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3 Using SNMP and
OpenFlow

The Simple Network Management Protocol (SNMP) is an application-layer protocol that allows
communication between SNM P managers and SNMP agents on an IPv4 as well as on an 1Pv6 network.
Network administrators use SNMP to monitor network performance and to manage network resources.

OpenFlow is a communications interface defined between the control and forwarding layers that isused in
a Software Defined Network (SDN). OpenFlow separates the control plane and the data plane in the
switch. Traditionally, switches and routers have made decisions on where packets should travel based on
ruleslocal to the device.

In This Chapter

This chapter describes SNMP and OpenFlow and how to use them through the Command Line Interface
(CL1). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration procedures described in this chapter include:

e ‘'Setting Up An SNMP Management Station’’ on page 3-4
e ‘'Setting Up Trap Filters”’ on page 3-5

e “Using SNMP For Switch Security” on page 3-10

e “Working with SNMP Traps’ on page 3-14

e “OpenFlow Specifications’ on page 3-27

e “Quick Stepsto Configure OpenFlow Agent” on page 3-30
e “Verifying OpenFlow Configuration” on page 3-31

This chapter also includes lists of Industry Standard and Enterprise (Proprietary) MIBs used to manage the
OmniSwitch.
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Using SNMP and OpenFlow

SNMP Specifications

The following table lists specifications for the SNMP protocol.

RFCs Supported for SNMPv2

1902 through 1907 - SNMPv2c Management Framework
1908 - Coexistence and transitions relating to SNMPv1 and SNMPv2c

RFCs Supported for SNMPv3

2570 — Version 3 of the Internet Standard Network Management
Framework

2571 — Architecture for Describing SNM P Management Frameworks

2572 — Message Processing and Dispatching for SNMP

2573 — SNMPv3 Applications

2574 — User-based Security Model (USM) for version 3 SNMP

2575 — View-based Access Control Model (VACM) for SNMP

2576 — Coexistence between SNMP versions

Platforms Supported

Omni Switch 6350, 6450

SNMPv1, SNMPv2, SNMPv3

The SNMPv3 protocol is ascending compatible with SNMPv1 and v2
and supports all the SNMPv1 and SNMPv2 PDUs

SNMPv1 and SNMPv2 Community Strings

Authentication

SNMPv1, SNMPv2 Encryption None

SNMPv1 and SNMPv2 Security  Sets and Gets

requests accepted by the switch

SNMPv3 Authentication SHA, MD5

SNMPv3 Encryption DES

SNMPv3 Security requests Non-authenticated Sets, Non-authenticated Gets and Get-Nexts,

accepted by the switch. Authenticated Sets, Authenticated Gets and Get-Nexts, Encrypted Sets,
Encrypted Gets and Get-Nexts

SNMP traps Refer to the table on page 3-10 for a complete list of traps and their

definitions.

Maximum number of SNMP
sessions that can be established
on an Omni Switch.

50

page 3-2
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SNMP Defaults

The following table describes the default values of the SNMP protocol parameters.

Parameter Description Command Default Value/Comments
SNMP Management Station snmp station UDP port 162, SNMPv3, Enabled
Community Strings snmp community map Enabled

SNMP Security setting snmp security Privacy al (highest) security
Trap filtering snmp trap filter Disabled

Trap Absorption snmp trap absorption Enabled

Enables the forwarding of trapsto snmp trap to webview Enabled

WebView.

Enables or disables SNMP snmp authentication trap  Disabled

authentication failure trap forwarding.
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Quick Steps for Setting Up An SNMP
Management Station

An SNMP Network Management Station (NMS) is aworkstation configured to receive SNMP traps from
the switch. To set up an SNMP NMS by using the switch’s CLI, proceed as follows:

1 Specify the user account name and the authentication type for that user. For example:
-> user NMSuserV3MDS5DES md5+des password ***x**xi*

2 Specify the UDP destination port number (in this case 8010), the IP address of the management station
(199.199.100.200), a user account name (NM SuserV 3AMD5DES), and the SNMP version number (v3). For
example:

-> snmp station 199.199.100.200 8010 NMSuserV3MDS5SDES v3 enable
Use the same command as above for specifying the IPv6 address of the management station. For example:

-> snmp station 300::1 enable

Note. Optional. To verify the SNMP Management Station, enter the show snmp station command. The
display is similar to the one shown here:

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————— R i
199.199.100.200/8010 enable v3 NMSuserV3MD5DES
199.199.101.201/111 disable v2 NMSuserV3MD5
199.199.102.202/8002 enable vl NMSuserV3SHADES

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————————————————————————————— R R L e CE
172.21.160.32/4000 enable v3 abc
172.21.160.12/5000 enable v3 userl
0300:0000:0000:0000:0211:d8ff:fe47:470b/4001 enable v3 user2
0300:0000:0000:0000:0211:d8ff:fe47:470c/5001 enable v2 abc

For more information about this display, see the “SNMP Commands’ chapter in the OmniSwitch AOS
Release 6 CLI Reference Guide.

page 3-4 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Using SNMP and OpenFlow

Quick Steps for Setting Up Trap Filters

Y ou can filter traps by limiting user access to trap command families. Y ou can aso filter according to
individual traps.

Filtering by Trap Families

The following example creates a new user account. This account is granted read-only privilegesto three
CLI command families (snmp, chassis, and interface). Read-only privileges is withheld from all other
command families.

1 Set up auser account named “usermark2” by executing the user CLI command.
-> user usermark2 password ****

2 Remove all read-only privileges from the user account.
-> user usermark2 read-only none

3 Add read-only privileges for the snmp, chassis, and interface command families.

-> user usermark2 read-only snmp chassis interface

Quick Steps for Setting Up Trap Filters

Note. Optional. To verify the user account, enter the show user command. A partial display is shown
here:

-> show user
User name = usermark?2

Read right = 0x0000a200 0x00000000,
Write right = 0x00000000 0x00000000,
Read for domains =,

Read for families = snmp chassis interface ,
Write for domains = None ,

Snmp authentication = NONE, Snmp encryption = NONE

The usermark2 account has read-only privileges for the snmp, chassis, and interface command families.

4 Set up an SNMP station with the user account “usermark2” defined above.

-> snmp station 210.1.2.1 usermark2 v3 enable

Note. Optional.To verify the SNMP Management Station, enter the show snmp station command. The
display is similar to the one shown here:

-> show snmp station

ipAddress/udpPort status protocol wuser
——————————————————————————— e A e et
210.1.2.1/162 enable v3 usermark?2

The usermark?2 account is established on the SNMP station at |P address 210.1.2.1.
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Filtering by Individual Traps

The following example enables trap filtering for the coldstart, warmstart, linkup, and linkdown traps. The
identification numbers for these traps are 0, 1, 2, and 3. When trap filtering is enabled, these traps are
filtered. This means that the switch does not pass them through to the SNMP management station. All
other traps are passed through.

1 Specify the IP address for the SNM P management station and the trap identification numbers.

-> show snmp trap filter 210.1.2.1 0 1 2 3
-> snmp trap filter 300::1 1 3 4

Note. Optional. Y ou can verify which traps will not pass through the filter by entering the snmp trap
filter command. The display is similar to the one shown here:

-> show snmp trap filter
ipAddress trapId list

The SNMP management station with the IP address of 210.1.2.1 will not receive trap numbers 0, 1, 2,
and 3.

For trap numbers refer to the “Using SNMP For Switch Security” on page 3-10. For more information on
the CLI commands and the displays in these examples, refer to the OmniSwitch AOS Release 6 CLI Refer-
ence Guide.
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SNMP Overview

SNMP provides an industry standard communications model used by network administrators to manage
and monitor their network devices. The SNMP model defines two components, the SNMP Manager and
the SNMP Agent.

Network Management Station OmniSwitch

SNMP Manager SNMP Agent
SNMP Network M odel

¢ The SNMP Manager resides on aworkstation hosting the management application. It can query agents
by using SNMP operations. An SNMP manager is commonly called a Network Management System
(NMS). NMS refersto a system made up of anetwork device (such as aworkstation) and the NM S
software. It provides an interface that allows users to request data or see alarms resulting from traps or
informs. It can also store data that can be used for network analysis.

e The SNMP Agent is the software entity that resides within the switch on the network. It maintains the
management data about a particular network device and reports this data, as needed, to the managing
systems. The agent also responds to requests for data from the SNMP Manager.

Along with the SNMP agent, the switch also contains Management | nformation Bases (MIBs). MIBs are
databases of managed objects, written in the SNM P module language, which can be monitored by the
NMS. The SNMP agent contains MIB variables, which have values the NM S can request or change using
Get, GetNext, GetBulk, or Set operations. The agent can also send unsolicited messages (traps or informs)
to the NM Sto notify the manager of network conditions.

SNMP Operations

Devices on the network are managed through transactions between the NM S and the SNM P agent residing
on the network device (that is, switch). SNMP provides two kinds of management transactions, manager-
request/agent-response and unsolicited notifications (traps or informs) from the agent to the manager.

In a manager-request/agent-response transaction, the SNM P manager sends a request packet, referred to as
a Protocol Data Unit (PDU), to the SNMP agent in the switch. The SNMP agent complies with the request
and sends a response PDU to the manager. The types of management requests are Get, GetNext, and
GetBulk requests. These transactions are used to request information from the switch (Get, GetNext, or
GetBulk) or to change the value of an object instance on the switch (Set).

In an unsolicited notification, the SNMP agent in the switch sends atrap PDU to the SNMP manager to
inform it that an event has occurred. The SNMP manager normally does not send confirmation to the
agent acknowledging receipt of atrap.

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 3-7



SNMP Overview Using SNMP and OpenFlow

Using SNMP for Switch Management

The Alcatel-L ucent switch can be configured using the Command Line Interface (CLI), SNMP, or the
WebView device management tool. When configuring the switch by using SNMP, an NM S application
(such as Alcatel-Lucent’s OmniVistaor HP OpenView) is used.

Although MIB browsers vary depending on which software package is used, they al have afew thingsin
common. The browser must compile the Alcatel-Lucent switch M1Bs before it can be used to manage the
switch by issuing requests and reading statistics. Each M1B must be checked for dependencies and the
MIBs must be compiled in the proper order. Once the browser is properly installed and the MIBs are
compiled, the browser software can be used to manage the switch. The MIB browser you use depends on
the design and management requirements of your network.

Detailed information on working with MIB browsers is beyond the scope of this manual. However, you
must know the configuration regquirements of your MIB browser or other NM S installation before you can
define the system to the switch asan SNMP station.

Setting Up an SNMP Management Station

An SNMP management station is aworkstation configured to receive SNMP traps from the switch. Y ou
must identify this station to the switch by using the snmp station CLI command.

The following information is needed to define an SNM P management station.
¢ ThelP address of the SNMP management station device.

e The UDP destination port number on the management station. This identifies the port to which the
switch sends traps.

¢ The SNMP version used by the switch to send traps.
e A user account name that the management station recognizes.

Procedures for configuring a management station can be found in “ Quick Steps for Setting Up An SNMP
Management Station” on page 3-4

SNMP Versions

The SNMP agent in the switch can communicate with multiple managers. Y ou can configure the switch to
communicate with different management stations by using different versions of SNMP. The switch
supports three versions of SNMP—v1, v2, and v3.

SNMPv1

SNMPv1 isthe original implementation of the SNMP protocol and network management model. Itis
characterized by the Get, Set, GetNext, and Trap protocol operations.

SNMPv1 uses arudimentary security system where each PDU contains information called a community
string. The community string acts like a combination username and password. When you configure a
device for SNMP management you normally specify one community string that provides read-write access
to objects within the device and another community string that limits access to read-only. If the

community string in adata unit matches one of these strings, the request is granted. If not, the request is
denied.
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The community string security standard offers minimal security and is generally insufficient for networks
where the need for security is high. Although SNMPv1 lacks bulk message retrieval capabilities and secu-
rity features, it iswidely used and is a de facto standard in the Internet environment.

SNMPv2

SNMPv2 isalater version of the SNMP protocol. It uses the same Get, Set, GetNext, and Trap operations
as SNMPv1 and supports the same community-based security standard. SNMPv1 isincompatible with
SNMPv2 in certain applications due to the following enhancements:

e Management Information Structure

SNMPv2 includes new macros for defining object groups, traps compliance characteristics, and
capability characteristics.

¢ Protocol Operations

SNMPv2 has two new PDUs not supported by SNMPv1. The GetBulkRequest PDU enables the
manager to retrieve large blocks of data efficiently. In particular, it iswell suited to retrieving multiple
rowsin atable. The InformRequest PDU enables one manager to send trap information to another
manager.

SNMPv3

SNMPv3 supports the View-Based Access Control Model (VACM) and User-Based Security Model
(USM) security models along with these added security features:

e Message integrity—Ensuring that a packet has not been tampered with in transit.

¢ Time Frame Protection—Limiting requests to specified time frames. The user can specify atime frame
so that any PDU bearing an out of date timestamp is ignored.

¢ Encryption—Scrambling the contents of a packet to prevent it from being learned by an unauthorized
source.

¢ Authentication—Determining that the message is from avalid source holding the correct privileges.
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Using SNMP For Switch Security

Community Strings (SNMPv1 and SNMPv2)

The switch supports the SNMPv1 and SNM Pv2c community strings security standard. When a commu-
nity string is carried over an incoming SNMP request, the community string must match up with a user
account name as listed in the community string database on the switch. Otherwise, the SNMP request is
not processed by the SNMP agent in the switch.

Configuring Community Strings

To use SNMPv1 and v2 community strings, each user account name must be mapped to an SNMP
community string. Follow these steps:

1 Create auser account on the switch and define its password. Enter the following CLI syntax to create
the account “community_userl”.

-> user community userl password ******* no guth read-only all

Note. A community string inherits the security privileges of the user account that createsit.

A user account can be created locally on the switch by using CLI commands. For detailed information on
setting up user accounts, refer to the “Using Switch Security” chapter of this manual.

2 Map the user account to acommunity string.

A community string works like a password so it is defined by the user. It can be any text string up to 32
charactersin length. If spaces are part of the text, the string must be enclosed in quotation marks (* ). The
following CLI command maps the username “community_userl” to the community string “comstring2”.

-> snmp community map comstring2 user community userl enable
3 Verify that the community string mapping mode is enabled.

By default, the community strings database is enabled. (If community string mapping is not enabled, the
community string configuration is not checked by the switch.) If the community string mapping modeis
disabled, use the following command to enableit.

-> snmp community map mode enable

Note. Optional. To verify that the community string is properly mapped to the username, enter the
show snmp community map command. The display is similar to the one shown here:

->show snmp community map

Community mode : enabled

status community string user name

________ o o o e g
enabled comstring2 community userl

This display aso verifies that the community map mode is enabled.
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Encryption and Authentication (SNMPv3)

Two important processes are used to verify that the message contents have not been altered and that the
source of the message is authentic. These processes are encryption and authentication.

A typical dataencryption process requires an encryption algorithm on both ends of the transmission and a
secret key (like acode or a password). The sending device encrypts or “scrambles’ the message by
running it through an encryption agorithm along with the key. The message is then transmitted over the
network in its encrypted state. The receiving device then takes the transmitted message and “ un-scram-
bles’ it by running it through a decryption algorithm. The receiving device cannot un-scramble the coded
message without the key.

The switch uses the Data Encryption Standard (DES) encryption scheme in its SNM Pv3 implementation.
For DES, the datais encrypted in 64-bit blocks by using a 56-bit key. The algorithm transforms a 64-bit
input into a 64-bit output. The same steps with the same key are used to reverse the encryption.

The authentication process ensures that the switch receives accurate messages from authorized sources.
Authentication is accomplished between the switch and the SNMP management station through the use of
ausername and password identified viathe snmp station CLI syntax. The username and password are
used by the SNMP management station along with an authentication algorithm (SHA or MD5) to compute
ahash that is transmitted in the PDU. The switch receives the PDU and computes the hash to verify that
the management station knows the password. The switch also verifyies the checksum contained in the
PDU.

Authentication and encryption are combined when the PDU is first authenticated by either the SHA or
MD5 method. Then the message is encrypted using the DES encryption scheme. The encryption key is
derived from the authentication key, which is used to decrypt the PDU on the switch’s side.

Configuring Encryption and Authentication

Setting Authentication for a User Account

User account names and passwords must be a minimum of 8 characters in length when authentication and
encryption are used. SNMP authentication types SHA and MD5 are available with DES and AES encryp-
tion. Specify the required authentication algorithm and the encryption standard to be used for authenticat-
ing and encrypting in the command syntax.

The following syntax sets authentication type MD5 with DES encryption for user account “user_authl”.

-> user user authl password passlpassl md5+des

Note. Optional. To verify the authentication and encryption type for the user, enter the show user
command. Thefollowing is a partial display.

-> show user
User name = user_authl,

Password expiration = None,

Password allow to be modified date = None,
Account lockout = None,

Password bad attempts =0,

Read Only for domains = None,

Read/Write for domains = None,

Snmp allowed = YES,

Snmp authentication = MDS5,

Snmp encryption = DES,

Console-Only = Disabled
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The user's SNMP authentication is shown as MD5 and SNMP encryption is shown as DES.

Separate Auth Key and Encryption Key for SNMPv3 User Access

The switch supports SNMPv3 users with both hashing and encryption such as SHA+DES, MD5+DES, or
SHA+AES. Two different passwords are supported for a separate Auth Key and Priv Key using the priv-
passwor d parameter, for example:

-> user snmpv3user password passlpassl priv-password privlprivl read-write all
sha+aes

The privacy password can be entered in a masked format rather than as clear text format. While creating a
user, prompt-priv-passwd option can be used with the ‘user’ command to configure the privacy pass-
word for the user. When this option is selected, a password prompt appears and the password can be
provided. Password needs to be re-entered, and only if both the passwords match, command is accepted.

Password provided in this mode is not displayed on the CLI as text.
For example,
-> user snmpv3user password passlpassl prompt-priv-passwd

Enter privacy password: ok ok ok ok ok ok kK
Re-enter privacy password: ***xxxkix
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Setting SNMP Security

By default, the switch is set to “privacy al”, which means the switch accepts only authenticated and
encrypted v3 Sets, Gets, and Get-Nexts. Y ou can configure different levels of SNMP security by entering
snmp security followed by the command parameter for the desired security level. For example, the
following syntax sets the SNM P security level as “authentication al” as defined in the table bel ow:

-> snmp security authentication all

The command parameters shown in the following table define security from the lowest level (no security)
to the highest level (traps only) as shown.

Security Level SNMP requests accepted by the switch
no security All SNMP reguests are accepted.
authentication set SNMPv1, v2 Gets

Non-authenticated v3 Gets and Get-Nexts
Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts

authentication all Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy set Authenticated v3 Gets and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy all Encrypted v3 Sets, Gets, and Get-Nexts
trapsonly All SNMP requests are rejected.
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Working with SNMP Traps

The SNMP agent in the switch has the ahility to send traps to the management station. It is not required
that the management station request them. Traps are messages a erting the SNM P manager to a condition
on the network. A trap message is sent through a PDU issued from the switch’s network management
agent. It is sent to aert the management station to some event or condition on the switch.

Traps can indicate improper user authentication, restarts, the loss of a connection, or other significant
events. Y ou can configure the switch so that traps are forwarded to or suppressed from transmission to the
management station under different circumstances. A trap informs the management station when the
switch configuration is saved using CLI/SNMP/WEB.

Trap Filtering

You can filter SNMP trapsin at least two ways. Y ou can filter traps by limiting user access to trap families
or you can filter according to individua traps.

Filtering by Trap Families

Access to SNMP traps can be restricted by withholding access privileges for user accounts to certain
command families or domains. (Designation of particular command families for user access is sometimes
referred to as partition management.)

SNMP traps are divided into functional families as shown in the “Using SNMP For Switch Security” on
page 3-10. These families correspond to switch CLI command families. When read-only privileges for a
user account are restricted for acommand family, that user account is also restricted from reading traps
associated with that family.

Procedures for filtering traps according to command families can be found in the Quick Steps for
“Filtering by Trap Families’ on page 3-5. For alist of trap names, command families, and their
descriptions refer to the “Using SNMP For Switch Security” on page 3-10.

Filtering By Individual Trap

Y ou can configure the switch to filter out individual traps by using the snmp trap filter command. This
command allows you to suppress specified traps from the management station. The following information
is needed to suppress specific traps:

¢ TheIP address of the SNMP management station that will receive the traps.
e TheID number of theindividual traps to be suppressed.

Procedures for filtering individual traps can be found in the Quick Steps for “Filtering by Individual
Traps’ on page 3-6. For alist of trap names, ID numbers, and their descriptions refer to the table “Using
SNMP For Switch Security” on page 3-10.
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Avuthentication Trap

The authentication trap is sent when an SNMP authentication failureis detected. Thistrap isasignal to the
management station that the switch received a message from an unauthorized protocol entity. This
normally means that a network entity attempted an operation on the switch for which it had insufficient
authorization. When the SNMP authentication trap is enabled, the switch forwards a trap to the manage-
ment station. The following command enables the authentication trap:

-> snmp authentication trap enable

Thetrap is suppressed if the SNMP authentication trap is disabled.

Trap Management

Several CLI commands allow you to control trap forwarding from the agent in the switch to the SNMP
management station.

Replaying Traps

The switch normally stores all traps that have been sent out to the SNM P management stations. Y ou can
list the last stored traps by using the show snmp trap replay command. This command lists the traps
along with their sequence number. The sequence number is arecord of the order in which the traps were
previously sent out.

You can replay traps that have been stored on the switch for testing or troubleshooting purposes. Thisis
useful in the event when any traps are lost in the network. To replay stored traps, use the snmp trap
replay command followed by the IP address for an SNM P management station. This command replays (or
re-sends) all stored traps from the switch to the specified management station on demand.

If you do not want to replay all of the stored traps, you can specify the sequence number from which the
trap replay starts. The switch starts the replay with atrap sequence number greater than or equal to the
seguence number given in the CLI command. The number of traps replayed depends on the number of
traps stored for this station.

Absorbing Traps

The switch can send the same traps to the management station many, many times. Y ou can suppress the
transmission of identical repetitive traps by issuing the snmp trap absor ption command. When trap
absorption is enabled, traps that are identical to traps previously sent are suppressed and therefore not
forwarded to the SNM P management station. The following command enables SNMP trap absorption:

-> snmp trap absorption enable

To view or verify the status of the Trap Absorption service, use the show snmp trap config command.

Sending Traps to WebView

When WebView forwarding is enabled, all traps sent by switch applications are also forwarded to
WebView. The following command allows a WebView session to retrieve the trap history log:

-> snmp trap to webview enable
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Checking Configuration File Using Traps

If there are any configuration changes, atrap is sent to Service Aware Manager (SAM) to enforce a poll
when configuration file is saved. The running configuration is not saved in the configuration file
(boot.cfg) until the user commits the changes using the write memory command or

copy running-config wor king command. The configuration changes that are not committed are not
detected by the switch until these commands are applied.

Related traps are raised on the following commands:
® write memory
e write memory flash-synchro

e copy running-config working
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SNMP MIB Information

MIB Tables

You can display MIB tables and their corresponding command families by using the show snmp mib
family command. The MIB table identifies the MIP identification number, the MIB table name and the
command family. If acommand family is not valid for the entire MIB table, the command family is
displayed on a per-object basis.

For alist and description of system MIBs, refer to “Industry Standard MIBs’ on page 3-18 and “Enter-
prise (Proprietary) MIBS’ on page 3-22. For alist and description of traps, refer to the “Using SNMP For
Switch Security” on page 3-10.

The following isa partia display.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY
_______ U
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface

6147 dot3ControlTable interface

6148 dot3PauseTable interface

6149 dot3StatsTable interface

6150 esmConfTable interface
77828 healthModuleTable rmon

77829 healthPortTable rmon

77830 healthThreshInfo rmon

87042 vacmContextTable snmp

87043 vacmSecurityToGroupTable snmp

87044 vacmAccessTable snmp

87045 vacmViewTreeFamilyTable snmp

MIB Table Description

If the user account has no restrictions, the display shown by the show snmp mib family command can be
very long. For documentation purposes, a partial list is shown above and three entry examples are defined.

e Thefirst entry in the MIB Table shows an MIP identification number of 6145. The MIB table nameis
esmConfTrap.Thistableisfound in the AlcatelIND1Port MIB, which defines managed objects for the
ESM Driver subsystem.

e For MIP Id number 77828, the MIB table name is healthModuleTable. Thistableisfound in the
AlcatelIND1Health MIB, which defines managed objects for the health monitoring subsystem.

e For MIB Id number 87042, the MIB table name is vacmContextTable. Thistableis found in the
SNMP-VIEW-BASED-ACM MIB, which serves as the view-based access control model (VACM) for
the SNMP.
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Industry Standard MIBs

The following table lists the supported industry standard MIBs.

MI1B Name Description Dependencies

BRIDGE-MIB, The Bridge MIB for managing MAC bridgesbased on  SNMPv2-SMI,

RFC 1493 the |IEEE 802.1D standard between Local AreaNet-  RFC1215-MIB

work (LAN) segments.

EE8023-LAG-MIB, Link Aggregation module for managing |EEE SNMPv2-SMI,

|EEE 802.3ad Standard 802.3ad. SNMPVv2-TC,
SNMPv2-CONF,
IF-MIB,
Q-BRIDGE-MIB

ENTITY-MIB, RFC 2737 Entity MIB (Version 2). Standardized set of managed SNMPv2-SMI,
objects representing logical and physical entitiesand SNMPv2-TC,
rel ationships between them. SNMPv2-CONF,
SNMP-
FRAMEWORK -
MIB

EtherLike-MIB, Definitions of Managed Objects for the Ethernet-like  SNMPv2-SMI,
RFC 2665 Interface Types. SNMPv2-CONF,
IF-MIB

HCNUM-TC, RFC 2856: An MIB module containing textual conventions for SNMPv2-SMI,
high-capacity data types. This module addresses an SNMPv2-TC
immediate need for datatypes not directly supported in
the SMIv2. This short-term solution is meant to be
deprecated as along-term solution is deployed.

IANAIifType-MIB This MIB module defines the IANAIfType Textual SNMPv2-SMI,
Convention, and thus the enumerated values of the SNMPv2-TC
if Type object defined in the MIB-I1 Table.

IANA-RTPROTO-MIB  This MIB module defines the IANAipRouteProtocol  SNMPv2-SMI,
and IANAipMRouteProtocol textual conventionsfor  SNMPv2-TC
use in MIBs which need to identify unicast or multi-
cast routing mechanisms.

IEEE8021-PAE-MIB This MIB modules defines 802.1X ports used for port- SNMPv2-SMI,
based access control. SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB
IF-MIB

IF-MIB, RFC 2863 The Interfaces Group MIB. Contains generic SNMPv2-SMI,
information about the physical interfaces of the entity. SNMPv2-TC,
SNMPv2-CONF,
SNMPv2-MIB,
IANAIifType-MIB
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MI1B Name Description Dependencies
IGMP-STD-MIB, Internet Group Management Protocol MIB. SNMPv2-SMI,
RFC 2933 SNMPv2-TC,
SNMPv2-CONF,
IF-MIB
INET-ADDRESS-MIB,  Textual Conventionsfor Internet Network Addresses. SNMPv2-SMI,
RFC 2851 SNMPv2-TC
IP-BRIDGE-MIB, The Bridge MIB Extension module for managing SNMPv2-SMI,
RFC 2674 Priority and Multicast Filtering, defined by |IEEE SNMPVv2-TC,
802.1D. SNMPv2-CONF,
BRIDGE-MIB
IP-FORWARD-MIB, IP Forwarding Table MIB SNMPv2-SMI,
RFC 2096 SNMPVv2-TC,
IP-MIB,
SNMPv2-CONF
IP-MIB, RFC 2011 SNMPv2 Management |nformation Base for the SNMPv2-SMI,
Internet Protocol by using SMIv2. Includes Internet-  SNMPv2-TC,
work Control Message Protocol (ICMP). SNMPv2-CONF
IPv6-TC, RFC 2465 This MIB defines the management information for SNMPv2-SMI,
IPv6; Textual conventions and general group SNMPv2-TC
IPv6-ICMP-MIB, Management Information base for |Pv6 Group. SNMPv2-SMI,
RFC 2466 SNMPv2-CONF,
IPv6-MIB
IPv6-TCP-MIB, Management Information Base for the Transmission ~ SNMPv2-SMI,
RFC 2452 Control Protocol. SNMPv2-TC,
SNMPv2-CONF
IPv6-UDP-MIB, Management Information Base for User Datagram SNMPv2-SMI,
RFC 2454 Protocol SNMPv2-CONF,
IPv6-TC
MAU-MIB, Management Information for |EEE 802.3 Medium SNMPv2-SMI,
RFC 2668 Attachment Units. SNMPv2-TC,
SNMPv2-CONF
PIM-MIB, Protocol Independent Multicast MIB for IPv4 SNMPv2-SMI,
RFC 2934 SNMPv2-TC,
SNMPv2-CONF,
IF-MIB,
IPMROUTE-STD-
MIB
Q-BRIDGE-MIB, The Bridge M1B Extension module for managing Pri- SNMPv2-SMI,
RFC 2674 ority and Multicast Filtering, defined by |IEEE 802.1D. SNMPv2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK -
MIB,
BRIDGE-MIB,
P-BRIDGE-MIB
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MI1B Name Description Dependencies

RIPv2-MIB, Routing Information Protocol (RIP) Version 2 MIB SNMPv2-SMI,
RFC 1724 Extension. SNMPv2-TC,
SNMPv2-CONF

RMON-MIB, RFC 2819 Remote Network Monitoring (RMON) Management  SNMPv2-SMI,
Information Base. SNMPV2-TC,
SNMPv2-CONF

RS-232-MIB, RFC 1659 Definitions of Managed Objects for RS-232-like SNMPv2-SMI,
Hardware Devices by using SMIv2. SNMPv2-CONF,
IF-MIB

SNMP-COMMUNITY  This MIB module defines objects to help support coex- SNMPv2-SMI,

MIB, RFC 2576 istence between SNMPv1, SNMPv2c, and SNMPv3.  SNMP-FRAME-
WORK-MIB,
SNMP-TARGET-
MIB,
SNMPv2-CONF

SNMP-FRAMEWORK  An Architecture for Describing SNMP Management  SNMPv2-SMI,
MIB, RFC 2571 Frameworks. SNMPVv2-TC,
SNMPv2-CONF

SNMP-MPD-MIB, Message Processing And Dispatching For The Simple  SNMPv2-SMI,
RFC 2572 Network Management Protocol (SNMP). SNMPv2-CONF

SNMP-NOTIFICATION SNMP Applications, Notifications SNMP Entity SNMPv2-SMI,

MIB, RFC 2573 Remote Configuration. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
SNMP-TARGET-
MIB

SNMP-PROXY-MIB, SNMP Applications, Proxy SNMP Entity Remote SNMPv2-SMI,

RFC 2573 Configuration. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
SNMP-TARGET
MIB

SNMP-TARGET-MIB, = SNMP Applications, Proxy SNMP Entity Remote SNMPv2-SMI,

RFC 2573 Configuration. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB

page 3-20 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Using SNMP and OpenFlow SNMP MIB Information

MI1B Name Description Dependencies

SNMP-USER-BASED-  User-based Security Model (USM) for version 3 of the  SNMPv2-SMI,

SM-MIB, RFC 2574 Simple Network Management Protocol (SNMPv3). SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK -
MIB

SNMPv2-MIB, Management Information Base for Version 2 of the SNMPv2-SMI,
RFC 1907 Simple Network Management Protocol (SNMPv2). SNMPV2-TC,
SNMPv2-CONF

SNMP-VIEW-BASED-  View-based Access Control Model (VACM) forthe ~ SNMPv2-SMI,

ACM-MIB, RFC 2575 Simple Network Management Protocol (SNMP). SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK -
MIB

TCP-MIB, RFC 2012 SNMPv2 Management |nformation Base for the SNMPv2-SMI,
Transmission Control Protocol by using SMIv2. SNMPv2-CONF

TUNNEL-MIB, IP Tunnel MIB SNMPv2-SMI,

RFC 2667 SNMPv2-TC,
SNMPv2-CONF,
IF-MIB

UDP-MIB, RFC 2013 SNMPv2 Management Information Base for the User SNMPv2-SMI,
Datagram Protocol by using SMIv2. SNMPv2-CONF
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Enterprise (Proprietary) MIBs

The following table lists the supported enterprise proprietary MIBs.

Note. The ALCATEL-IND1-BASE* MIB isrequired for all MIBslisted in thistable.

MIB Name Description Dependencies*
ALCATEL-IND1- Definitions of managed objects for the Authentication, SNMPv2-SMI,
AAA-MIB Authorization, and Accounting (AAA) subsystem. SNMPV2-TC,
SNMP-v2-CONF
ALCATEL-IND1-BASE This module provides base definitions for modules SNMPv2-SMI
developed to manage Alcatel-L ucent I nternetworking
networking infrastructure products.
ALCATEL-IND1- Definitions of managed objects for the ChassisMan-  SNMPv2-SMI,
CHASSIS-MIB agement subsystem. SNMPV2-TC,
SNMPv2-CONF,
SNMP-
FRAMEWORK-
MIB,
ENTITY-MIB
ALCATEL-IND1- Definitions of managed objects for the Configuration  SNMPv2-SMI,
CONFG-MGR-MIB Manager subsystem. SNMPV2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of chassis and modules. SNMP-SMI
DEVICES
ALCATEL-IND1- Definitions of managed objects for the IEEE 802.1Q  SNMPv2-SMI,
DOT1Q-MIB subsystem. SNMPV2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the IEEE 802.1X  SNMPv2-SMI,
DOT1X-MIB subsystem. SNMPVv2-TC
ALCATEL-IND1- Definitions of managed objects for the Dynamic Rout- SNMPv2-SMI,
DRCTM-MIB ing and Control (DRC) subsystems. SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for Group Mobility. SNMPV2-TC,
GROUP-MOBILITY- SNMPv2-SMI,
MIB SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Health Moni-  SNMPv2-SMI,
HEALTH-MIB toring subsystem. SNMPv2-CONF
ALCATEL-IND1-IGMP- Definitions of managed objects for the IPv4 Multicast SNMPv2-TC,
MIB MIB. SNMPv2-SMI,
SNMPv2-CONF,
INET-ADDRESS-
MIB,
IF-MIB
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MI1B Name Description Dependencies*
ALCATEL-IND1- Definitions of managed objects for the Interswitch SNMPv2-SMI,
INTERSWITCH- Protocol (that is, GMAP, XMAP) subsystem. SNMPv2-TC,
PROTOCOL-MIB SNMPv2-CONF
IF-MIB
ALCATEL-IND1- Definitions of managed objects for the IP Stack sub-  SNMPv2-SMI,
IP-MIB system. SNMPVv2-TC,
SNMPv2-CONF,
IP-MIB
ALCATEL-IND1- Definitions of managed objects for IP Multicast Route  SNMPv2-SMI,
IPMRM-MIB Manager (IPMRM) global configuration parameters ~ SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the |P Multicast SNMPv2-SMI,
IPMS-MIB Switching (IPMS) subsystem. SNMPv2-TC,
SNMPv2-CONF
IF-MIB
ALCATEL-IND1- Definitions of managed objects for the IP Routing SNMPv2-SMI,
IPRM-MIB Manager (IPRM) subsystem. SNMPV2-TC,
SNMPv2-CONF,
IANA-RTPROTO-
MIB
ALCATEL-IND1- Definitions of managed objects for the IPv6 subsyss ~ SNMPv2-SMI,
IPv6-MIB tem. SNMPV2-TC,
SNMPv2-CONF,
IPv7-TC
IPv6-MIB
ALCATEL-IND1- Definitions of managed objects for the IEEE 802.3ad SNMPv2-SMI,
LAG-MIB Link Aggregation (LAG) subsystem. SNMPV2-TC,
SNMPv2-CONF,
|IEEE8023-LAG-
MIB,
IF-MIB
Q-BRIDGE-MIB
ALCATEL-IND1- Definitions of the MIB modulefor the addresslearning  SNMPv2-SMI,
LPS-MIB MIB addresses entity. SNMPV2-TC,
IF-MIB,
Q-BRIDGE-MIB,
ALCATEL-IND1-
SYSTEM-MIB,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Source Learn-  SNMPv2-SMI,
MAC-ADDRESS-MIB  ing MAC Address subsystem. SNMPV2-TC,
SNMPv2-CONF,
IF-MIB,
Q-Bridge-MIB
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MI1B Name Description Dependencies*
ALCATEL-IND1- Definitions of managed objects for the Chassis Super- SNMPv2-SMI,
MAC-SERVER-MIB vision MAC Server subsystem. SNMPv2-TC,
SNMPv2-CONF,
ENTITY-MIB,
ALCATEL-IND1-
CHASSISMIB
ALCATEL-IND1- Definitions of the Multicast Listener Discovery SNMPv2-SMI,
MLD-MIB (MLD) subsystem. SNMPVv2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB,
IF-MIB
ALCATEL-IND1- Definitions of the Network Time Protocol (NTP) sub- SNMPv2-SMI,
NTP-MIB system. SNMPv2-TC
ALCATEL-IND1- Definitions of the user Partitioned Manager subsys- SNMPv2-SMI,
PARTITIONED-MGR-  tem. SNMPVv2-TC,
MIB SNMPv2-CONF,
Q-BRIDGE-MIB,
SNMP-
FRAMEWORK -
MIB,
SNMPv2-TC
ALCATEL-IND1- Definition of managed objects for the Coronado Lay- SNMPv2-SMI,
PCAM-MIB er3 Hardware Routing Engine (HRE). SNMPV2-TC,
SNMPv2-CONF
ALCATEL-IND1-PIM-  Definitions of managed objects for the Protocol Inde- SNMPv2-SMI,
MIB pendent Multicast Sparse Mode (PIM-SM) and Proto- SNMPv2-TC,
col Independent Multicast Dense Mode (PIM-DM) SNMPv2-CONF,

subsystem.

ALCATEL-IND1-
BASE

ALCATEL-IND1- Definitions of managed objectsfor the Policy Manager SNMPv2-SMI,
POLICY-MIB subsystem. SNMPV2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Port Manager  SNMPv2-SMI,
PORT-MIB subsystem. SNMPv2-CONF,
IF-MIB
ALCATEL-IND1- Definitions of managed objects for the Port Mirroring SNMPv2-SMI,
PORT-MIRRORING- and Monitoring subsystem. SNMPV2-TC,
MONITORING-MIB SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Quality of Ser- SNMPv2-SMI,
QOS-MIB vice (QoS) subsystem. SNMPv2-TC
ALCATEL-IND1- Definitions of managed objects for the Router Discov- SNMPv2-SMI,
RDP-MIB ery Protocol (RDP) subsystem. SNMPV2-TC,
SNMPv2-CONF
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MI1B Name Description Dependencies*
ALCATEL-IND1- Definitions of managed objects for the Routing Infor-  SNMPv2-SMI,
RIP-MIB mation Protocol (RIP) subsystem. SNMPVv2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Routing Infor-  SNMPv2-SMI,
RIPNG-MIB mation Protocol (RIPng) subsystem. SNMPVv2-TC,
SNMPv2-CONF
IPv6-TC
ALCATEL-IND1- Definitions of managed objects for the User Session ~ SNMPv2-SMI,
SESSION-MGR-MIB Manager subsystem. SNMPVv2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the Simple Net- SNMPv2-SMI,
SNMP-AGENT-MIB work Management Protocol (SNMP) Agent subsyss  SNMPv2-TC,
tem. SNMPv2-CONF
ALCATEL-IND1- Definitions of the managed objects for Stack Manager SNMPv2-SMI,
STACK-MANAGER Chassis, Stack Manager Statistics, and Stack Manager SNMPv2-TC,
Traps. SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the System Ser- SNMPv2-SMI,
SYSTEM-MIB vices subsystem. SNMPV2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the OmniAccess ~ SNMPv2-SMI,

TP-DEVICES 4000. ALCATEL-IND1
BASE
ALCATEL-IND1- Definitions of managed objects for the SNMP Notifi- SNMPv2-SMI,
TRAP-MGR-MIB cation (that is, Trap) Manager subsystem. SNMP-v2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the User Datagram SNMPv2-SMI,
UDP-RELAY-MIB Protocol (UDP) Relay subsystem. SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the VLAN Man-  SNMPv2-SMI,
VLAN-MGR-MIB ager subsystem. SNMPv2-TC,
SNMPv2-CONF
ALCATEL-IND1- Definitions of managed objects for the VLAN Span-  SNMPv2-SMI,
VLAN-STP-MIB ning Tree Protocol (STP) subsystem. SNMPv2-CONF,
BRIDGE-MIB
ALCATEL-IND1-WEB- Definitions of managed objects for the Web Based SNMPv2-SMI,
MGT-MIB Management subsystem. SNMPv2-TC,
SNMPv2-CONF,
INET-ADDRESS-
MIB
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Verifying the SNMP Configuration

To display information about SNM P management stations, trap management, community strings, and
security, use the show commands listed in the following table.

show snmp station

Displays current SNMP station information including IP address, UDP
Port number, Enabled/Disabled status, SNM P version, and user account
names.

show snmp community map

Shows the local community strings database including status, commu-
nity string text, and user account name.

show snmp security

Displays current SNM P security status.

show snmp statistics

Displays SNMP statistics. Each MIB object is listed along with its
status.

show snmp mib family

Displays SNMP MIB information. Information includes MIP ID num-
ber, MIB table name, and command family.

show snmp trap replay

Displays SNMP trap replay information. Thisincludesthe | P address of
the SNMP station manager that replayed each trap and the number of
the oldest replayed trap.

show snmp trap filter

Displays the current SNMP trap filter status. Thisincludesthe IP
address of the SNMP station that recorded the traps and the identifica
tion list for the traps being filtered.

show snmp authentication trap

Displays the current authentication failure trap forwarding status (that
is, enable or disable).

show snmp trap config

Displays SNMP trap information including trap ID numbers, trap
names, command families, and absorption rate. This command aso dis-
playsthe Enabled/Disabled status of SNM P absorption and the Trapsto
WebView service.

For more information about the resulting displays from these commands, see the Omni Switch AOS Release

6 CLI Reference Guide.
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OpenFlow Specifications

Platforms Supported Omni Switch 6450 (stack or standalone)
Modes Supported Normal
Hybrid (API)
Versions Supported 1.0
131
Maximum number of logical switches 3

Maximum number of controllers per logical switch 3

Maximum number of logical switchesin Hybrid mode 1

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 3-27



OpenFlow Agent Overview Using SNMP and OpenFlow

OpenFlow Agent Overview

OpenFlow is a communications interface defined between the control and forwarding layers that isused in
a Software Defined Network (SDN). OpenFlow essentially separates the control plane and the data plane
in the switch. Traditionally, switches and routers have made decisions on where packets should travel
based on rules local to the device. With OpenFlow, only the data plane exists on the switch itself, and all
control decisions are communicated to the switch from a central Controller. If the device receives a packet
for which it has no flow information, it sends the packet to the Controller for inspection, and the Control-
ler determines where that packet should be sent based on QoS-type rules configured by the user (drop the
packets to create afirewall, pass the packets to a specific port to perform load balancing, prioritize pack-
ets, €tc).

The Omni Switch can operate in AOS or OpenFlow mode, including a modified OpenFlow mode known as
Hybrid mode. AOS will designate the ports managed/controlled by AOS or by OpenFlow on a per-port
basis. By default, ports are managed/controlled by AOS.

The following are the key components available for OpenFlow support.

OpenFlow Logical Switch

An OpenFlow logical switch consists of a portion of the switch's resources that are managed by an Open-
Flow Controller (or set of Controllers) viathe OpenFlow Agent. Up to 3 logical switches can be config-
ured on an OmniSwitch, with each switch supporting up to three controllers. A logical switch hasa
VLAN, physica ports, and/or link aggregate ports assigned to it. All packets received on these ports are
forwarded directly to the Openflow agent. Spanning tree and source learning do not operate on OpenFlow
assigned ports.

OpenFlow Normal Mode

In Normal mode, the logical switch operates as per the OpenFlow standards. In normal mode, on Open-
Flow enabled ports, most AOS commands will be disabled except for some port specific commands such
asthose for link aggregation, UDLD, DDM,LLDP and QoS per port configuration.

OpenFlow Hybrid (API) Mode

In Hybrid mode, logical switch acts as an interface through which the Controller may insert flows. These

flows are treated as QoS policy entries and offer the same functionality. A Hybrid logical switch operates
on al ports, link aggregates, and VLANS not assigned to other OpenFlow logical switches. Only one logi-
cal switch can be configured in Hybrid mode.

Supported OpenFlow Parameters

The following OpenFlow tables, match fields, groups and actions are supported.
Flow Definitions:

e Exact Match

e Wildcard

e MACTable

Match Fields:

* Ingress Port
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Ethernet Destination Address

Ethernet Source Address

VLAN Tag/VLAN Priority

Ethernet Type

IPv4 or IPv6 Protocol Number

IPv4 Source Address/ ARP Sender Protocol Address
IPv4 Destination Address/ ARP Target Protocol Address
TCP/ UDP Source & Destination Ports

ICMP Type/ Code

ARP Operation Code

Group

Groups are away of combining a set of activities into one action. For example, a Group could be used to
represent an | P next hop with all of the associated activities (MAC change, VLAN update, and so on). The
collection of actionsis stored in a bucket. Each group includes a collection of buckets and the different
types identify policies on how to select which bucket(s) to use.

ALL - The actions of all buckets are executed. Thiswill be used to implement broadcast or multicast
activities. The packet is effectively cloned for each bucket; one packet is processed for each bucket of
the group.

INDIRECT - Thisisan ALL type group with a single bucket. Allows multiple flow entries or groups
to point to acommon group identifier, supporting faster, more efficient convergence (for example, next
hops for IP forwarding). This group type is effectively identical to an all group with one bucket.

Note.
- Packet modification actions are supported by both ALL and INDIRECT group type.

- Groups are supported only in Openflow 1.3.1 version.

Actions Fields:

Output - To physical, reserved or linkagg port
Drop - Drop the packet
Group - Process packets according to specified group

Set Field - Set fields in the packet (only for single egress port). VLAN priority can only be set for
tagged packets.

Change-TTL - Modify the values of the IPv4 TTL

Push VLAN — The VLAN header tag is pushed as the outer header. (Note: Every Push VLAN action
must be followed by a Set VLAN action.)
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Quick Steps to Configure OpenFlow Agent

Follow the stepsin this section for a quick tutorial on how to configure an OpenFlow Agent on the
OmniSwitch. A logical switch in Hybrid mode does not have aVLAN or interface configured.

1 Createthelogica switch and configure the mode

-> openflow logical-switch vswitchl
-> openflow logical-switch vswitch?2

2 Assign acontroller to the logical switch

-> openflow logical-switch vswitchl
-> openflow logical-switch vswitch?2

3 Assigninterfacesto the logical switch

-> openflow logical-switch vswitchl

4 Verify the configuration

-> show openflow logical-switch

Admin
Logical Switch State Mode
el __ fom oo P
vswitchl Ena Norm
vswitch2 Ena API

mode normal version 1.3.1 vlan 5
mode api

controller 1.1.1.1
controller 2.2.2.2

interfaces port 1/3

Versions VLAN Ctrlrs Intf Flows
B o= +o——m - - - o= e

1.3.1 5 1 1 5

1.0 1.3.1 N/A 1 56 0

-> show openflow logical-switch controllers

Admin Oper
Logical Switch Controller Role State State
—————————————————————————————— e b e T e T
vswitchl 1.1.1.1:6633 Equal Ena Connect
vswitch2 2.2.2.2:6633 Equal Ena Backoff

-> show openflow logical-switch interfaces

Logical Switch Interface Mode
________________________________ U
vswitchl 1/3 Norm
vswitch2 1/1 API
vswitch2 1/2 API
vswitch?2 1/4 API
vswitch2 1/5 API
vswitch2 1/6 API
vswitch2 1/7 API

(output truncated)
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Verifying OpenFlow Configuration
To display information about the Openflow configuration use the following show command:

show openflow Displays global OpenFlow configuration.
show openflow logical-switch Displayslogical switch configuration.
show openflow logical-switch stats Displays|logical switch statistics.
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4 Configuring Network Time
Protocol (NTP)

Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to another
server or reference time source, such as aradio or satellite receiver. It provides client time accuracies
within amillisecond on LANS, and up to afew tens of milliseconds on WANS relative to aprimary server
synchronized to Universal Coordinated Time (UTC) (through a Global Positioning Service receiver, for
example).

In This Chapter

This chapter describes the basic components of the Omni Switch implementation of Network Time Proto-
col and how to configure it through Command Line Interface (CLI). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6 CLI Reference Guide.

Configuration procedures described in this chapter include:

e Enabling the NTP client and selecting the NTP mode. See “ Configuring the OmniSwitch as a Client”
on page 4-9.

e Selecting an NTP server for the NTP client and modifying settings for communicating with the server.
See“NTP Servers’ on page 4-10.

e Enabling authentication in NTP negotiations. See “Using Authentication” on page 4-12.
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NTP Specifications

RFCs supported 1305-Network Time Protocol
Platforms Supported Omni Switch 6350, 6450
Maximum number of NTP servers per client 12

NTP Defaults Table

The following table shows the default settings of the configurable NTP parameters:

NTP Defaults
Par ameter Description Command Default Value/Comments
Specifiesan NTP server from which ntp server version: 4
this switch receives updates minpoll: 6
prefer: no
key: 0
Used to activate client ntp client disabled
Used to activate NTP client ntp broadcast disabled
broadcast mode
Used to set the advertised broadcast ntp broadcast-delay 4000 microseconds

delay, in microseconds
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NTP Quick Steps

The following steps are designed to show the user the necessary commands to set up NTP on an

OmniSwitch:

1 Designate an NTP server for the switch using the ntp server command. The NTP server provides the
switch with its NTP time information. For example:

-> ntp server 1.2.5.6

2 Activate the client side of NTP on the switch using the ntp client command. For example:

-> ntp client enable

3 You can check the server status using the show ntp server status command, as shown:

-> show ntp server status 198.206.181.139

IP address

Host mode

Peer mode

Prefer

Version

Key

Stratum

Minpoll

Maxpoll

Delay

Offset

Dispersion

Root distance
Precigion
Reference IP
Status

Uptime count
Reachability
Unreachable count
Stats reset count
Packets sent
Packets received
Duplicate packets
Bogus origin

Bad authentication
Bad dispersion
Last Event

198.206.181.139,
client,

server,

no,

4,

0,

2,

6 (64 seconds),

10 (1024 seconds),
0.016 seconds,
-180.232 seconds,
7.945 seconds
0.026,

-14,
209.81.9.7,
configured
1742 seconds,
1,

0,

1680 seconds,

reachable

rejected,

peer changed to reachable,

4 You can check the list of servers associated with this client using the show ntp client server-list

command, as shown:

-> show ntp client server-list

IP Address Ver Key St Delay Offset Disp

———=—=—=—=—=—=—=—=—=—=—=—==—4==—=4==—=—=—=—==4==—=—=—4=-=—=—=—=—=—=—===—4==—=—=—=—=—=—=—==—=—======—4==========

1.2.5.6 0 2 0.06 -0.673 0.017
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5 You can check the client configuration using the show ntp client command, as shown:

-> show ntp client

Current time: THU SEP 15 2005 17:44:54 (UTC)
Last NTP update: THU SEP 15 2005 17:30:54
Client mode: enabled

Broadcast client mode: disabled

Broadcast delay (microseconds): 4000
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NTP Overview

Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to another
server or reference time source, such as aradio or satellite receiver. It provides client time accuracies
within amillisecond on LANSs, and up to afew tens of milliseconds on WANSs relative to aprimary server
synchronized to Universal Coordinated Time (UTC) (viaa Global Positioning Service receiver, for exam-
ple). Typical NTP configurations utilize multiple redundant servers and diverse network pathsin order to
achieve high accuracy and reliability. Some configurationsinclude cryptographic authentication to prevent
accidental or malicious protocol attacks.

It isimportant for networks to maintain accurate time synchronization between network nodes. The stan-
dard timescale used by most nations of the world is based on a combination of UTC (representing the
Earth’ s rotation about its axis), and the Gregorian Calendar (representing the Earth’ s rotation about the
Sun). The UTC timescale is disciplined with respect to International Atomic Time (TAI) by inserting leap
seconds at intervals of about 18 months. UTC time is disseminated by various means, including radio and
satellite navigation systems, telephone modems, and portable clocks.

Special purpose receivers are available for many time-dissemination services, including the Global Posi-
tion System (GPS) and other services operated by various national governments. For reasons of cost and
convenience, it is not possible to equip every computer with one of these receivers. However, it is possi-
ble to equip some computers with these clocks, which then act as primary time servers to synchronize a
much larger number of secondary servers and clients connected by a common network. In order to do this,
adistributed network clock synchronization protocol is required which can read a server clock, transmit
the reading to one or more clients, and adjust each client clock as required. Protocols that do thisinclude
NTP.

Note. The OmniSwitch can only be an NTP client in an NTP network. It cannot act asan NTP server.
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Stratum

Stratum is the term used to define the relative proximity of anodein a network to atime source (such asa
radio clock). Stratum 1 is the server connected to the time source itself. (In most cases the time source and
the stratum 1 server are in the same physical location.) An NTP client or server connected to a stratum 1
source would be stratum 2. A client or server connected to a stratum 2 machine would be stratum 3, and so
on, as demonstrated in the diagram below:

C

UTC Time Source Sratum 1 Sratum 2 Stratum 3

The farther away from stratum 1 adeviceis, the more likely there will be discrepancies or errorsin the
time adjustments done by NTP. A list of stratum 1 and 2 sources available to the public can be found on
the Internet.

Note. It is not required that NTP be connected to an officially recognized time source (for example, aradio
clock). NTP can use any time source to synchronize time in the network.

Using NTP in a Network

NTP operates on the premise that there is one true standard time (defined by UTC), and that if several
servers claiming synchronization to the standard time are in disagreement, then one or more of them must
be out of synchronization or not functioning correctly. The stratum gradiation is used to qualify the accu-
racy of atime source along with other factors, such as advertised precision and the length of the network
path between connections. NTP operates with a basic distrust of time information sent from other network
entities, and is most effective when multiple NTP time sources are integrated together for checks and
crosschecks. To achieve this end, there are several modes of operation that an NTP entity can use when
synchronizing time in a network. These modes help predict how the entity behaves when requesting or
sending time information, listed below:

e A switch can beaclient of an NTP server (usually of alower stratum), receiving time information from
the server but not passing it on to other switches.

e A switch can be aclient of an NTP server, and in turn be a server to another switch or switches.

e A switch (regardless of its status as either a client or server) must be peered with another switch. Peer-
ing allows NTP entitiesin the network of the same stratum to regard each other as reliable sources of
time and exchange time information.
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Examples of these are shown in the simple network diagram below:

UTC Time Source

Sratum 1
NTP
Servers
Stratum 2
NTP
Server/Clients
Stratum 3
NTP
Clients

Servers laand 1b receive time information from, or synchronize with, a UTC time source such asaradio
clock. (In most cases, these servers would not be connected to the same UTC source, though it is shown
thisway for simplicity.) Servers 1laand 1b become stratum 1 NTP servers and are peered with each other,
allowing them to check UTC time information against each other. These machines support machines 2a
and 2b as clients, and these clients are synchronized to the higher stratum servers 1aand 1b.

Clients 2aand 2b are also peered with each other for time checks, and become stratum 2 NTP servers for
more clients (3a and 3b, which are also peered). In this hierarchy, the stratum 1 servers synchronize to the
most accurate time source available, then check the time information with peers at the same stratum. The
stratum 2 machines synchronize to the stratum 1 servers, but do not send time information to the stratum 1
machines. Machines 2a and 2b in turn provide time information to the stratum 3 machines. It is important
to consider the issue of robustness when selecting sources for time synchronization.

It is suggested that at least three sources should be available, and at |east one should be “close” to you in
terms of network topology. It is also suggested that each NTP client is peered with at least three other
same stratum clients, so that time information crosschecking is performed.

Note. Alcatel-Lucent current implementation of NTP only allows the OmniSwitch to act as a passive
client, not asa server. A passive client only receives NTP information and adjustsits time accordingly. In
the above example, an OmniSwitch could be either Server 3a or 3b. An OmniSwitch as Server 3aor 3b
would also not be able to peer with other servers on the same stratum.
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When planning your network, it is helpful to use the following genera rules:

e [tisusualy not agood ideato synchronize alocal time server with a peer (in other words, a server at
the same stratum), unless the latter is receiving time updates from a source that has alower stratum
than from where the former is receiving time updates. This minimizes common points of failure.

e Peer associations should only be configured between servers at the same stratum level. Higher Strata
should configure lower Strata, not the reverse.

¢ |tisinadvisableto configuretime serversin adomain to asingle time source. Doing so invites
common points of failure.

Note. NTP does not support year date values greater than 2035 (the reasons are documented in RFC 1305
in the data format section). This should not be a problem (until the year 2035) as setting the date thisfar in
advance runs counter to the administrative intention of running NTP.

Avuthentication

NTPis designed to use MD5 encryption authentication to prevent outside influence upon NTP timestamp
information. Thisis done by using akey file. The key fileisloaded into the switch memory, and consists
of atext filethat lists key identifiers that correspond to particular NTP entities.

If authentication is enabled on an NTP switch, any NTP message sent to the switch must contain the
correct key ID in the message packet to use in decryption. Likewise, any message sent from the authenti-
cation enabled switch is not readable unless the receiving NTP entity possesses the correct key ID.

Thekey fileisatext (.txt) file that contains alist of keysthat are used to authenticate NTP servers. It
should be located in the /networ king directory of the switch.

Key files are created by a system administrator independent of the NTP protocol, and then placed in the
switch memory when the switch boots. An example of akey file is shown below:

2 M RIrop8KPPvQvYotM # md5 key as an ASCII random string
14 M sundial # md5 key as an ASCII string

In akey file, thefirst token isthe key number 1D, the second is the key format, and the third is the key
itself. (The text following a“#” is not counted as part of the key, and is used merely for description.) The
key format indicates an MD5 key written asa 1 to 31 character ASCI| string with each character standing
for akey octet.

The key file (with identical MD5 keys) must be located on both the local NTP client and the client’s
server.
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Configuring NTP

The following sections detail the various commands used to configure and view the NTP client softwarein
an Omni Switch.

Configuring the OmniSwitch as a Client

The NTP software is disabled on the switch by default. To activate the switch as an NTP client, enter the
ntp client command as shown:

-> ntp client enable

This sets the switch to act as an NTP client in the passive mode, meaning the client receives updates from
adesignated NTP server.

To disable the NTP software, enter the ntp client command as shown:

-> ntp client disable

Setting the Client to Broadcast Mode

It is possible to configure an NTP client to operate in the broadcast mode. Broadcast mode specifies that a
client switch listens on all interfaces for server broadcast timestamp information. It uses these messages to
update itstime.

To set an OmniSwitch to operate in the broadcast mode, enter the ntp broadcast command as shown:
-> ntp broadcast enable

A client in the broadcast mode does not need to have a specified server.

Setting the Broadcast Delay

When set to the broadcast mode, a client needs to advertise a broadcast delay. The broadcast modeis
intended for operation on networks with numerous workstations and where the highest accuracy is not
required. In atypical scenario, one or more time servers on the network, broadcast messages, which are
received by NTP hosts. The correct time is determined from an NTP message based on a pre-configured
latency or broadcast delay in the order of afew milliseconds.

To set the broadcast delay, enter the ntp broadcast-delay command as shown:

-> ntp broadcast delay 1000
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NTP Servers

An NTP client needsto receive NTP updates from an NTP server. Each client must have at least one
server with which it synchronizes (unlessit is operating in broadcast mode). There are also adjustable
server options.

Designating an NTP Server

To configure an NTP client to receive updates from an NTP server, enter the ntp server command with
the server |P address or domain name, as shown:

-> ntp server 1.1.1.1
or
-> ntp server spartacus

It is possible to remove an NTP server from the list of servers from which a client synchronizes. To do
this, enter the ntp server command with the no prefix, as shown:

-> no ntp server 1.1.1.1

Enabling/Disabling NTP Server Synchronization Tests

To enable an NTP client to invoke NTP server synchronization tests as specified by the NTP protocol,
enter the ntp server synchronized command as shown:

-> ntp server synchronized

NTP synchronization is enabled by default.

Note. The NTP protocol discards the NTP servers that are unsynchronized.

To disable an NTP client from invoking tests for NTP server synchronization, enter the
ntp server unsynchronized command, as shown:

-> ntp server unsynchronized

Disabling peer synchronization tests allows the NTP client to synchronize with either an NTP peer that is
not synchronized with an atomic clock or a network of NTP servers that will finally synchronize with an
atomic clock.

Setting the Minimum Poll Time

The minimum poll time is the number of seconds that the switch waits before requesting a time synchroni-
zation from the NTP server. This number is determined by raising 2 to the power of the number entered
using the ntp server command with the server |P address (or domain name) and the minpoll keyword.

For example, to set the minimum poll time to 128 seconds, enter the following:
-> ntp server 1.1.1.1 minpoll 7

This would set the minimum poll time to 2 = 128 seconds.
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Setting the Version Number

There are currently four versions of NTP available (numbered one through four). The version that the NTP
server uses must be specified on the client side.

To specify the NTP version on the server from which the switch receives updates, use the ntp server
command with the server | P address (or domain name), ver sion keyword, and version number, as shown:

-> ntp server 1.1.1.1 version 3

The default setting is version 4.

Marking a Server as Preferred

If aclient receives timestamp updates from more than one server, it is possible to mark one of the servers
asthe preferred server. A preferred server’ s timestamp is used before another unpreferred server time-
stamp.

To specify an NTP as preferred, use the ntp server command with the server | P address (or domain name)
and the prefer keyword, as shown:

-> ntp server 1.1.1.1 prefer
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Using Authentication

Authentication is used to encrypt the NTP messages sent between the client and server. The NTP server
and the NTP client must both have atext file containing the public and secret keys. (This file should be
obtained from the server administrator. For more information on the authentication file, see “ Authentica-
tion” on page 4-8.)

Once both the client and server share acommon MD5 encryption key, the MD5 key identification for the
NTP server must be specified on and labeled as trusted on the client side.

Setting the Key ID for the NTP Server
Enabling authentication requires the following steps:

1 Makesurethekey fileislocated in the /networking directory of the switch. This file must contain the
key for the server that provides the switch with its timestamp information.

2 Make surethe key file with the NTP server’s MD5 key is loaded into the switch memory by issuing the
ntp key load command, as shown:

-> ntp key load

3 Set the server authentication key identification number using the ntp server command with the key
keyword. This key identification number must be the one the server uses for MD5 encryption. For exam-
ple, to specify key identification number 2 for an NTP server with an IP address of 1.1.1.1, enter:

-> ntp server 1.1.1.1 key 2

4 Specify the key identification set above as trusted. A key that has been labeled as trusted is ready for
use in the authentication process. To set a key identification to be trusted, enter the ntp key command with
the key identification number and trusted keyword. For example, to set key 1D 5 to trusted status, enter
the following:

-> ntp key 5 trusted

Untrusted keys, even if they are in the switch memory and match an NTP server, does not authenticate
NTP messages.

5 A key can be set to untrusted status by using the ntp key command with the untrusted keyword. For
example, to set key ID 5 to untrusted status, enter the following:

-> ntp key 5 untrusted
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Verifying NTP Configuration

To display information about the NTP client, use the show commands listed in the following table:

show ntp client Displays information about the current client NTP configuration.

show ntp server status Displaysthe basic server information for a specific NTP server or alist
of NTP servers.

show ntp client server-list Displaysalist of the servers with which the NTP client synchronizes.

show ntp keys Displays information about all authentication keys.

For more information about the resulting displays from these commands, see the “NTP Commands’ chap-
ter in the Omni Switch AOS Release 6 CLI Reference Guide.

Examples of the show ntp client, show ntp server status, and show ntp client server-list command
outputs are given in the section “NTP Quick Steps’ on page 4-3.
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5 Managing CMM
Directory Content

The CMM (Chassis Management Module€) software runs the switches. The directory structure of the CMM
software is designed to prevent corrupting or losing switch files. It also allows you to retrieve a previous
version of the switch software.

In addition to working as standal one switches, OmniSwitches can be linked together as a stack. A stack
can provide CMM redundancy; one switch is designated as the primary CMM, and oneis designated as
the secondary CMM. One CMM or the other runs the switch, but never at the same time. All other
switchesin a stack are designated “idle” for the purposes of CMM control.

Note. Mixing Omni Switch 6350 and OmniSwitch 6450 models in the same stack is not supported.

Management of the stack is run by the stack configuration software. A detailed description of the stack
configuration software and how it works is provided in the “Managing Stacks’ chapter found in the related
Omni Switch AOS Rel ease 6350/6450 Hardware Users Guide.

In This Chapter

This chapter describes the basic functions of CMM software directory management and how to

implement them by using the Command Line Interface (CL1). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
6 CLI Reference Guide.

This chapter contains the following information:

¢ Theinteraction between the running configuration, the working directory, and the certified directory is
described in “CMM Files’ on page 5-3.

e A description of how to restore older versions of files and prevent switch downtimeis described in
“Software Rollback Feature” on page 5-4.

e The CLI commands available for use and the correct way to implement them are listed in “Managing
the Directory Structure (Non-Redundant)” on page 5-13.

e The CLI commands and issues involved in managing the directory structure of a stack with redundant
CMM softwareis described in “Managing Redundancy in a Stack and CMM” on page 5-25.

e The CLI command used to check the integrity of image filesin working or certified directory is
described in “Checking the Integrity of the Image” on page 5-35
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CMM Specifications

Size of Flash Memory 128 Megabytes
Size of RAM Memory 256 Megabytes
Maximum Length of File Names 32 Characters
Maximum Length of Directory Names 32 Characters
Default Boot Directory Certified

USB Flash Drive Specifications

Platforms Supported Omni Switch 6350, 6450

USB Flash Drive Support Alcatel-Lucent Certified USB Flash Drive
Automatic Software Upgrade Supported

Disaster Recovery Supported

Note: The format of the Alcatel-Lucent Certified USB Flash Drive must be FAT. To avoid file
corruption issues the USB Drive must be stopped before removing from a PC. Directory names are case

sensitive and must be lower case.
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CMM Files

The management of astack or single switch is controlled by three types of files:

Image files, which are proprietary code developed by Alcatel-L ucent to run the hardware. These files
are not configurable by the user, but can be upgraded from one release to the next. These files are also
known as archive files as they are really the repository of several smaller files grouped under a
common heading.

e A configuration file, named boot.cfg, which is an ASCII-based text file, sets and controls the configu-

rable functions inherent in the image files provided with the switch. Thisfile can be modified by the
user. When the switch boots, it looks for the file called boot.cfg. It uses thisfile to set various switch
parameters defined by the imagefiles.

A boot file on the OmniSwitch, named boot.slot.cfg, isan ASCII-based text file that numbers the
switchesin a stack. A boot file on the OmniSwitch, named boot.params, is an ASCII-based text file
that sets the Ethernet Management Port (EMP) IP address, gateway, and mask. It aso controls the baud
rate of the console port and displays directory loading information and is located in the Flash memory
of the switch.

Modifications to the switch parameters affect or change the configuration file. The image files are static
for the purposes of running the switch (though they can be updated and revised with future releases or
enhancements). Image and configuration files are stored in the Flash memory (which is equivaent to a
hard drive memory) in specified directories. When the switch is running, it loads the image and configura-
tion files from the Flash memory into the RAM. When changes are made to the configuration file, the
changes are first stored in the RAM. The procedures for saving these changes through the CL 1 are detailed
in the sections to follow.

CMM Software Directory Structure

The directory structure that stores the image and configuration filesis divided into two parts:

¢ The certified directory contains files that have been certified by an authorized user as the default files

for the switch. If the switch reboots, it would reload the files in the certified directory to reactivate its
functionality.

The working directory contains files that can or cannot be altered from the certified directory. The
working directory is aholding place for new files. Files in the working directory must be tested before
committing them to the certified directory. Y ou can save configuration changes to the working direc-
tory. You can reboot the switch from the working directory by using the reload working command as
described in “Rebooting from the Working Directory” on page 5-18.

The running configuration is the current operating parameters of the switch obtained from information
from the image and configuration files. The running configuration isin the RAM.
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Where is the Switch Running From?

When a switch has booted and is running, the software used comes either from the certified directory or
the working directory. In most instances, the switch boots from the certified directory. (A switch can be
booted from the working directory by using the reload wor king command described in “Rebooting from
the Working Directory” on page 5-18.)

Once the switch is booted and functioning, the switch is said to be running from a particular directory,
either the working or certified directory. Where the switch is running from is determined at the time of the
boot-up of the switch.

At the time of anormal boot (by turning on the switch power on or by using the reload command), a
comparison is made between the working directory and the certified directory. If the directories are
synchronized (al files are the same in both directories), the switch runs from the working directory. If
thereis any discrepancy between the two directories (even as small as adifferent file size or file date), the
switch runs from the certified directory.

While a switch is running from the certified directory, you cannot save any changes made in the running
configuration. If the switch reboots, the changes made to switch parametersislost. In order to save
running configuration changes, the switch must be running from the working directory. Y ou can deter-
mine where the switch is running from by using the show running directory command described in
“Show Currently Used Configuration” on page 5-23.

Software Rollback Feature

The directory structure inherent in the CMM software allows for a switch to return to a previous, more
reliable version of image or configuration files.

Initially, when normally booting the switch, the software isloaded from the certified directory. Thisisthe
repository for the most reliable software. When the switch is booted, the certified directory isloaded into
the running configuration and used to manage switch functionality.

Changes made to the configuration file in the running configuration alters the switch functionality. These
changes are not saved unless explicitly done so by the user using the copy running-config working
command described in “ Copying the Running Configuration to the Working Directory” on page 5-16. If
the switch reboots before the configuration file in the running configuration is saved, then the certified
directory is reloaded to the running configuration and changes made to the configuration filein the
running configuration prior to the reboot are lost.

Changes to the configuration file have to beinitially saved to the working directory by using the copy
running-config working or the write-memory commands. Once the configuration file is saved to the
working directory, the switch can be rebooted from the working directory. To reboot, use ther eload
wor king command, described in “ Rebooting from the Working Directory” on page 5-18.

Likewise, new image files are always placed in the working directory first. The switch can then be
rebooted from the working directory. When thisis done, the contents of the working directory are loaded
and used to set up the running configuration, which is used to control switch functionality. New image or
configuration files can now be tested for atime to decide whether they arereliable.

Should the configuration or images files prove to be less reliable than their older counterpartsin the certi-
fied directory, then the switch can be rebooted from the certified directory. The switch can be “rolled
back” to an earlier version.

Once the contents of the working directory are established as good files, then these files can be saved to
the certified directory and used as the most reliable software to which the switch can be rolled back in an
emergency situation.

page 5-4 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Managing CMM Directory Content CMM Files

Software Rollback Configuration Scenarios for a Single Switch

The following examplesillustrate afew likely scenarios and explain how the running configuration, work-
ing directory, and certified directory interoperate to facilitate the software rollback on a single switch.

Note. Thisinformation applies to a switch stack; however, the manner in which CMM softwareis propa-
gated to all switchesin a stack is explained in “Redundancy Scenarios’ on page 5-9.

In the following examples, R represents the running configuration, W represents the working directory,
and C represents the certified directory.

Note. For the following scenarios, it isimportant to remember the difference between where the switch
boots from, and where the switch is running from. See “Where is the Switch Running From?’ on page 5-4
for more information.

Scenario 1: Running Configuration Lost After Reboot

Switch X is new from the factory. It is plugged in and booted up from the certified directory, the contents
of which are loaded into the running configuration. Since the working and certified directories are the
same, the switch is running from the working directory. Through the course of several days, changes are
made to the configuration file in the running configuration.

Power to the switch isinterrupted, the switch reboots from the certified directory, all the changesin the
running configuration are overwritten, and the switch rolls back to the certified directory (which in this
case is the factory setting).

Thisisillustrated in the following diagram:
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Running Configuration is Overwritten by the Certified Directory on Boot
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Scenario 2: Running Configuration Saved to Working Directory

The network administrator recreates the running configuration of Switch X and immediately savesthe
running configuration to the working directory.

In another mishap, the power to the switch is again interrupted. The switch reboots from certified direc-
tory, overwrites al of the changes in the running configuration, and rolls back to the certified directory
(which in this caseis the factory settings). However, since the configuration file was saved to the working
directory, that fileis still in the working directory and can be retrieved. Since the working and certified
directories are not the same, the switch is running from the certified directory.

Thisisillustrated in the following diagram:

LV

o~ S N\ R
03 03 X 0
— || == — » ||=|= — —
R w C R W C R W C R wW C
1. Switch boots 2. Changes are 3. Power isinter- 4. Switch reboots
from certified made to the run- rupted and the from the certified
directory using ning configura- switch goes down. directory by using
factory configura- tion and stored in factory configura-
tion settings. the running con- tion settings; saved
Since the working figuration, and configuration file
and certified then saved to the isdtill in the work-

directories are the
same, it will be
running from the
working direc-
tory.

working directory.

ing directory.
Since the working
and certified direc-
tories are not the
same, it will be

running from the
certified directory.

Running Configuration Saved to Working Directory

It isimportant to note that in the preceding scenario, the switch is using the configuration file from the
certified directory, and not the working directory. The changes made and saved to the working directory
are not in effect. The switch can be booted from the working directory by using the reload working
command.
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Scenario 3: Saving the Working Directory to the Certified Directory

After running the modified configuration settings and checking that there are no problems, the network
administrator decides that the modified configuration settings (stored in the working directory) are reli-
able. The administrator then decides to save the contents of the working directory to the certified direc-
tory. Once the working directory is saved to the certified directory, the modified configuration fileis
included in anormal reboot.

Since the working and certified directories are the same, the switch is running from the working directory.
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Scenario 4: Roll back to Previous Version of Switch Software

Later that year, an upgraded image file is released from Alcatel-L ucent. The network administrator loads
the new file through FTP to the working directory of the switch and reboots the switch from the working
directory. Since the switch is booted from the working directory, the switch is running from the working
directory.

After the reboot |oads the new image file from the working directory, it is discovered that the image file
was corrupted during the FTP transfer. Rather than having a disabled switch, the network administrator
can reboot the switch from the certified directory (which has the previous, more reliable version of the
ENI image file) and wait for a new version of the image. In the meantime, the administrator’s switch is
till functioning.

Thisisillustrated in the following diagram:
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1. Thenew fileis 2. Thenew fileis 3. Thefileis cor- 4. Switch reboots
installed in the loaded through a rupted and does from certified
working directory. reboot from the not boot correctly. directory by using
working direc- the old file. Since

tory. Theswitchis
running from the
working directory.

the working and
certified directo-
riesare not the

same, it will be
running from the
certified directory.

Switch Rolls Back to Previous File Version
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Redundancy

CMM software redundancy is one of the switch’s most important fail over features. For CMM software
redundancy, at least two fully-operational switches must be linked together as a stack. In addition, the
CMM software must be synchronized. (Refer to “ Synchronizing the Primary and Secondary CMMSs’ on
page 5-27 for more information.)

In astack of switches, one of the switches has the primary role and the other switch has the secondary role
at any given time. (The primary and secondary roles are determined by the switch number indicated on the
LED on the front panel; the lowest number switch becomes the primary switch in the stack.) The primary
switch manages the current switch operations while the secondary switch provides backup (also referred to
as“fail over”).

Additional switchesin astack are set to “idle” for the purposes of redundancy. For more information on
managing a stack of switches, see the “Managing Stacks” chapter found in the related
Omni Switch AOS Rel ease 6350/6450 Hardware Users Guide.

When two CMMs are running in a stack, one CMM has the primary role and the other has the secondary
role at any given time. The primary CMM manages the current switch operations while the secondary
CMM provides backup (also referred to as “fail over”).

Redundancy Scenarios

The following scenarios demonstrate how the CMM software is propagated to other switchesin astack for
the purposes of coherent redundancy. In the examples below, W represents the working directory and C
represents the certified directory.

Scenario 1: Booting the Stack

The following diagram illustrates what occurs when a stack powers up. The stack displayed is athree-
switch stack.

Switch #1 Switch #2 Switch #3
W C W C W C

1. Stack is pow-
ered up and boots

2. The contents of
the certified direc-

3. The contents of
the certified direc-

from the certified tory of the primary tory of the pri-
directory. CMM switch are mary CMM
copied to the switch are copied

working directory
of the secondary
CMM switch.
The working
directory isthen

copied to the certi-

fied directory.

Powering Up a Sack

to the working
directory of addi-
tional switches.
Theworking direc-
tory isthen copied
to the certified
directory.
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This process occurs automatically when the switch boots. The working and certified directory relationship
described in the preceding figure in “ Software Rollback Feature” on page 5-4 continues to apply to the
primary CMM switch.

Generally speaking, the switch assigned the lowest stack humber is the primary CMM switch; the switch
with the next lowest stack number is the secondary CMM switch, and all other switches areidle. For more
information on stack numbering, see the “Managing Stacks’ chapter found in the related Omni Snvitch AOS
Release 6350/6450 Hardware Users Guide.

Scenario 2: Rebooting from the Working Directory

Since changes to the boot.cfg file and new.img files are initially saved to the working directory,
sometimes it is necessary to boot from the working directory to check the validity of the new files. The
following diagram illustrates the synchronization process of aworking directory reboot. The stack
displayed is athree switch stack.

Switch #1 Switch #2 E Switch #3

W C Wi C W C

1. Stack is booted 2. The primary 3. The primary

up from the work- CMM switch cop- CMM switch cop-

ing directory. iesitsworking iesitsworking
directory to the directory to the
secondary CMM other switch work-
switch working ing directories.
directory.

Booting from the Working Directory

This synchronization process occurs automatically on aworking directory reboot.

Note. It isimportant to certify the working directory and synchronize the stack as soon as the validity of
the software is established. Stacks booted from the working directory or unsynchronized stacks are at risk
of mismanaging data traffic due to incompatibilitiesin different versions of switch software. Certifying the
working directory is described in “Copying the Working Directory to the Certified Directory” on

page 5-21, while synchronizing the switch is described in “ Synchronizing the Primary and Secondary
CMMSs’ on page 5-27.
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Scenario 3: Synchronizing Switches in a Stack

When changes have been made to the primary CMM switch certified directory, these changes have to be
propagated to the other switches in the stack. This could be done by rebooting the stack. However, aloss
of switch functionality isto be avoided, a copy flash-synchro command can be issued.

The following diagram illustrates the process that occurs when using a copy flash-synchro command. The
stack shown is athree switch stack.

Switch #1 . Switch#2 Switch #3

w c w C w C
1. A copy flash- 2. The contents of 3. The contents of
synchro com- the certified direc- the certified direc-
mand isissued on tory of the primary tory of the pri-
theprimaryCM M CMM switch are mary CMM switch
switch. copied to the are copied to the

working directory

working directory

of the secondary of additional
CMM switch. switches. The
The working working directory
directory isthen isthen copied to
copied to the certi- the certified direc-
fied directory. tory.

Synchronizing Switchesin a Stack

The copy flash-synchro command (described in “ Synchronizing the Primary and Secondary CMMSs” on
page 5-27) can be issued on its own, or in conjunction with the copy wor king certified command
(described in “Copying the Working Directory to the Certified Directory” on page 5-26).

Note. It isimportant to certify the working directory and synchronize the stack as soon as the validity of
the software is established. Stacks booted from the working directory or unsynchronized stacks are at risk
of mismanaging data traffic due to incompatibilities in different versions of switch software. Certifying
the working directory is described in “ Copying the Working Directory to the Certified Directory” on
page 5-21, while synchronizing the switch is described in “ Synchronizing the Primary and Secondary
CMMS’ on page 5-27.
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Scenario 4: Adding a New Swiich to a Stack

Since the OmniSwitch is designed to be expandable, it is likely that new switches are added to stacks. The
stack automatically detects new switches added to the stack, and new switches can pass traffic without a
complete reboot of the stack.

However, a new switch added to the stack may not have the same software as the rest of the stack. In this
case, the new switch must be synchronized with the stack software.

The following diagram illustrates this idea. The diagram shows a stack of three switches to which afourth

switch is added.

w C

——

R

1. Stack is pow-
ered up and boots
from the certified
directory,

or acopy flash-
synchro com-
mand isissued.

gt

2. The contents of
the certified direc-
tory of the primary
CMM switch are
copied to the
working directory
of the secondary
CMM switch.
The working
directory isthen
copied to the certi-
fied directory.

Synchronizing a Stack with Three More Switches

15

w C

3. The contents of
the certified direc-
tory of the pri-
mary CMM switch
are copied to the
working directory
of additional
switches. The
working directory
isthen copied to
the certified direc-
tory.

Tt

4. In astack of
four or more
switches the sec-
ondary CMM
switch assistsin
the synchroniza-
tion process, after
it has been syn-
chronized with the
primary CMM
switch.
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Managing the Directory Structure
(Non-Redundant)

The following sections define commands that allow the user to manipulate the filesin the directory struc-
ture of asingle CMM.

Note. All of the commands described in the following sections work on switches in a stack with redun-
dancy enabled. However, there can be special circumstances that apply when modifying parameters on a
switch in a stack that do not apply to a single switch. Redundant command usage is covered in “Managing
Redundancy in a Stack and CMM” on page 5-25. See the related Omni Switch AOS Rel ease 6350/6450
Hardware Users Guide for more information on switch redundancy.

Rebooting the Switch

When booting the switch, the software in the certified directory is loaded into the RAM memory of the
switch and used as a running configuration, as shown:

mmy
]

Primary CMM

I

a a‘

The certified directory software should be the best, most reliable versions of both the image files and the
boot.cfg file (configuration file). The switch runs from the certified directory after boot if the working and
certified directories are not the same. If they are the same, then the switch runs from the

working directory, allowing changes made to the running configuration to be saved. If the switchis
running from the certified directory, you cannot save any changes to the running configuration, or copy
files between the directories.
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To reboot the switch from the certified directory, enter the reload command at the prompt:
-> reload

This command loads the image and configuration filesin the certified directory into the RAM memory.
These files control the operation of the switch.

Note. When the switch reboots using the reload command, it boots up from the certified directory. Any
information in the running configuration that has not been saved to the working directory islost.

Scheduling a Reboot

It is possible to cause areboot of the primary or secondary CMM at a future time by setting time
parametersin conjunction with the reload command, using the in or at keywords.

To schedule areboot of the primary CMM in 3 hr and 3 min, you would enter:
-> reload primary in 3:03
To schedule areboot of the primary CMM for June 30 at 8:00 pm, you would enter:

-> reload primary at 20:00 june 30

Note. Scheduled reboot times has to be entered in military format ( a twenty-four hour clock).

Canceling a Scheduled Reboot

To cancel a scheduled reboot, use the cancel keyword. A cancel command can be specified for a primary
reboot, a secondary reboot, or al currently scheduled reboots. for example, to cancel the primary reboot
set above, enter the following:

-> reload primary cancel

To cancel all scheduled reboots with a single command, enter the following:

-> reload cancel
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Checking the Status of a Scheduled Reboot

Y ou can check the status of areboot set for alater time by entering the following command:
-> show reload

or
-> show reload status

The reload command is described in detail in the Omni Switch AOS Release 6 CLI Reference Guide.
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Copying the Running Configuration to the Working Directory

Once the switch has booted and is running, a user can modify various parameters of switch functionality.
These changes are stored temporarily in the running configuration in the RAM of the switch. In order to
save these changes, the running configuration must be saved to the working directory as shown:

0oo
EDDD

ﬂ ) a‘

Primary CMM \

2

In this diagram:

1 The switch boots from the certified directory, and the software is loaded to the RAM to create a
running configuration.

2 Changes are made in the running configuration and are saved to the working directory.

Now the boot.cfg file in the running configuration and the boot.cfg file in the working directory are identi-
cal. Should the switch go down or reboot, the configuration changes made can be restored.

Note. If the switch isrebooted at this point in the process, since the certified and working directory
boot.cfg files are not the same, the switch boots up and run from the certified directory. (See “Where isthe
Switch Running From?’ on page 5-4 for a description of this process.)

The modifications made to the functionality of the switch are recorded in the running configuration, in the
RAM. These changes in the RAM are only valid until the switch is rebooted. At that time, the switch
reboots from the certified directory. If the running configuration is not saved to the working directory
before areboot, then the changes made in the running configuration are lost. To save these changes, it is
necessary to save the contents of the running configuration to the working directory.
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To save the running configuration to the working directory, enter the copy running-config working or
write memory, or copy flash-syncro command at the prompt. A trap is raised to enforce a poll whenever
aconfiguration file is saved. The configuration changes that are not committed are not detected by the
switch until these commands are applied as follows:

-> copy running-config working
or
-> write memory

The preceding commands perform the same function. When these commands are issued the running
configuration with all modifications made is saved to afile called boot.cfg in the working directory.

Note. This command does not function if the switch is running from the certified directory. See “Where is
the Switch Running From?’ on page 5-4 for an explanation.

The copy running-config working and write memory commands are described in detail in the OmniS-
witch AOS Release 6 CLI Reference Guide.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the
copy running-config working or write memory commands in an OmniSwitch set up with redundant
CMMs.

Note. It isimportant to certify the working directory and synchronize the stack as soon as the validity of
the working directory software is established. Stacks booted from the working directory or unsynchro-
nized stacks are at risk of mismanaging data traffic due to incompatibilities in different versions of switch
software. Certifying the working directory is described in “ Copying the Working Directory to the Certi-
fied Directory” on page 5-21, while synchronizing the switch is described in “ Synchronizing the Primary
and Secondary CMMSs’ on page 5-27.
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Rebooting from the Working Directory

Besides aregular boot of the switch (from the certified directory), you can also force the switch to boot
from the working directory. Thisis useful for checking whether a new configuration or image file boots up
the switch correctly, before committing it to the certified directory. (For information on saving the
working directory to the certified directory, see “Copying the Working Directory to the Certified Direc-
tory” on page 5-21.)

The following picture illustrates the case of a switch being rebooted from the working directory:

Nl O 0
o o

H - a‘

Primary CMM

o 7

In the above diagram:
1 Thecertified directory is used to initially boot the switch.

2 Changes are made to the configuration file and are saved to the configuration file in the working direc-
tory by using the copy running-config wor king command, described in the section “ Copying the Running
Configuration to the Working Directory” on page 5-16.

3 The switch isrebooted from the working directory by using the r eload wor king command.

When areload working command is entered, the switch prohibits a takeover from the secondary CMM.
Switch functions are suspended until the boot process is complete.

If you decide against using the new software booted from the working directory, the switch can revert to
the software stored in the certified directory by using the copy certified working command as described
in “Copying the Certified Directory to the Working Directory” on page 5-22, or by using the reload
command as described in “ Rebooting the Switch” on page 5-13.

page 5-18 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Managing CMM Directory Confent Managing the Directory Structure (Non-Redundant)

Note. If the switch is rebooted before using the copy certified working command, the switch runs from
the certified directory as the working and certified directories are not the same. This behavior is described
in “Where is the Switch Running From?’ on page 5-4.

To reboot the switch from the working directory, enter the following command at the prompt, along with a
timeout period (in minutes), as shown:

-> reload working rollback-timeout 5

At the end of the timeout period, the switch reboots again normally, asif areload command had been
issued.

Note. It isimportant to certify the working directory and synchronize the stack as soon as the validity of
the software is established. Stacks booted from the working directory or unsynchronized stacks are at risk
of mismanaging data traffic due to incompatibilitiesin different versions of switch software. Certifying
the working directory is described in “ Copying the Working Directory to the Certified Directory” on
page 5-21, while synchronizing the switch is described in “ Synchronizing the Primary and Secondary
CMMS’ on page 5-27.

Rebooting the Switch from the Working Directory with No Rollback Timeout

It is possible to reboot from the working directory without setting a rollback timeout, in the following
manner:

-> reload working no rollback-timeout

Scheduling a Working Directory Reboot

It is possible to cause aworking directory reboot of the CMM at a future time by setting time parameters
in conjunction with the reload working command, using thein or at keywords. Y ou still need to specify a
rollback time-out time, or that thereis no rollback.

To schedule aworking directory reboot of the CMM in 3 hr and 3 min with no rollback time-out, you
would enter:

-> reload working no rollback-timeout in 3:03

To schedule aworking directory reboot of the CMM at 8:00pm with arollback time-out of 10 minutes,
you would enter:

-> reload working rollback-timeout 10 at 20:00

Note. Scheduled reboot times should be entered in military format ( a twenty-four hour clock).
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Canceling a Rollback Timeout

To cancel arollback time-out, enter the reload cancel command as shown:
-> reload primary cancel

or
-> reload cancel

Thereload working command is described in detail in the OmniSwitch AOS Release 6 CLI Reference
Guide.
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Copying the Working Directory to the Certified Directory

When the running configuration is saved to the working directory, the working and certified directories of
the switch are now different. This difference, if the CMM reboots, causes the switch to boot and run from
the certified directory. When the switch is booted and run from the certified directory, changes made to
switch functionality cannot be saved and files cannot be moved between directories. The boot.cfg file
saved on the working directory has to be saved to the certified directory, as shown:

|
(|

ﬂ - a‘

Primary CMM \

2

In this diagram:

1 The switch boots from the certified directory and changes are made to the running configuration.
2 Thechanges are saved to the working directory as the boot.cfg file.

3 The contents of the working directory are saved to the certified directory.

Once the working directory is copied to the certified directory, and the switch reboots, it reboots from the
certified directory but run from the working directory. When the switch runs in this fashion, changes made
to the running configuration can be saved to the working directory as described in “ Copying the Running
Configuration to the Working Directory” on page 5-16.

Note. Only software that has been thoroughly validated as viable and reliant software has to be copied to
the certified directory. Once you copy software to the certified directory, you will not be able to recover a
previous version of the image or configuration files.

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 521



Managing the Directory Structure (Non-Redundant) Managing CMM Directory Content

When the software on the working directory of a switch has proven to be effective and reliable, eventually
the contents of the working directory should be copied into the certified directory.

To copy the contents of the working directory to the certified directory, enter the following command at
the prompt:

-> copy working certified

The copy working certified command isonly valid if the switch is running from the working directory. If
you attempt to copy the working directory to the certified directory when the switch is running from the
certified directory, nothing happens, and the filesin the certified directory remains unchanged.

Note. In order for this command to work, the amount of free space in flash must equal the size of thefiles
being copied. If there is not enough free space, the copy attempt fails and an error message is generated.
Only image files, the boot.cfg file, and the certs.pem file should be kept in the working directory.

Note. It isimportant to synchronize the stack as soon as the validity of the software is established. Unsyn-
chronized stacks are at risk of mismanaging data traffic due to incompatibilities in different versions of
switch software. Synchronizing the switch is described in “ Synchronizing the Primary and Secondary
CMMS’ on page 5-27.

Copying the Certified Directory to the Working Directory

It is possible to copy the contents of the certified directory to the working directory. Thisis done by using
the following CLI command:

-> copy certified working

If thiscommand is executed, all filesin the working directory is permanently overwritten by the contents
of the certified directory.

The copy working certified command is described in detail in the OmniSwitch AOS Release 6 CLI Refer-
ence Guide.

Note. In order for this command to work, the amount of free space in flash must equal the size of thefiles
being copied. If there is not enough free space, the copy attempt fails and an error message is generated.
Only image files, the boot.cfg file, and the certs.pem file should be kept in the certified directory.
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Show Currently Used Configuration

When a switch is booted, the certified and working directories are compared. If they are the same, the
switch runs from the working directory. If they are different, the switch runs from the certified directory.
A switch running from the certified directory cannot modify directory contents. (Thistopicis coveredin
“Where is the Switch Running From?’ on page 5-4.)

To check the directory from where the switch is currently running, enter the following command:
->show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot : 1,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs : SYNCHRONIZED,

Running Configuration : NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

The command returns the directory the switch is currently running from (working or certified) and which
CMM is currently controlling the switch (primary or secondary). It also displays whether the working and
certified directories are the same, and if a synchronization is needed between the primary and secondary
CMM.

The show running-directory command is described in detail in the OmniSwitch AOS Release 6 CLI
Reference Guide.
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Show Switch Files

Thefiles currently installed on a switch can be viewed using the show microcode command. This

command displays the files currently in the specified directory.

To display files on a switch, enter the show microcode command with adirectory, as shown:

-> show microcode certified

Package Release Size Description

————————————————— B e S
KFbase.img 6.7.1.20.R02 17364947 Alcatel-Lucent Base Software
KFos.img 6.7.1.20.R02 2607699 Alcatel-Lucent OS

KFeni.img 6.7.1.20.R02 5944695 Alcatel-Lucent NI software
KFsecu.img 6.7.1.20.R02 618493 Alcatel-Lucent Security Management
KFdiag.img 6.7.1.20.R02 2411898 Alcatel-Lucent Diagnostic Software

If no directory is specified, the files that have been loaded into the running configuration are shown.
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Managing Redundancy in a Stack and CMM

The following section describe circumstances that the user should be aware of when managing the CMM
directory structure on a stack with redundant CMMs. It aso includes descriptions of the CLI commands
designed to synchronize software between the primary and secondary CMMs.

Rebooting the Switch

When you reload the primary switch CMM in a stack, the secondary switch takes over the primary
function. If the stack is comprised of three or more switches, then the original primary switch becomes
“idle” and the next available “idle” switch becomes the secondary CMM. For more information on stacks,
see the “Managing Stacks” chapter found in the Omni Switch AOS Rel ease 6350/6450 Hardware Users
Guide.

Y ou can specify areboot of the secondary CMM by using the secondary keyword in conjunction with the
reload command. for example, to reboot the secondary CMM, enter the reload command as shown:

-> reload secondary

In this case, the current primary CMM continues to run, while the secondary CMM reboots.

Scheduling a Reboot

It is possible to cause areboot of the primary or secondary CMM at a future time by setting time
parametersin conjunction with the reload command.

For example, to schedule areboot of the secondary CMM in 8 hours and 15 minutes on the same day,
enter the following at the prompt:

-> reload secondary in 08:15

Note. Scheduled reboot times should be entered in military format ( a twenty-four-hour clock).

Canceling a Scheduled Reboot

To cancel ascheduled reboot, use the cancel keyword. A cancel command can be specified for a primary
reboot, a secondary reboot, or all currently scheduled reboots. For example, to cancel the primary reboot
set in the preceding example, enter the following:

-> reload secondary cancel

Secondary CMM Fail Over

While rebooting the switch during normal operation, a secondary CMM isinstalled, the switch will “fail
over” to the secondary CMM. “Fail over” means the secondary CMM takes the place of the primary
CMM. This prevents the switch from ceasing functionality during the boot process.

When the primary switch CMM in a stack fails over, the secondary switch takes over the primary func-
tion. If the stack comprises three or more switches, then the original primary switch becomes“idle’ and
the next available “idle” switch becomes the secondary CMM. For more information on stacks, see the
“Managing Stacks’ chapter found in the OmniSwitch AOS Rel ease 6350/6450 Hardware Users Guide.

Synchronizing the primary and secondary CMMs is done using the copy flash-synchro command
described in “ Synchronizing the Primary and Secondary CMMS’ on page 5-27.
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Note. If aswitch fails over to the secondary CMM, it is necessary to have a management interface connec-
tion to the secondary CMM (such as an Ethernet port or a console port).

Copying the Working Directory to the Certified Directory
Synchronizing the Primary and Secondary CMMs

At the same time that you copy the working directory to the certified directory, you can synchronize the
secondary CMM with the primary CM M. In the case of redundant CMMs, this ensures that the two
modules are booting from the same software.

To copy the working directory to the certified directory of the primary CMM and at the same time
synchronize the software of the primary and secondary CMM, use the following command:

-> copy working certified flash-synchro

Note. This command does not function if the switch is running from the certified directory. See “Where is
the Switch Running From?’ on page 5-4 for an explanation.

The copy working certified command synchronizes all switchesin astack. This command is described in
detail in the OmniSwitch AOS Release 6 CLI Reference Guide.

Note. When synchronizing the primary and secondary CMMs, it isimportant to remember that the
boot.params file and the switch date and time are not automatically synchronized. See the OmniSwitch
AOS Release 6350/6450 Hardware Users Guide for information on the boot.paramsfile, and Chapter 1,
“Managing System Files,” for information on setting the switch date and time. The date and time are
synchronized using the system time-and-date synchr o command.
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Synchronizing the Primary and Secondary CMMs

If you have a secondary CMM in your switch, it is hecessary to synchronize the software between the
primary and secondary CMMs. If the primary CMM goes down (for example, during a reboot), then the
switch fails over to the secondary CMM. If the software in the secondary CMM is not synchronized with
the software in the primary CMM, the switch does not function as configured by the administrator.

The synchronization process is shown in the following diagram :

Working w 1 )

Primary CMM

Certified

3

—>
Secondary CMM

Running

(i

In the above diagram:

1 The primary CMM copiesits certified directory to the secondary CMM working directory (remember
that you cannot copy files directly to the certified directory, they must first be copied to the working
directory).

2 Anautomatic reboot is then triggered on the secondary CMM, loading the new contents of the
working directory to the running configuration.

3 If no problems exist, then the working directory is automatically copied to the certified directory of the
secondary CMM.

If the secondary CMM fails to boot properly, then the contents of the secondary CMM’s certified direc-
tory overwrite the new software on the working directory of the secondary CMM. This causes denying the
attempted synchronization process.

This process copies the files in the certified directory of the primary CMM to the certified directory of the
secondary CMM. This prevents the secondary CMM from rebooting using incorrect or out-of-date soft-
ware if the primary CMM goes down.

This command synchronizes al switchesin a stack.
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To synchronize the secondary CMM to the primary CMM, enter the following command at the prompt:
-> copy flash-synchro

The copy flash-synchro command is described in detail in the OmniSwitch AOS Release 6 CLI Reference
Guide.

Note. When synchronizing the primary and secondary CMMs, it isimportant to remember that the
boot.params file and the switch date and time are not automatically synchronized. See the OmniSwitch
Hardware Guide for information on the boot.params file and information on setting the switch date and
time. The date and time are synchronized using the system time-and-date synchro command.

Synchronizing the System Date and Time

To synchronize the system date and time, use the system time-and-date synchro command. This
command synchronizes the secondary CMM date and time to the primary CMM date and time.

Enter the command as shown:

-> system time-and-date synchro
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Swapping the Primary CMM for the Secondary CMM

If the primary CMM is having problems, or if it needs to be shut down, then the secondary CMM can be
instructed to “take over” the switch operation as the primary CMM is shut down.

Note. It isimportant that the software for the secondary CMM has been synchronized with the primary
CMM before you initiate a secondary CMM takeover. If the CMMs are not synchronized, the takeover
could result in the switch running old or out-of-date software. Synchronizing the primary and secondary
CMMsisdescribed in * Synchronizing the Primary and Secondary CMMS” on page 5-27.

To instruct the secondary CMM to takeover switch functions from the primary CMM, enter the following
command at the prompt:

-> takeover

The takeover command is described in detail in the OmniSwitch AOS Release 6 CLI Reference Guide.

In astack with three or more switches, the secondary CMM takes over as primary and the original primary
becomes “idle.” The next available idle switch becomes the new secondary CMM. For more information
on stacks, see the “Managing Stacks” chapter found in the Omni Switch AOS Rel ease 6350/6450 Hard-
ware Users Guide.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the
copy running-config working or write memory command on an Omni Switch 6350, 6450 switch set up
with redundant CMMs.
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Show Currently Used Configuration

In achassis with aredundant CMM, the display for the currently running configuration tells the user if the
primary and secondary CMM s are synchronized.

To check the directory from where the switch is currently running and if the primary and secondary
CMMs are synchronized, enter the following command:

->show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot : 1,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs : SYNCHRONIZED,

Running Configuration : NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

The command returns the name of the directory the switch is currently running from (working or certi-
fied), and also displays the CMM which is currently controlling the switch (primary or secondary). It aso
displays whether the working and certified directories are the same and whether a synchronization is
needed between the primary and secondaryCMM. In addition, the command output displays how many
modules in the stack are reloaded in the event of a management modul e takeover. Options include NONE,
ALL, or alist of specific modules. Refer to the following section for additional information on NI module
behavior during aredundant CMM takeover.

The show running-directory command is described in detail in the OmniSwitch AOS Release 6 CLI
Reference Guide.
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NI Module Behavior During Takeover

If there are no unsaved configuration changes and the flash directories on both the primary and secondary
management modules have been synchronized through the copy flash-synchro command, no Nisis
reloaded if a management module takeover occurs. As aresult, dataflow is not interrupted on the NIs
during the takeover.

If aconfiguration change is made to one or more NI modules (for example, aVLAN is configured on
several different interfaces) and the changes are not saved through the write memory command, the
corresponding NIs automatically reloads if a management module takeover occurs. Data flow on the
affected NIswill beinterrupted until the reload is complete. Note that the Nlis reloads whether the flash
synchronization status shows SYNCHRONIZED. Thisis because the unsaved changes have occurred in
the running configuration (RAM), and have not been written to the configuration file of the flash direc-
tory. Inthis case, alist of only the affected NIsis displayed in the table output (for example, 1 6).

If the flash directories on the primary and secondary management modules are not synchronized (for
example, a copy flash-synchro command has not been issued recently), all Nisis reloaded automatically
if amanagement module takeover occurs. Data flow isinterrupted on all NIs until the reload is complete.
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Using the USB Flash Drive

An Alcatel-Lucent certified USB flash drive can be connected the CMM and used to transfer images to
and from the flash memory on the switch. This can be used for upgrading switch code or backing up files.
Additionally, automatic code upgrades as well as the capability to boot from the USB flash drive for disas-
ter recovery purposes are also supported. For the automatic upgrades and disaster recovery the USB flash
drive must be configured with the proper directory structure, depending on the platform, as noted in the
following table. Once the flash drive is properly mounted a directory named /uflash is automatically
created. Files can then be copied to and from the /uflash directory.

The directories below must be created on the USB flash drive for feature support.

Product Family Name Auto-Upgrade Support Disaster-Recovery Support
OmniSwitch 6450 6450/working 6450/ certified
OmniSwitch 6350 6350/working 6350/ certified

Transferring Files Using USB

The following is an example of how to mount and transfer files using the USB flash drive using the usb
and umount commands.

-> usb enable

-> ¢p /flash/working/boot.cfg /uflash/boot.cfg
-> umount /uflash

Once the USB flash drive is mounted most common file and directory commands can be performed on the
/uflash directory.

Automatically Upgrading Code Using USB

The switch can be configured to automatically mount and copy image files from the USB flash drive as
soon asit's connected. This can be used to automatically upgrade code. In order to prevent an accidental
upgrade, afile named aossignature must be stored on the USB flash drive aswell as having a directory
with the same name as the product family as noted in the table above. The following is an example for an
Omni Switch 6450 using the usb auto-copy command

Note: The aossignature file can be an empty text file.

-

Create afile named aossignature in the root of the USB flash drive.

Create adirectory named 6450/working on the USB flash drive with all the proper image files.

-> usb enable

H ON

-> usb auto-copy enable

5 Connect the USB flash drive to the CMM. The presence of image files on the USB flash drive is
checked and then copied from the USB flash drive directory /uflash/6450/working to the /flash/working

directory of the CMM. The switch now reboots from the /flash/working directory applying the code
upgrade.

6 Once the switch reboots the auto-copy feature is automatically disabled to prevent another upgrade.
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Disaster Recovery Using USB

The switch can be recovered from the USB flash drive. This can be used if the image files on the CMM
become corrupted, deleted, or the switch is unable to boot from the CMM for other reasons. The follow-
ing is an example for an OmniSwitch 6450:

1 Itisrecommended to prepare the USB flash drive prior to needing it for disaster recovery.

2 Create adirectory named 6450/certified on the USB flash drive with al the proper backup system and
configuration files.

3 Connect the USB flash drive to the CMM. The CMM flash is reformatted and the images are copied
from the USB flash drive directory /uflash/6450/certified to the /flash/certified directory of the CMM and
the switch reboots from the /flash/certified directory.

4 Now that the switch has been recovered it can be reconfigured as needed.

Note: The OmniSwitch must have a properly working 6.6.4 version of uboot/miniboot to support the
Disaster Recovery feature.

If a backup boot.cfg fileis on the USB flash driveit is copied along with the image files and can be used
to recover the switch configuration.
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Emergency Restore of the boot.cfg File

If all copies of the boot.cfg file have been deleted and a system boot has occurred, network configuration
information is permanently lost. However, if the files have been deleted and no boot has occurred you can
issue awrite memory command to regenerate the boot.cfg file.

Can | Restore the boot.file While Running from Certified?

Yes. Whileit is not recommended that you routinely save configuration changes while running from the
certified directory, you can perform an emergency restore of your configuration by following the steps:

1 Copy your current configuration to a manually-generated boot.cfg file in the /flash directory by enter-
ing the following command:

-> configuration snapshot all boot.cfg

2 Copy the new boot.cfg file from the /flash directory to the /flash/working directory by using the cp
command. for example:

-> ¢p boot.cfg working/boot.cfg
3 Reboot the switch from the /flash/working directory by entering the following command:
-> reload working no rollback-timeout

Once the boot.cfg fileis confirmed to be good, it has to be saved to the certified directory by using the
procedure described in “ Copying the Working Directory to the Certified Directory” on page 5-21.
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Checking the Integrity of the Image

To check the integrity of image filesin working or certified directory, use the image integrity-check
command.

For example,

-> image

HASH
HASH
HASH
HASH
HASH

-> Image

for KFsecu.img

for KFeni.

img

for KFos.img
for KFdiag.img
for KFbase.img

integrity-check working

BCO077D4A467CA0794E231A841342783793AE48E8
9EO09SB914CFCA80333F6405116ADB89DF76A025C4
CD1CO0743F1EEBF3480677D649F0748FB70FE3All
4CF2A1E394906D40E6DBE6817C66664322B4CAED
3955CDAA1C49DC50D0B52BE35DA2ESEQ0769C710D

integrity-check working hash.txt

Computing the HASH for image files .....

Image
Image
Image
Image
Image

integrity
integrity
integrity
integrity
integrity

check
check
check
check
check

success
success
success
success
success

for KFsecu.img
for KFeni.img
for KFos.img

for KFdiag.img
for KFbase.img

When the command is entered without the filename, the SHA 256 hash of the image filesin selected direc-
tory (working/certified) is calculated and displayed. It can be manually verified against the hash provided
in thefile.

When the command is entered with the filename, the SHA hash is calculated on the individual image files

in the selected directory (working/certified) and compared with the hash information in thefile.

Hash value for the images needs to be stored in the <filename> in the below format.
KFsecu.img:AE02549EA 4D 793593AD676F8A49A 6522F2COF4AE
KFeni.img: 7F95BE32F2F1CB12E31D635AFA873C149551F1EA
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Displaying CMM Conditions

To show various CMM conditions, such as where the switch is running from and which files are installed,
use the following CLI show commands:

show running-directory Shows the directory from where the switch was booted.

show reload Shows the status of any time delayed reboot(s) that are pending on the
switch.

show microcode Displays microcode versions installed on the switch.

For more information on the resulting displays from these commands, see the OmniSwitch AOS Release 6
CLI Reference Guide. An example of the output for the show microcode command is given in “ Show
Switch Files’ on page 5-24.
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Command Line Interface (CLI) is atext-based configuration interface that allows you to configure switch
applications and to view switch statistics. Each CLI command applicable to the switch is defined in the
Omni Switch AOS Release 6 CLI Reference Guide. All command descriptions listed in the Reference Guide
include command syntax definitions, defaults, usage guidelines, example screen output, and release
history.

This chapter describes various rules and techniques that help use the CLI to its best advantage. This
chapter includes the following sections:

e “CLI Overview” on page 6-3

e “Command Entry Rules and Syntax” on page 6-4

» “CLI Services’ on page 6-11

e “Logging CLI Commands and Entry Results’ on page 6-17
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CLI Specifications

The following table lists specifications for the Command Line Interface.

Platforms Supported Omni Switch 6350, 6450
Configuration Methods «  Online configuration through real-time sessions using CL|
commands.
« Offline configuration using text file holding CLI commands.
Command Capture Feature Snapshot feature captures switch configurationsin atext file.
User Service Features

Command Line Editing

Command Prefix Recognition

CLI Prompt Option

Command Help

Keyword Completion

Command History (up to 30 commands)

Command Logging (up to 100 commands; detailed information)
Syntax Error Display

Alias Command Option

More Command
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CLI Overview

The CLI uses single-line text commands that are similar to other industry standard switch interfaces.
However, the Alcatel-Lucent CLI is different from industry standard interfaces in that the Alcatel-Lucent
uses asingle level command hierarchy.

Unlike other switch interfaces, the Alcatel-Lucent CLI has no concept of command modes. Other CLIs
reguire you to step your way down atree-type hierarchy to access commands. Once you enter acommand
mode, go back to the top of the hierarchy before you enter acommand in a different mode. The
Alcatel-Lucent switch answers any CLI command at any time because there is no hierarchy.

Online Configuration

To configure parameters and view statistics, connect the switch to aterminal, such asaPC or UNIX
workstation, using terminal emulation software. This connection can be made directly to the serial port of
the switch through a modem, or over a network through Telnet. For information about connecting a
terminal to the switch, see the Omni Swnitch AOS Release 6350/6450 Hardware Users Guide.

Note. If you are using an OmniSwitch 6350, 6450 switch in a stacked configuration, you must be
connected to the console port of the primary switch. For detailed information on primary switch status,
refer to the OmniSwitch AOS Rel ease 6350/6450 Hardware Users Guide.

Once you are logged in to the switch, configure the switch directly using CLI commands. Commands
executed in this manner normally take effect immediately. The majority of CLI commands are
independent, single-line commands and therefore can be entered in any order. However, some functions
require you to configure specific network information before other commands can be entered. For
example, before you can assign aport to aVLAN, first create the VLAN. For information about CLI
command requirements, refer to the OmniSwitch AOS Release 6 CLI Reference Guide.

Offline Configuration Using Configuration Files

CLI configuration commands can be typed into a generic text file. When the text fileis placed in the
switch /flash/wor king directory, its commands are applied to the switch when the configuration apply
command isissued. Files used in this manner are called configuration files.

A configuration file can be viewed or edited offline using a standard text editor. It can then be uploaded
and applied to additional switchesin the network. This allows you to clone switch configurations easily.
This ability to store comprehensive network information in asingle text file facilitates troubleshooting,
testing, and overall network reliability.

See Chapter 7, “Working With Configuration Files,” for detailed information about configuration files.
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Command Entry Rules and Syntax

When you start a session on the switch, you can execute CLI commands as soon as you are logged in. The
following rules apply:

Enter only one command per line.
No command can be extended across multiple lines.
Passwords are case sensitive.

Commands are not case sensitive. The switch accepts commands entered in upper case, lower case, or a
combination of both.

Press Enter to complete each command line entry.
To use spaces within a user-defined text string, enclose the entry in quotation marks (* ).

If you receive asyntax error (that is, ERROR: Invalid entry:), double-check your command as written
and re-enter it exactly as described in the OmniSwitch AOS Release 6 CLI Reference Guide. Be sureto
include all syntax option parameters.

To exit the CLI, type exit, and press Enter.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this manual.

bold text Indicates basic command and keyword syntax.

Example: show snmp station

“” (Quotation Marks) Used to enclose text strings that contain spaces

Example: vlan 2 name “ new test vlan”
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Using “Show” Commands

The CLI contains show commands that allow you to view configuration and switch status on your console
screen. The show syntax is used with other command keywords to display information pertaining to those
keywords.

For example, the show vlan command displays atable of all VLANs currently configured, along with
pertinent information about each VLAN. Different forms of the show vian command can be used to
display different subsets of VLAN information. For example the show vlan rules command displays all
rules defined for aVLAN.

Using the “No” Form

The OmniSwitch AOS Release 6 CLI Reference Guide defines all CLI commands and explains their
syntax. Whenever acommand has a“no” form, it is described on the same page as the original command.

The“no” form of acommand can be used for the following:

» Remove the configuration created by a command. For example, create a VLAN with the vian
command, and delete a VLAN using the no vian command.

* Reset aconfiguration value to its default. For example, create astatic IGMP entry on a specified port of
aspecified VLAN with the ip multicast static-group command. Y ou can remove the static IGMP
entry from a specified port on a specified VLAN with the no ip multicast static-group command.

Using “Alias” Commands
Define substitute text for the CLI commands in the switch by using the alias command.
There are two main reasons for defining aliases:
« To eliminate excess typing by reducing the number of characters required for acommand.

To reduce the number of characters required to use the group term in a CLI command, you can change the
syntax to gp as follows:

-> alias gp group
e To change unfamiliar command words into familiar words or patterns.

If you prefer the term “privilege’ to the term “attribute” with reference to the read-write capabilities of a
login account, you can change the CL1 word from attrib to privilege by using the following command.

-> alias privilege attrib

After an alias has been defined, both the alias and the original CLI term are supported as valid CL I terms.
For exampleif privilege is defined as an alias as shown above, both privilege and attrib work as CLI
commands and both words are shown when you use the CLI help feature.

Y ou can save command aliases for the current user account by executing the user profile save command.
If the aliases are not saved they are stored until the user session ends. In this case, once you log off the
switch, substitute terms configured with the alias command are destroyed.

To display aliases, use the show alias command. To set al alias values back to their factory defaults, use
the user profilereset command.
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Partial Keyword Completion

The CLI has apartia keyword recognition feature that allows the switch to recognize partial keywordsto
CLI command syntax. Instead of typing the entire keyword, type only as many characters as is necessary
to identify the keyword uniquely, then press the Tab key. The CLI completes the keyword and place the
cursor at the end of the keyword.

When you press Tab to complete a command keyword, one of four things can happen:
¢ You enter enough characters (prior to Tab) to identify the command keyword uniquely.

In this case, pressing Tab causes the CLI to complete the keyword and place a space followed by the
cursor at the end of the completed keyword.

« You do not enter enough characters (prior to Tab) to identify the command keyword uniquely.
In this case pressing Tab has no effect.

» You enter characters that do not belong to a keyword that can be used in this instance.

In this case, pressing Tab removes the characters and place the cursor back to its previous position.

» You enter enough characters (prior to Tab) to identify a group of keywords uniquely such that all
keywords in the group share a common prefix.

In this case, pressing Tab causes the CLI to complete the common prefix and place the cursor at the end of
the prefix. In this case, no spaceis placed at the end of the keyword.

Note. The keyword compl etion feature accepts wildcards.

CLI Auto Completion

The space key can be used for auto completion of the CLI command similar to TAB key. If the space
key is pressed, auto-completion will complete the keyword.

When you enter an incorrect keyword, pressing space key will not remove the keyword whereas
pressing the TAB key will remove the keyword while attempting auto-completion.

Use the command session cli-auto-complete-space enable to enable this feature.
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Command Help

The CLI has an internal help feature you can invoke by using the question mark (?) character asa
command. The CLI help feature provides progressive information on how to build your command syntax,
one keyword at atime.

If you do not know the first keyword of the command you need, you can use a question mark character at
the CLI system prompt. The CLI responds by listing command keywords divided into command sets. Y ou
can find the first keyword for the command you need by referring to the list on your screen. The
following isapartial display:

-> 7

WHOAMI WHO VIEW VI VERBOSE USER UPDATE TTY TELNET6 TELNET SYSTEM SWLOG SSH6
SSH SHOW SFTP6 SFTP SESSION RZ RMDIR RM RENAME PWD PROMPT NTP NSLOOKUP NO NEWFS
MV MOVE MORE MODIFY MKDIR LS KILL IP INSTALL HISTORY FTP FSCK FREESPACE EXIT
DSHELL DIR DELETE DEBUG CP COMMAND-LOG CHMOD CD AUTO ATTRIB ALIAS
(System Service & File Mgmt Command Set)

(Additional output not shown)

The command keywords are shown in al capital |etters. The name of the command set is listed
parenthetically below the keywordsin initia caps.

The following table contains the first-level commands and their set names as they are listed on the display
screen when you enter a single question mark and press Enter.

Command Set Name Commands
System Service & WHOAMI, WHO, VIEW, VI, VERBOSE, USER, UPDATE, TTY,
File Management TELNET6, TELNET, SYSTEM, SWLOG, SSH6, SSH, SHOW,

SFTP6, SFTP, SESSION, RZ, RMDIR, RM, RENAME, PWD,
PROMPT, NTP, NSLOOKUPR, NO, NEWFS, MV, MOVE, MORE,
MODIFY, MKDIR, LS, KILL, IR,

HISTORY, FTP, FSCK, FREESPACE, EXIT, DSHELL, DIR,
DELETE, DEBUG, CP, COMMAND-LOG CHMOD, CD, AUTO,
ATTRIB, ALIAS

CMM Chassis Supervision COPY, WRITE, POWER, TEMP-THRESHOLD, TAKEOVER,
SYSTEM, SHOW, RRM, RPUT, RLS, RGET, RELOAD, RDF,
RCP, NO, DEBUG, CONFIGURE

Source Learning SOURCE-LEARNING, SHOW, PORT-SECURITY, NO, MAC-
ADDRESS-TABLE, DEBUG

Spanning Tree SHOW, BRIDGE

VLAN VLAN, SHOW, NO, MAC-ADDRESS-TABLE, DEBUG

Link Aggregation STATIC, SHOW, NO, LINKAGG, LACP

Miscellaneous HTTP, TRACEROUTE, SNMP, SHOW, RMON, PORT, POLICY,

PING NO, MAC-RANGE, MAC, LANPOWER, IP, IPV6, ICMP,
HTTPS, HRE, HEALTH, GMAP, DEBUG, CLEAR, ARP, AMAP,

802.1X
AAA & Configuration USER, SHOW, PASSWORD, NO, END-USER, DEBUG,
Manager CONFIGURATION, AAA
Interface TRAP, SHOW, NO, INTERFACES, FLOW, DEBUG, 10GIG

page 6-7 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Using the CLI Command Help

Command Set Name Commands

IP Routing & Multicass ~ DEBUG, TRACEROUTEG, SHOW, PING6, NO, IPV6, IP. CLEAR
QoS SHOW, QOS, POLICY, NO, DEBUG
Debug UPDATE, SHOW, NO, DEBUG
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Tutorial for Building a Command Using Help

The Help feature alows you to figure out syntax for a CLI command by using a series of command line
inquiries together with some educated guesses. If you do not know the correct CLI command you can use
the Help feature to determine the syntax.

This tutorial shows you how to use help to find the CLI syntax to createaVLAN. ThisVLAN will be
given the ID number 33 and will be named “test vian 2.”

1 At the command prompt, enter vian followed by a space and a question mark. The following is
displayed:

-> vlan ?

A

PORT NO IPMVLAN 802.1Q <vid> <vlanl-vlan2>
(Vlian Command Set)

The question mark character invokes the help feature, which displays keywords that can be used with the
vlan prefix. Asyou are setting up anew VLAN, you can presume the proper command for thistask is
shown in the VLAN Manager Command Set. This set shows the possible keywords to follow the vian
syntax.

Note. The presumptions you make while using the help feature are educated guesses. Whenever you make
aguess as to the next keyword, it isagood ideato enter the keyword followed by a space and a question
mark.

2 At the command prompt, enter the number 33 followed by a space and a question mark. This step
either gives you more choices or an error message.

-> vlan 33 ?

A

<cr> AUTHENTICATION DISABLE ENABLE NAME NO PORT ROUTER STP
(Vlian Manager Command Set)

BINDING DHCP IP MAC NO PORT PROTOCOL USER
(Group Mobility Command Set)

802.1Q NO
(Miscellaneous Command Set)

In this example, the question mark displays al keywords that can be used with the vlian 33 syntax. Asyou
are setting up anew VLAN, and want to give the VLAN aname, you can presume the proper syntax for
thistask isNAME as shown in the VLAN Manager Command Set.
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3 At the command prompt, enter name followed by a space and a question mark. This step either gives
you more choices or an error message.

-> vlan 33 name ?

A

<hex> <"string"s> <string>
(Vlan Manager Command Set)

Thereisasmaller set of keywords available for use with the vian 33 name syntax. Thisis because the
command becomes more specialized as more keywords are added. From the choices shown on the screen,
you can enter ahex value, atext string enclosed in quotes (* ") or atext string without quotes. In this case,
the name selected for the VLAN includes spaces so use the syntax enclosed in quotes.

4 At the command prompt, enter the name of the VLAN enclosed in quotes, followed by a space and a
guestion mark.

-> vlan 33 name "test vlan 2" ?

A

<cr>
(Vlan Manager Command Set)

When the question mark isissued thistime, the only syntax listed is <cr>. This means that the command
syntax is complete. When you press Enter, the command is issued.

Note. Optional. To verify that the command was accepted, enter the show vlan command. The display is
similar to the one shown here.

-> show vlan
vlan admin oper stree auth ip name

1 on off on off off VLAN 1
33 on off on off off test vlan 2

The second entry verifiesthat a VLAN was created, the VLAN ID is 33, and the nameistest vlian 2.
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CLI Services

There are several services built into the CLI that help you use the interface. The Command Line Editing
service makes it easy for you to enter and edit repetitive commands. Other CLI services, such as syntax
checking, command help, prefix prompt, and history assist you in selecting and using the correct command
syntax for the task you are performing.

Command Line Editing

CLI commands are entered from your keyboard and are executed when you press Enter. The CLI also has
several editing features that make it easier for you to enter the correct commands, either by allowing you
to correct entry mistakes or by helping you enter the correct command.

Deleting Characters

You can delete CLI command characters by using the Backspace key or the Delete key. The Backspace
key deletes each character in the line, one at atime, from right to left. Note the following command entry:

-> show macrocode

The correct syntax is“show microcode”. To change the spelling in this entry, use the Backspace key to
delete al of the characters after the “m”.

-> show m
Type the correct syntax, then press Enter to execute the command.

To change incorrect syntax with the Delete key, use the Left Arrow key to move the cursor to the left of
the character to be deleted, then use the Delete key to remove characters to the right of the cursor. Note the
following command entry:

-> show macrocode

The correct syntax is“ show microcode”. To change the spelling in this entry, use the Left Arrow key to
place the cursor between the “m” and the“a’.

-> show m | acrocode
Use the Delete key to removethe “a” and type “i”.
-> show microcode

Press Enter to execute the command.
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Recalling the Previous Command Line

To recall the last command executed by the switch, press either the Up Arrow key or the !! (bang, bang)
command at the prompt and the previous command is displayed on your screen. Y ou can execute the
command again by pressing Enter or you can edit it first by deleting or inserting characters.

In the following example, the Is command is used to list the contents of the /flash/switch directory of the
switch.

-> 1s

Listing Directory /flash/switch:

drw 2048 Jan 1 1980 ./
drw 2048 Jan 3 19:23 ../
-rw 308 Jan 1 1980 banner default.txt

9850880 bytes free

->

To enter this same command again, use the Up Arrow key. The |s command appears at the prompt. To
issue the Is command, press Enter.

-> 1s

The Up Arrow key and the !! (bang, bang) command displays the last command line entered even if the
command was rejected by the switch.

For more details on using the !! command, refer to “ Command History” on page 6-15.

Inserting Characters

To insert a character between characters already typed, use the Left and Right Arrow keysto place the
cursor into position, then type the new character. Once the command is correct, execute it by pressing
Enter. In the following example, the user enters the wrong syntax to execute the show microcode
command. The result is an error message.

-> show microcode
ERROR: flash: no such directory

To correct the syntax without retyping the entire command line, use the !! command to recall the previous
syntax. Then, use the Left Arrow key to position the cursor between the “r” and the “c” characters. To
insert the missing character, type“o”.

-> 1!
-> show microcode

To execute the corrected command, press Enter.
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Syntax Checking

If you make a mistake while entering command syntax, the CLI gives you clues about how to correct your
error. Whenever you enter an invalid command, two indicators are displayed.

« The Error message tells you what the error is.
e Thecaret (") character tells you where the error isin your syntax.

The following example of the syntax checking feature shows an attempt to set | P routing. If you enter the
command set ip routing, the following is displayed:

-> set ip routing enable
ERROR: Invalid entry: "set"

The set ip routing command is not valid so the CLI error message states what the problem is (Invalid
entry) and the carat indicates where the problem is located in the syntax. Here, the problem is with the
“set” keyword so the carat is located under “set”. The error message states the nature of the problem—that
“set” isan invalid entry. To enable IP routing, find another command keyword because set is not valid.

Prefix Recognition

Prefix Recognition is a CLI feature that reduces redundant command line entry by storing prefix
information for certain network commands.

When you configure network services, you might have to enter the same command prefix multiple times.
Entering the same prefix multiple times can be cumbersome and prone to error. The prefix recognition
feature addresses the problem of redundant command entry by allowing the CLI to store commonly used
prefix information. This prefix information stored by the switch then becomes part of the next CLI
command entered.

The following command families support the prefix recognition feature:
« AAA

» Interface

e Link Aggregation

+ QOS

e Spanning Tree

« VLAN Management

When certain commands are entered from one of these families, the CLI retains the prefix information in a
memory buffer. Then, if avalid related command is entered next, the CL| assumes the stored prefix is part
of the next command. In this case, you are only required to enter the suffix information for the next
command.
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Example for Using Prefix Recognition

This example shows how the Prefix Recognition feature is used for entering multiple commands that have
the same prefix. This table lists the tasks to be accomplished in this example and the CLI syntax required
for each task.

Task CLI Syntax

1. Create a VLAN with an identification number of 501. vlan 501 enable

2. Enable the spanning tree protocol for VLAN 501. vlan 501 stp enable

3. Enable authentication for VLAN 501. vlan 501 authentication enable

To create VLAN 501 and configure its attributes using the CL1 commands, you could enter the vian 501
prefix three times. However, VLAN commands support the prefix recognition capability so redundant
entry of this prefix is not necessary.

For example, when you enter
-> vlan 501 enable

The CLI automatically stores the prefix vlan 501. Now, if you enter a related command for the same
VLAN, you are only required to enter suffix information. In this case, you can enter the commands to
accomplish tasks 2, and 3 asfollows:

-> stp enable
-> authentication enable

Prefix information is remembered by the CLI until you enter a command with a new prefix.

Note. If you want to create or configure another VLAN, reenter the full command prefix, including the
new VLAN ID.

Show Prefix

Y ou can view the current prefix by issuing the show prefix command. If you issue this command when
the prefix stored by the CLI isvlan 501, the following is displayed:

-> show prefix
Current prefix: vlan 501

If you issue the show prefix command when there is no prefix stored by the CLI, a“no prefix” messageis
displayed.
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Prefix Prompt

You can set the CLI so that your screen prompt displays the stored prefix. To display the stored prefix as
part of the screen prompt for the VLAN example above, enter the prompt prefix CLI command as
follows:

-> prompt prefix
Thefollowing is displayed:
-> vlan 501

Y our screen prompt includes your stored prefix until a new prompt is specified. To set the prompt back to
the arrow (->) enter the prompt string -> (prompt string arrow) syntax as follows:

-> vlan 501 prompt string ->

The arrow displays to indicate that your prompt has changed back to the default.

For more general information about changing the prompt, refer to “ Changing the CLI Prompt” on
page 6-19.

Command History

The history command allows you to view commands you have recently issued to the switch. The switch
has a history buffer that stores up to 30 of the most recently executed commands.

Note. The command history feature differs from the command logging feature in that command logging
stores up to 100 of the most recent commands in a separate command.log file. Also, the command logging
feature includes additional information, such as full command syntax, login user name, entry date and
time, session | P address, and entry results. For more information on command logging, refer to “Logging
CLI Commands and Entry Results’ on page 6-17.

Y ou can display the commands in a numbered list by using the show history command. The followingisa
sample list:

-> show history
show cmm

show fan

show sensor
show temp

show arp

clear arp

show ip config
ip helper max hops 5
9 ip bgp pn

10 show ip bgp
11 show history

W J o0 Ul b WN K

In the example above, the show history command is listed last because it is the command that was
executed most recently.
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Y ou can recall commands shown in the history list by using the exclamation point character (!) also called
“bang”. To recall the command shown in the history list at number 4, enter !4 (bang, 4). The CLI responds
by printing the number four command at the prompt. Using the history list of commands above, the
following would display:

-> 14
-> show temp

You can recall the last command in the history list by issuing the !! (bang bang) syntax. The CLI responds
by printing the last command in the history list (show history) at the prompt as shown here.

-> !
-> show history

Note. When you use 'n or !! to recall acommand in the history list, press the Enter key to execute the
command.

Y ou can configure the number of history commands saved by the switch for display by the show history
command. The range for the history size valueis 1 to 30. To view the history parameters, use the
show history parameter s command.

-> history size 30

-> show history parameters
History size: 30
CurrentSize: 10

Index Range: 1-10

The valuesin this display are defined here:

» History Size: The number of commands the switch will save for display by the show history
command.

e Current Size: The number of commands currently saved by the switch, ready for display by the
show history command.

« Index Range: This value indicates the index range of the commands for this CLI session currently
stored in the history buffer.

In the above example, the switch is set to display 30 commands. However, when the show history
parameter s command was issued, only ten commands had yet been issued. Since only ten commands had
been issued during the current login session, the index range shows 1 to 10. This is because the commands
in the buffer are the first through the tenth commands issued during the current login session.

Note. The Partial Keyword Completion feature described on page 6-6 works within the CLI history buffer.
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Logging CLI Commands and Entry Results

The switch provides command logging through the command-log command. This feature allows users to
record up to 100 of the most recent commands entered through Telnet, Secure Shell, and console sessions.
In addition to alist of commands entered, the results of each command entry are recorded. Results include
information such as whether a command was executed successfully, or whether a syntax or configuration
error occurred.

Note. The command history feature differs from the command logging feature in that command history
buffers up to 30 of the most recent commands. The command information is not written to a separate log
file. Also, the command history feature includes only general keyword syntax (that is, it does not record
full syntax, date and time, session IP address, and entry results). For more information on command
history, refer to page 6-15.

Refer to the sections below for more information on configuring and using CL1 command logging. For
detailed information related to command logging commands, refer to the OmniSwitch AOS Release 6 CLI
Reference Guide.

Enabling Command Logging

By default, command logging is disabled. To enable command logging on the switch, enter the following
command:

-> command-log enable

When command logging is enabled through the command-log enable syntax, afile called command.log
isautomatically created in the flash directory of the switch. Once enabled, configuration commands
entered on the command line are recorded to thisfile until command logging is disabled.

The command.log file has a 66402-byte capacity. This capacity allows up to 100 of the most recent
commands to be recorded. Because all CLI command logging information is archived to the command.log
file, command history informationislost if thefileis deleted.

Note. The command.log file cannot be deleted while the command logging feature is enabled. Before
attempting to remove the file, be sure to disable command logging. To disable command logging, refer to
the information below.

Disabling Command Logging
To disable the command logging, simply enter the following command:
-> command-log disable

Disabling command logging does not automatically remove the command.log file from the flash
directory. All commands logged before the command-log disable syntax was entered remains available
for viewing. For information on viewing logged commands, along with the command entry results, refer to
“Viewing Logged CLI Commands and Command Entry Results’ on page 6-18.
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Viewing the Current Command Logging Status

As mentioned above, the command logging feature is disabled by default. To view whether the featureis
currently enabled or disabled on the switch, use the show command-log status command. For example:

-> show command-log status
CLI command logging: Enable

In this case, the feature has been enabled by the user through the command-log command. For more
information on enabling and disabling command logging, refer to the sections above.

Viewing Logged CLI Commands and Command Entry Results

To view alist of logged commands, along with the corresponding information (including entry results),
enter the show ssh config command. For example:

-> show command-log
Command : ip interface vlan-68 address 168.14.12.120 vlan 68
UserName : admin

Date : MON APR 28 01:42:24
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : ip interface vlan-68 address 172.22.2.13 vlan 68
UserName : admin

Date : MON APR 28 01:41:51
Ip Addr : 128.251.19.240
Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet

Command : ip interface vlan-67 address 172.22.2.12 vlan 67
UserName : admin

Date : MON APR 28 01:41:35
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : command-log enable
UserName : admin

Date : MON APR 28 01:40:55
Ip Addr : 128.251.19.240
Result : SUCCESS

The show command-log command lists up to 100 CLI commands in descending order. In other words,
the most recent commands are listed first. In the example above, the command-log enable syntax isthe
least recent command logged; theip interface vlan-68 address 168.14.12.120 vlan 68 syntax is the most
recent.

« Command. Shows the exact syntax of the command, as entered by the user.

» User Name. Shows the name of the user session that entered the command. For more information on
different user session names, refer to Chapter 9, “Managing Switch User Accounts.”

« Date. Showsthe date and time, down to the second, when the command was originally entered.
e |P Addr. ThelP address of the terminal from which the command was entered.

» Result. The outcome of the command entry. If acommand was entered successfully, the syntax
SUCCESS displaysin the Result field. If asyntax or configuration error occurred at thetime a
command was entered, details of the error display. For example:

Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet
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Customizing the Screen Display

The CLI has several commands that allow you to customize the way switch information is displayed to
your screen. Y ou can make the screen display smaller or larger. Y ou can also adjust the size of the table
displays and the number of lines shown on the screen.

Note. Screen display examplesin this chapter assume the use of aVT-100/ASCII emulator.

Changing the Screen Size

Specify the size of the display shown on your terminal screen by using the tty command. Thiscommand is
useful when you have asmall display screen or you want to limit the number of lines scrolled to the screen
at onetime. For example, to limit the number of linesto 10 and the number of columns to 150, enter the
following:

-> tty 10 150

Thefirst number entered after tty defines the number of lines on the screen. It must be a number between
10 and 150. The second number after tty defines the number of columns on the screen. It must be a
number between 20 and 150. View the current setting for your screen by using the show tty command.

Changing the CLI Prompt

Y ou can change the system prompt that displays on the screen when you are logged in to the switch. The
default prompt consists of a dash, greater-than (->) text string. To change the text string that defines the
prompt from -> to ##=> use the session prompt default command as follows:

->
-> gession prompt default ##=>
HH=>

The switch displays the new prompt string after the command is entered.

Several building blocks are provided that can automatically display system information along with the
prompt string. Y ou can set a switch to display any combination of the current username, system time,
system date, and system prefix along with the prompt string. The following command defines the prefix to
display the system time and date along with the prompt string defined in the above example:

-> prompt time date string ##=>
01:31:01 04/29/02##=>

For an example of using a stored prefix as part of the prompt, refer to “Prefix Prompt” on page 6-15.
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Setting Session Prompt as System Name

CLI prompt can be configured as the current system name of the switch. By default, the system name is
set to ‘VxTarget’. This can be configured using the command session prompt default system-name.
Every time the system name is modified, the prompt also gets modified. The new prompt takes effect after
relogging to anew session.

Note. System nameis configured for the switch using the CLI command system name. The system name
can a'so be dynamically obtained from the DHCP server (DHCP Option-12). The user-defined system
name configuration (through CLI, WebView, SNMP) gets priority over the DHCP server values.

For more information on the session prompt default command, refer to the OmniSwitch AOS Release 6
CLI Reference Guide.

Displaying Table Information

The amount of information displayed on your console screen can be extensive, especially for certain show
commands. By default, the CLI immediately scrolls all information to the screen. The more mode can be
used to limit the number of lines displayed to your screen. To use the more mode requires two steps as
follows:

 Specify the number of lines displayed while in the more mode.
» Enter the more mode.

The mor e size command specifies the number of lines displayed to the screen while in the more mode.
The following syntax sets the switch to display six lines of datato the screen whilein the CLI isin more
mode.

-> more size 6
The following command enables the more feature.
-> more

After these commands are executed, the CLI displays no more than six lines to the screen at atime
followed by the M ore? prompt. The following is a sample display.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY

_______ U
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface
6147 esmConfTable interface

More? [next screen <sp>, next line <cr>, filter pattern </>, quit <g>]

At the More? prompt, you are given alist of options. The output formats are described here:

<sp> Press <sp> (space bar) to display the next page of information.
<cr> Press <cr> (character return) to display the next line of information

/ Press/ to enter the filter mode. (See “ Filtering Table Information” on page 6-21.)
<g> Press the character “(” to exit More? and return you to the system prompt.
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To exit the more mode, use the no more CLI command.

Note. The value set with the mor e size command applies to the screen display when the CLI isin the more
mode or when you are using the Vi text editor of the switch.

Filtering Table Information

The CLI alowsyou to definefilters for displaying table information. Thisis useful in cases where a vast
amount of display data exists but you are interested in only a small subset of that data. Commands
showing routing tables are a good example to filter information. Y ou can specify afilter that identifies the
data that are relevant to your search. The switch then displays the information you identified. This saves
you the trouble of scanning long lists of data unnecessarily.

The filter mode filters unwanted information from a CLI table by displaying only those lines containing a
specified text pattern (up to 80 characters). Once the filter command has been executed, the filter mode
remains active until you reach the end of the CLI table or until you exit the table by using the g command.

Thefilter command is case sensitive. When using the slash (/) command, type the text exactly asit would
appear inthe CL1 table.

For additional information about filtering, refer to “Using a Wildcard to Filter Table Information” on
page 6-25.
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Multiple User Sessions

Several CLI commands give you information about user sessions that are currently operating on the
Omni Switch, including your own session. These commands allow you to list the number and types of
sessions that are currently running on the switch. Y ou can also terminate another session, provided you

have administrative privileges.

Listing Other User Sessions

The who command displays all users currently logged into the OmniSwitch. The following example
shows use of the who command and a resulting display:

-> who
Session number = 0
User name = (at login),

Access type = console,
Access port = Local,
IP address = 0.0.0.0,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = 0x00000000 0x00000000,

Read-only domains = None,

Read-only families = ,

Read-Write domains = None,

Read-Write families = ,
Session number = 1

User name = admin,

Access type = http,

Access port = NS,

IP address = 123.251.12.51,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = Oxffffffff Oxffffffff,
Read-only domains = None,

Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,
Session number = 3

User name = admin,

Access type = telnet,

Access port = NI,

IP address = 123.251.12.61,

Read-only rights = 0x00000000 0x00000000,
Read-Write rights = Oxffffffff Oxffffffff,
Read-only domains = None,

Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,

The above display indicates that three sessions are currently active on the Omni Switch. Session nhumber O
always shows the console port whenever that port is active and logged in. The other sessions are identi-
fied by session number, user name, the type of access, port type, IP address, and user privileges. The
output definitions are defined in the table on page 6-23.
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Listing Your Current Login Session

To list information about your current login session, use the who command and identify your login by
your |P address or enter the whoami command. The following is displayed:

-> whoami
Session number = 4

User name = admin,
Access type = telnet,
Access port = NI,

IP address = 148.211.11.02,

Read-only domains None,
Read-only families ,
Read-Write domains All ,

Read-Write families
End-User profile

’

This display indicates that the user is currently logged in as session number 4, under the user name
“admin,” using a Telnet interface, from the | P address of 148.211.11.02.

Session Number The session number assigned to the user.

User name User name.

Accesstype Type of access protocol used to connect to the switch.

Access port Switch port used for access during this session.

Ip Address User IP address.

Read-only domains The command domains available with the read-only access of the user.
See the table beginning on page 6-24 for alisting of valid domains.

Read-only families The command families available with the read-only access of the user.
See the table beginning on page 6-24 for alisting of valid families.

Read-Write domains The command domains available with the read-write access of the user.
See the table beginning on page 6-24 for alisting of valid domains.

Read-Write families The command families avail able with the read-write access of the user.

See the table beginning on page 6-24 for alisting of valid families.
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Possible values for command domains and families are listed here:

domain families

domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config
domain-physical chassis module interface pmm health
domain-network ip rip ip-routing ipmr ipms rdp ipv6
domain-layer2 vlan bridge stp 802.1q linkagg ip-helper
domain-service dns

domain-policy gos policy slb

domain-security session aaa

Terminating Another Session

If you are logged in with administrative privileges you can terminate the session of another user by using
the kill command. The following command terminates the login session number 4.

-> kill 4

The command syntax requires you to specify the number of the session you want to kill. Y ou can use the
who command for alist of al current user sessions and their numbers. The kill command takes effect
immediately.
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Using a Wildcard to Filter Table Information

The wildcard character allows you to substitute the asterisk (*) character for text patterns while using the
filter mode.

Note. Type the wildcard character in front of and after the filter text pattern unless the text pattern appears
alone on atable row.

In this example, the show snmp mib family command is used because it displays along table of MIB
information. This example uses the filter option to display only those lines containing the “vlan” character
pattern.

1 Usethe more command to set the number of displayed linesto 10 and to enable the more made.

-> more size 10
-> more

To verify your settings, enter the following:

-> show more
The more feature is enabled and the number of line is set to 10

2 Enter the show snmp mib family command. Ten lines of information are displayed. The switch is now
in the M ore? mode as indicated at the bottom of the screen.

-> show snmp mib family

MIP ID MIB TABLE NAME FAMILY
_______ P
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface
6147 esmConfTable interface
6148 ifJackTable interface
7169 dotlgPortVlanTable 802.1Q
7170 gAggregateVlanTable 802.1Q
7171 gPortVlanTable 802.1Q

More? [next screen <sp>, next line <cr>, filter pattern </>, quit <g>]

3 Typethefilter pattern “/” command and the following message automatically appears.

Enter filter pattern:

Enter the desired text pattern, in this case “*vlan*”, at the prompt. Remember to type the text exactly asit
would appear in the CLI table and to type the asterisk (*) character before and after the text. The More?
mode prompt automatically re-appears.

Enter filter pattern: *vlan*
More? [next screen <sp>*, next line <cr>*, filter pattern </>*, quit <g>]
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4 Pressthe spacebar <sp> key to execute the filter option. The following is displayed.

Enter filter pattern: *vlan*

8193 dotlgBase vlan
8194 dotlgVlan vlan
8195 dotlgVlanCurrentTable vlan
8196 dotlgVlanStaticTable vlan
8197 vlanMgrVlanSet vlan
8198 vlanTable vlan
8199 vpaTable vlan
9217 vCustomRuleTable vlan
9218 vDhcpGenericRuleTable vlan
9219 vDhcpMacRuleTable vlan

More? [next screen <sp>*, next line <cr>*, filter pattern </>*, quit <g>]

The screen displays ten table rows, each of which contain the text pattern “vlan”. Alcatel-Lucent CLI uses
asingle level command hierarchy. (The screen rows shown above and below the table are not counted as
part of the 10 rows.) If you want to display the rows one line at atime, press Enter instead of the space bar
key. To exit the table, typethe“q” character and the CL 1 exits the mor e mode and return you to the
system prompt.
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Verifying CLI Usage

To display information about CL1 commands and the configuration status of your switch, use the show

commands listed here:

show session config

show alias

show prefix

show history

show more

Displays session manager configuration information (for example,
default prompt, banner file name, inactivity timer, login timer, login
attempts, and CLI console shell status).

Lists all current commands defined by the use of the alias CLI
command.

Showsthe command prefix (if any) currently stored by the CLI. Prefixes
are stored for command families that support the prefix recognition
feature.

Displays commands you have recently issued to the switch. The
commands are displayed in a numbered list.

Shows the enabl e status of the more mode along with the number of
lines specified for the screen display.

For more information about the resulting displays from these commands, see the OmniSwitch AOS
Release 6 CLI Reference Guide. Additional information can also be found in “Using “ Show” Commands”

on page 6-5.
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7 Working With
Configuration Files

Commands and settings needed for the Omni Switch can be contained in an ASCII-based configuration
text file. Configuration files can be created in several ways and are useful in network environments where
multiple switches must be managed and monitored.

This chapter describes how configuration files are created, how they are applied to the switch, and how
they can be used to enhance OmniSwitch usability.

In This Chapter

Configuration procedures described in this chapter include:

e “Tutoria for Creating a Configuration File” on page 7-2

» “Applying Configuration Files to the Switch” on page 7-6
e “Configuration File Error Reporting” on page 7-7

» “Text Editing on the Switch” on page 7-9

e “Creating Snapshot Configuration Files’ on page 7-10
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Configuration File Specifications

The following table lists specifications applicable to Configuration Files.

Creation Methods for « Create atext file on aword processor and upload it to the switch.
Configuration Files « Invoke the switch’s snapshot feature to create atext file.
« Create atext file using one of the switch’stext editors.
Timer Functions Files can be applied immediately or by setting a timer on the switch.
Command Capture Feature Snapshot feature captures switch configurationsin atext file.
Error Reporting Snapshot feature includes error reporting in the text file.
Text Editing on the Switch Vi standard UNIX editor. The Ed standard UNIX editor is availablein
the debug mode.

Tutorial for Creating a Configuration File

This example creates a configuration file that includes CLI commands to configure the DHCP Relay appli-
cation on the switch. For this example, the forward delay valueis set to 15 seconds, the maximum number
of hopsis set to 3 and the I P address of the DHCP server is 128.251.16.52.

This tutorial shows you how to accomplish the following tasks:

1 Createaconfiguration text file containing CL1 commands needed to configure DHCP Relay applica-
tion.

This example used M S Notepad to create a text file on a PC workstation. The text file named dhcp_re-
lay.txt contains three CLI commands needed to configure the forward delay value to 15 seconds and the
maximum number of hopsto 3. The IP address of the DHCP server is 128.251.16.52.

ip helper address 128.251.16.52
ip helper forward delay 15
ip helper maximum hops 3

2 Transfer the configuration file to the switch’ s file system.

To transfer the configuration file to the switch, use an FTP transfer method. For more information about
transferring files onto the switch see Chapter 1, “Managing System Files.”

3 Apply the configuration file to the switch by using the configur ation apply command as shown here:

-> configuration apply dhcp relay.txt
File configuration <dhcp relay.txt>: completed with no errors
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4 Usethe show configuration status command to verify that the dhcp_relay.txt configuration file was
applied to the switch. The display is similar to the one shown here:

-> show configuration status
File configuration <dhcp relay.txt>: completed with no errors

File configuration: none scheduled

Running configuration and saved configuration are different

Note. If the configuration file applied with the configuration apply command results in no changes to the
saved configuration, the message will state that the running configuration and saved configuration are
identical. To synchronize the running configuration and the saved configuration, use the write memory
command.

For more information about these displays, refer to the OmniSwitch AOS Release 6 CLI Reference Guide.

5 Useatheshow ip helper command to verify that the DHCP Relay parameters defined in the configu-
ration files were actually implemented on the switch. The display is similar to the one shown here:

-> show ip helper

Forward Delay (seconds) = 15
Max number of hops =3
Forwarding option = standard

Forwarding Address:
128.251.16.52

These results confirm that the commands specified in the file dhcp_relay.txt configuration file were
successfully applied to the switch.
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Quick Steps for Applying Configuration Files

Setting a File for Inmediate Application

In this example, the configuration file configfile 1 exists on the switch in the /flash directory. When these
steps are followed, the file will be immediately applied to the switch.

1 Verify that there are no timer sessions pending on the switch.

-> show configuration status
File configuration: none scheduled

2 Apply thefile by executing the configuration apply command, followed by the path and file name. If
the configuration file is accepted with no errors, the CLI responds with a system prompt.

-> configuration apply /flash/configfile 1.txt

->

Note. Optional. Y ou can specify verbose mode when applying a configuration file to the switch. When the
keyword verbose is specified in the command line, al syntax contained in the configuration file is printed
to the console. (When verbose is not specified in the command line, cursory information—number of
errors and error log file name—will be printed to the console only if a syntax or configuration error is
detected.)

To verify that the file was applied, enter the show configuration status command. The display is similar
to the one shown here.

-> show configuration status
File configuration </flash/configfile 1.txt>: completed with 0 errors

For more information about this display, see “ Configuration File Manager Commands” in the OmniSwitch
AOS Release 6 CLI Reference Guide.

Setting an Application Session for a Date and Time

You can set atimed session to apply a configuration file at a specific date and time in the future. The
following example applies the bncom_cfg.txt file at 9:00 am. on July 4 of the current year.

1 Veify that there are no current timer sessions pending on the switch.

-> show configuration status
File configuration: none scheduled

2 Apply thefile by executing the configuration apply using the at keyword with the relevant date and
time.

-> configuration apply bncom cfg.txt at 09:00 04 july
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Note. Optional. To verify that the switch received this configuration apply request, enter the
show configuration status command. The display is similar to the one shown here.

-> show configuration status
File configuration </flash/working/bncom cfg.txt>: scheduled at 07/04/02 09:00

For more information about this display see “ Configuration File Manager Commands” in the OmniSwitch
AOSRelease 6 CLI Reference Guide.

Setting an Application Session for a Specified Time Period

Y ou can set afuture timed session to apply a configuration file after a specified period of time has elapsed.
In the following example, the amzncom_cfg.txt will be applied after 6 hours and 15 minutes have
elapsed.

1 Verify that there are no current timer sessions pending on the switch.

-> show configuration status
File configuration: none scheduled

2 Apply thefile by executing the configuration apply command using the in keyword with the relevant
time frame specified.

-> configuration apply amzncom cfg.txt in 6:15

Note. Optional. To verify that the switch received this configuration apply request, enter the
show configuration status command. The display is similar to the one shown here.

-> show configuration status
File configuration </flash/working/amzncom cfg.txt>: scheduled at 03/07/02 05:02

The “scheduled at” date and time show when the file will be applied. Thisvalue is 6 hours and 15 minutes
from the date and time the command was issued.

For more information about this display see “ Configuration File Manager Commands” in the OmniSwitch
AOSRelease 6 CLI Reference Guide.
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Configuration Files Overview

Instead of using CLI commands entered at a workstation, you can configure the switch using an ASCII-
based text file. Y ou may type CLI commands directly into atext document to create a configuration file
that will reside in your switch’s /flash directory. Configuration files are created in the following ways:

* You may create, edit, and view afile using a standard text editor (such asMS WordPad or Notepad) on
aworkstation. The file can then be uploaded to the switch’s /flash file directory.

e You can invoke the switch’s CLI configuration snapshot command to capture the switch’s current
configuration into atext file. This causes a configuration file to be created in the switch’s /flash direc-
tory.

» You can use the switch’s text editor to create or edit a configuration file located in the switch’s /flash
file directory.

Applying Configuration Files to the Switch

Once you have a configuration file located in the switch’ s file system you must load the file into running
memory to make it run on the switch. Y ou do this by using configuration apply command.

Y ou may apply configuration files to the switch immediately, or you can specify atimer session. In atimer
session, you schedule afile to be applied in the future at a specific date and time or after a specific period
of time has passed (like a countdown). Timer sessions are very useful for certain management tasks, espe-
cialy synchronized batch updates.

« For information on applying afile immediately, refer to “ Setting a File for Immediate Application” on
page 7-4.

« For information on applying afile at a specified date and time, refer to “ Setting an Application Session
for aDate and Time” on page 7-4.

« For information on applying afile after a specified period of time has elapsed, refer to “ Setting an
Application Session for a Specified Time Period” on page 7-5.
Verifying a Timed Session

To verify that atimed session is running, use the show configuration status command. The following
displays where the timed session was set using the configuration apply qos pol at 11:30 october 31
syntax.

-> show configuration status
File configuration <gos pol>: scheduled at 01/10/31 11:30

Note. Only one session at atime can be scheduled on the switch. If two sessions are set, the last one will
overwrite the first. Before you schedule a timed session you must use the show configuration status
command to see if another session is already running.

The following displays where the timed session was set on March 10, 2002 at 01:00 using the
configuration apply group_config in 6:10 syntax.

-> show configuration status
File configuration <group config>: scheduled at 03/10/02 07:10
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Canceling a Timed Session

Y ou may cancel apending timed session by using the configuration cancel command. To confirm that
your timer session has been canceled, use the show configuration status command. The following will

display.

-> configuration cancel
-> show configuration status
File configuration: none scheduled

For more details about the CLI commands used to apply configuration files or to use timer sessions, refer
to “Configuration File Manager Commands’ in the OmniSwitch AOS Release 6 CLI Reference Guide.

Configuration File Error Reporting

If you apply aconfiguration file to the switch that contains significant errors, the application may not
work. In this case, the switch will indicate the number of errors detected and print the errorsinto atext file
that will appear in the /flash directory. The following display will result where the cfg_txt file contains
three errors.

-> configuration apply cfg file
Errors: 3
Log file name: cfg txt.l.err

In this case, the error message indicates that the application attempt was unsuccessful. It also indicates that
the switch wrote log messages into afile named cfg_txt.1.err, which now appearsin your /flash direc-
tory. To view the contents of a generated error file, use the view command. For example, view
cfg_txt.l.err.

Note. The keyword, authkey, along with arelated alpha-numeric text string, are automatically included in
many snapshot files (e.g., configuration snapshot all). The text string following the authkey keyword
represents alogin password that has been encrypted twice. (The first encryption occurs when a password
isfirst created by a user; the second encryption occurs when a configuration snapshot is taken.) This dual
encryption further enhances switch security. However, it isimportant to note that any configuration file
(including a generated snapshot) that includes this dual-encrypted password information will result in an
error whenever it is applied to the switch viathe configuration apply command. Thisisavalid switch
function and does not represent a significant problem. If an authkey-related error is the only error
detected, simply remove all authkey-related syntax using atext editor. If a new password is required for
the switch, include valid password syntax in the configuration file or immediately issue a new password
using the password command at the command prompt.

For more information on configuration snapshots, refer to “ Creating Snapshot Configuration Files” on
page 7-10. For more information on passwords, refer to “ User-Configured Password” on page 9-13.

Note. When you enter acommand using debug set or debug show keyword syntax, the switch writes the
command output to a separate file that also ends with the .err extension. This does not mean that a config-
uration apply error has occurred; it is merely the switch’s standard method for displaying debug set or
debug show command output.
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Setting the Error File Limit

The number of files ending with the .err extension present in the switch’s /flash directory is set with the

configuration error-file limit command. Y ou can set the switch to allow up to 25 error filesin the /flash
directory. Once the error file limit has been reached, the next error file generated will cause the error file

with the oldest time stamp to be deleted. The following command sets the error file limit to 5 files:

-> configuration error-file limit 5

If you need to save files with the .err extension, you can either rename them so they no longer end with
the .err extension or you may move them to another directory.

Note. The default error file limit is one file. Unless you set the error file limit to a higher number, any
subsequent error file will cause any existing error file to be overwritten.

Syntax Checking

The configuration syntax check command is used to detect potential syntax errors contained in a
configuration file beforeit is applied to the switch. It is recommended that you check all configuration
filesfor syntax errors before applying them to your switch.

To run asyntax check on a configuration file, use the configuration syntax check command.
For example:

-> configuration syntax check asc.l.snap
Errors: 3
Log file name: check asc.l.snap.l.err

In this example, the proposed asc.1.snap configuration file contains three errors. As with the
configuration apply command, an error file (.err) is automatically generated by the switch whenever
an error is detected. By default, thisfileis placed in the root /flash directory.

Note. The syntax, mac alloc, is automatically included in many snapshot files (e.g., configuration
snapshot all). All mac alloc-related syntax is valid during switch boot up only (that is, it cannot be
applied while the switch isin run-time operation). Because snapshot files are commonly used as
configuration files, syntax checks may detect mac alloc syntax and issue an error (along with a generated
err file).

Thisisavalid switch function and does not represent a significant problem. If amac alloc-related error is
the only error detected, simply remove the syntax using a text editor, then re-check the file using the
configuration syntax check command.

If aconfiguration file islocated in another directory, be sure to specify the full path. For example:

-> configuration syntax check /flash/working/asc.l.snap

Viewing Generated Error File Contents

For error details, you can view the contents of a generated error file. To view the contents of an error file,
use the more command. For example:

-> more asc.l.snap.l.err

For more information, refer to “ Displaying a Text File” on page 7-9.
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Verbaose M ode Syntax Checking

When verbose is specified in the command line, al syntax contained in the configuration file is printed to
the console, even if no error is detected. (When verbose is not specified in the command line, cursory
information—number of errors and error log file name—will be printed to the console only if a syntax or
configuration error is detected.)

To specify verbose mode, enter the ver bose keyword at the end of the command line. For example:

-> configuration syntax check asc.l.snap verbose

Displaying a Text File

The more command allows you to view atext file one screen at atime. Use this command with the
desired filename. Specifying a path is optional. The following command will display the textfile.rtf text
filelocated in the /flash/working directory.

-> more /flash/working/textfile.rtf

The switch will display the file text on your terminal screen until the entire screen isfull. After that, when
you press Enter, the switch will scroll the file text until it fills up another screen or until the end of thefile.

The mor e mode assumes a screen that is 80 columns wide and 24 lines long.

Text Editing on the Switch

The switch software includes a standard UNIX-type line editor called “Vi”. The Vi editor is available on
most UNIX systems. No attempt is being made to document Vi in this manual because information onitis
freely available on the Internet.

Invoke the “Vi” Editor

Y ou can invoke the Vi editor from the command line. Use the following syntax to view the switchlog.txt
file located in the /flash/working directory:

-> vi /flash/working switchlog.txt
Y ou can invoke the Vi editor in read-only mode by using the following syntax.
-> view

To exit the Vi editor, use the Cap ZZ key sequence.
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Creating Snapshot Configuration Files

You can generate alist of configurations currently running on the switch by using the configuration
snapshot command. A snapshot is atext file that lists commands issued to the switch during the current
login session.

Note. A user must have read and write permission for the configuration family of commands to generate a
snapshot file for those commands. See the * Switch Security” chapter of this manual for further informa-
tion on permissions to specific command families.

Snapshot Feature List

Y ou can specify the snapshot file so that it will capture the CLI commands for one or more switch features
or for al network features. To generate a snapshot file for all network features, use the following syntax:

-> configuration snapshot all

To generate a snapshot file for specific features, select the appropriate syntax from the following list.

Snapshot Keywords

802.1Q ipmr rip

aaa ip-helper ripng
aip interface rdp

all ip-routing session
bridge linkagg snmp
chassis module stp
health ntp system
ip pmm vlan
ipms policy webmgt
ipv6 gos

Y ou may enter more than one network feature in the command line. Separate each feature with a space
(and no comma). The following command will generate a snapshot file listing current configurations for
the vlan, qos, and snmp command families.

-> configuration snapshot vlan gos snmp

Y ou can verify that a new snapshot fileis created by using the Is command to list all filesin the /flash
directory.

page 7-10 OmniSwitch AOS Release 6 Switch Management Guide  December 2017



Working With Configuration Files Creating Snapshot Configuration Files

User-Defined Naming Options

When the snapshot syntax does not include a file name, the snapshot file is created using the default file
name asc.n.snap. Here, the n character holds the place of a number indicating the order in which the
snapshot file name is generated. For example, the following syntax may generate a file named asc.1.snap.

-> configuration snapshot all

Subsequent snapshot files without a name specified in the command syntax will become asc.2.snap,
asc.3.snap, and so on.

The following command produces a snapshot file with the name testfile.snap.

-> configuration snapshot testfile.snap

Editing Snapshot Files

Snapshot files can be viewed, edited and reused as a configuration file. Y ou also have the option of editing
the snapshot file directly using the switch’s Vi text editor or you may upload the snapshot file to a text
editing software application on your workstation.

The snapshot file contains both command lines and comment lines. Y ou can identify the comment lines
because they each begin with the exclamation point (!) character. Comment lines are ignored by the switch
when a snapshot file is being applied. Comment lines are located at the beginning of the snapshot file to
form a sort of header. They also appear intermittently throughout the file to identify switch features or
applications that apply to the commands that follow them.
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Example Snapshot File Text

The following isthe text of a sample snapshot file created with the configur ation snapshot all command.

! Chassis

system name FujiCmm

mac alloc 91 0 1 00:d0:95:6b:09:41
! Configuration:

! VLAN

! VLAN SL:

! IP

ip service all

icmp unreachable net-unreachable disable
ip interface "vlan-1" address 10.255.211.70 mask 255.255.255.192 vlan 1 mtu 1500
ifindex 1

! IPMS

! AAA

aaa authentication default "local"
aaa authentication console "local"
! PARTM

! 802.1x

! QOS

! Policy manager

| Session manager

! SNMP

snmp security no security

snmp community map mode off

! IP route manager

ip static-route 0.0.0.0 mask 0.0.0.0 gateway 10.255.211.65 metric 1
! RIP

! IP multicast

! IPvV6

! RIPng

! Health monitor

! Interface

! Link Aggregate

! VLAN AGG:

! 802.1Q

! Spanning tree

bridge mode 1x1

! Bridging

source-learning chassis hardware

! Bridging

! Port mirroring

! UDP Relay

! Server load balance

! System service

! Web

! AMAP

! GMAP

! Module

! Lan Power

! NTP

! RDP
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This file shows configuration settings for the Chassis, IP, AAA, SNMP, |P route manager, Spanning tree,
and Bridging services. Each of these services have configuration commands listed under their heading. All
other switch services and applications are either not being using or are using default settings.
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Verifying File Configuration

Y ou can verify the content and the status of the switch’s configuration files with commands listed in the
following table.

show configuration status Displays whether there is a pending timer session scheduled for a con-
figuration file and indicates whether the running configuration and the
saved configuration files are identical or different. This command also
displays the number of error filesthat will be held in the flash directory.

show configuration snapshot  Generates a snapshot file of the switch’s non-default current running
configuration. A snapshot can be generated for al current network fea-
tures or for one or more specific network features. A snapshot isasin-

gletext file that can be viewed, edited, and reused as a configuration
file.

writeterminal Displays the switch’s current running configuration for al features.
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8 Managing Automatic
Remote Configuration
Download

The Automatic Remote Configuration feature enables:

¢ The automatic upgrade of firmware and/or configuration of an OmniSwitch without user intervention.

e The automated configuration of the switch on bootup, when the switch is connected to the network for

thefirst time.

¢ The automatic download and installation of the critical configuration bootup and image files.

In This Chapter

This chapter describes the Automatic Remote Configuration on OmniSwitch. The sectionsin this chapter
are:

“ Automatic Remote Configuration Specifications’ on page 8-2

“ Automatic Remote Configuration Defaults’ on page 8-3

“Quick Steps for Automatic Remote Configuration” on page 8-4
“Overview” on page 8-5

“Interaction With Other Features’ on page 8-8

“ Automatic Remote Configuration Download Process’ on page 8-9
“Download Component Files’ on page 8-12

“LACP Auto Detection and Automatic Link Aggregate Association” on page 8-16
“DHCP Client Auto-Configuration Process’ on page 8-17

“DHCP Server Preference” on page 8-18

“Nearest-Edge M ode Operation” on page 8-20

“Zero Touch License Upgrade” on page 8-22

“Troubleshooting” on page 8-23

For related information on the initial setup of the switch and switch file management, see the OmniSwitch
AOS Rel ease 6350/6450 Hardware Users Guide.
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Automatic Remote Configuration Specifications

Platforms Supported Omni Switch 6350, 6450

DHCP Specifications DHCP Server required
Temporary DHCP Client on VLAN 1 or VLAN 127
(DHCP client on VLAN 127 only works on combo and uplink

ports)
File Servers TFTP

FTP/SFTP
Clients supported TFTP

FTP/SFTP
Instruction file Maximum length of:

e Pathname; 255 characters
¢ Filename: 63 characters

Maximum length of username 15 characters
for FTP/SFTP file server.

Nearest Edge MAC Address 01:20:da:02:01:73

Feature Supported only on LACP Auto Detection and Link Aggregate

switch bootup in Remote Association (operates only on combo ports and uplink ports).
Configuration Load Mode (no

boot.cfg file present).

Unsupported Features: e |SSU and IPv6 are not supported.
e Upgrade of uboot, miniboot, or FPGA filesis not
supported.
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Automatic Remote Configuration Defaults

Description Default

Management VLAN VLAN 1

Untagged Management VLAN

DHCP broadcast VLAN VLAN 127

802.1q tagged VLAN

Default Auto Link Aggregate Creation Between VLAN 1 and VLAN 127
Instruction file Location: TFTP Server

File name: *.alu
(* represents any instruction filename)

Download location: /flash directory
Downloaded as atemporary file.

Configuration file File name: Any name
Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

Debug configuration file File name: AlcatelDebug.cfg
Location: FTP/SFTPITFTP Server

Download location: /flash/working directory

Script file File name: Any name
Location: FTP/SFTPITFTP Server

Download location: /flash/working directory

Firmware version 0S * * ROl
(*_* represents version number)

Firmware or image files File name extension: *.img
(* represents image filename)

Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

File download server Primary FTP/SFTP/TFTP Server
Backup server for file download Secondary FTP/SFTP/TFTP Server
Password for FTP/SFTP Server Same as username
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Quick Steps for Automatic Remote Configuration

1 Configure the DHCP server in the network to provide IP address, gateway, and TFTP server addresses
to the Omni Switch DHCP client.

2 Storetheinstruction file on the TFTP server.
3 Storethe configuration, image, and script files on the primary and/or secondary FTP/SFTP servers.

4 When the OmniSwitch isintegrated in to the network as a new device with no boot.cfg filein the
working directory, the automatic remote configuration processis initiated.

5 A DHCPclient isautomatically configured on the OmniSwitch. The OmniSwitch obtains IP address
information, TFTP server address, instruction file name, and location from the DHCP server through the
DHCP client.

6 The OmniSwitch downloads the instruction file from the TFTP server. The instruction file contains the
file names and file locations of the configuration, image, and script files.

7 The OmniSwitch downloads the image files from the FTP/SFTP server if necessary.

8 The OmniSwitch downloads the configuration file from the FTP/SFTP server, if available, and savesit
asthe boot.cfg filein the /flash/working/ directory. If no script file is downloaded, the switch reboots
applying the downloaded configuration file and the automatic configuration process is complete.

9 The OmniSwitch downloads the script file, if available, from the FTP/SFTP server and runs the
commands in the script file.

Note.

e |f the script fileis not specified in the instruction file, or if it is not properly downloaded, then the
Remote Configuration Manager software automatically initiates areload working no
rollback-timeout command after firmware or bootup configuration files are downl oaded.

e [f awrite memory command is used in the script file, then it overwrites the boot.cfg file. Hence, if the
script file is downloaded along with the bootup configuration file, then the script file must not contain
the write memory command.

e |f aboot.cfgisaready present in the working directory of the switch, Automatic Remote
Configuration Download does not occur.
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Overview

The Automatic Remote Configuration feature provides the advantage of automatic download and

installation of critical configuration and image files at initial bootup or when firmware upgrade is required
for the Omni Switch.

Automatic Remote Configuration download occurs when:

¢ Thereisno bootup configuration file (boot.cfg) in the working directory of the switch.

e During atakeover or reboot on the new Primary unit or CMM.

e Theinitialization process of the switch is complete and the network interfaces or ports are ready.

e Thereisconnectivity with a DHCP server through the default VLAN 1 or through atagged VLAN 127
from a Management Switch using the Nearest-Edge mode operation.

¢ Thereis connectivity with TFTP file server.

The following sections provide more information about the automatic configuration and download
process.

Basic Operation

Automatic remote configuration process is initialized on the OmniSwitch if the boot.cfg fileis not found
in the working directory of the switch.

The following illustration shows the basic setup required for Automatic Remote Configuration Download
operation.

Provides Switch IP, TFTP server IP
and instruction file name

VLAN 1 > Networ k
with Router
or Gateway

Alcatel-Lucent
OmniSwitch

Stores the instruction file.
the config
file and firmware.

FTP/SFTP Server

Stores the firmware and
configuration for secure access

Basic Network Components for Automatic Remote Configuration Download
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Network Components
The network components required for the Automatic Remote Configuration download process are:

e DHCP server (mandatory)

TFTPfile server (mandatory)
e Primary FTP/SFTP server (mandatory)
e Secondary FTP/SFTP server (optional)

e Management Switch (only required for Nearest-Edge Mode)

Information Provided by DHCP Server

When the network interfaces or ports on the switch are ready, a DHCP client is automatically configured
on any available tagged or untagged VLAN. For details on the DHCP client auto-configuration, see
“DHCP Client Auto-Configuration Process’ on page 8-17. The following information is acquired from the
DHCP server, after a connection is established:

IP address of the Network Gateway or Router.
TFTPfile server address.

e [nstruction file name and location.

e Dynamic | P address for the OmniSwitch (valid only for initial bootup process).

Information Provided by Instruction File

The TFTP server address information is received from the DHCP server. The Omni Switch downloads the
instruction file from the TFTP server. The instruction file provides the following information:

e Firmware version and file location.
e Configuration file name and location.

¢ Debug configuration file name and location.

Script file name and location.
e Primary FTP/SFTP file server address/ type / username.
e Secondary FTP/SFTP file server address / type / username.

For more details on all the component files downloaded during the automatic remote configuration
download process, see - “Download Component Files” on page 8-12.

page 8-6 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Managing Automatic Remote Configuration Download Overview

File Servers and Download Process
The download process from the file serversis asfollows:

1 The username required to connect to the FTP/SFTP enabled serversis provided in the instruction file.
The password required to connect to the servers is same as the username.

2 Therequired files mentioned in the instruction file are downloaded from the primary FTP/SFTP file
server.

3 If the configuration, debug and script file names are specified in the instruction file, then they are
downloaded to the /flash/wor king directory of the switch.

4 The Remote Configuration Manager now compares the current firmware version on the switch to the
one mentioned in the instruction file. If the firmware version is different, then firmware upgrade is
performed.

5 The new firmware or image files are downloaded to the working directory of the switch.

Note. If the primary server isdown or if thereis any failure in downloading the files from the primary file
server, then a connection is established with the secondary file server. The secondary file server is used for
file download.

6 All therequired files are downloaded.

Note. If a specific filename (for firmware and configuration/debug/script files) is not found, an error is
logged. The download process continues with the next availablefile. File transfer is tried three times and
if file transfer dtill fails, an error islogged, and download processis stopped. In such instances, the
working folder of the switch will contain an incomplete set of image files, configuration, debug, or script
files. For details on troubleshooting under such instances, see - “ Troubleshooting” on page 8-23

7 Now, the DHCP client configured on the related VLAN is removed.

8 The script file is downloaded and the commands in the script file are run. All the commandsin the
script file are implemented on the switch in the order specified.

For other detailed steps that are part of the automatic remote configuration download process, see
“ Automatic Remote Configuration Download Process’ on page 8-9

LED Status

The LED status during different stages of the Automatic Remote Configuration download processis as
follows:

e DHCP phase: OK LED isflashing green
e DHCP |ease obtained: OK LED issolid green
e DHCP phase stopped by console login: OK LED is solid green.
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Interaction With Other Features

This section contains important information about how other OmniSwitch features interact with
Automatic Remote Configuration. Refer to the specific sectionsif required, to get detailed
information about the feature interaction process.

UDP/DHCP Relay

Interaction with UDP/DHCP Relay is required for the following processes, to support Automatic Remote
Configuration:

¢ All the DHCP responses from the DHCP server are processed. The | P address, mask, and gateway
details are processed

e Toacquire Option (66) and Option(67) information - the TFTP Server name and Boot file name
areretrieved.

For details on DHCP interaction see the section “DHCP Client Auto-Configuration Process’ on page 8-17

QoS

Interaction with QoS is required for the following processes, to support Auto Remote Configuration:
e Policy control lists (PCLSs) are created to trap LLDP packets.
e PCLsare deleted after the required processing for Nearest-Edge Maode operation.

802.1Q
For 802.1Q tagging is applied interaction is required for Nearest Edge Mode operation

LLDP

In Nearest-Edge Mode operation LLDP packets carry and provide the advertised VLAN ID to the Access
Omni Switches running Auto Remote Configuration download.

Dynamic Link Aggregation (LACP)

Interaction with LACP is required for the following processes, to support Automatic Remote
Configuration:

To detect LACP PDU from the peer device on combo/uplink ports

To enable the auto link aggregate creation after receiving LACP message

Thelink aggregate is associated as atagged member of VLAN 127 and VLAN 1.

On completion of the Automatic Download and configuration process, the automatic link aggregate is
disabled and al port associations are deleted.
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Automatic Remote Configuration Download
Process

The automatic remote configuration process is initialized when an OmniSwitch isintegrated in to the
network as a new device or when afirmware and configuration upgradeis required.

If the automatic configuration download processis not performed completely on the switch, manual
intervention is required. For details on troubleshooting techniques under such instances, see
“Troubleshooting” on page 8-23

The detailed process of Automatic Remote Configuration Download performed on the OmniSwitch is as
follows:

1 When the switch isintegrated in to the network as a new device with no boot.cfg file, then Automatic
Remote Configuration is performed on the switch.

2 The Remote Configuration Manager on OmniSwitch configures alink aggregate automatically when a
LACP PDU is detected on combo or uplink ports on the switch during Automatic Remote Configuration.
For details, see the following section “LACP Auto Detection and Automatic Link Aggregate Association”
on page 8-16

3 A DHCPclient isautomatically configured first on the default VLAN at switch boot up. OmniSwitch
then uses different methods of DHCP client configuration until connection to a DHCP Server is obtained.
For details, see the following section “DHCP Client Auto-Configuration Process’ on page 8-17

4 The DHCP client looks for the OXO DHCP server response to provide preference to the desired OXO
DHCP server. For details, see the following section “DHCP Server Preference” on page 8-18

5 The DHCP client obtains the switch |P address information from the DHCP server.
6 The DHCP client obtains the TFTP server | P address from the DHCP server using Option (66).

7 The DHCP client obtains the instruction file name and location from the DHCP server using Option
(67).

8 SSH accessis automatically enabled to allow remote access in case the automatic configuration
process fails.

9 Theinstruction file with the .alu extension is downloaded from the TFTP server to the /flash/working
directory of the OmniSwitch.

10 |If available, the configuration, script, and images files are downloaded from the FTP or SFTP serv-
ers. The password used to connect to the FTP/SFTP serversis same as the username.

11 |If available, the switch compares the firmware version available on the switch with the firmware
version in theinstruction file. If the firmware versions are different, then the new firmware is downloaded
in to the /flash/working directory.

12 |If available, the downloaded configuration file is saved as the boot.cfg file in the /flash/working
directory and the switch is rebooted completing the auto configuration process (a reboot occurs only if no
script file is downloaded).

13 If available, commands in the script file are run and the DHCP client configuration is automatically
removed on the default VLAN 1.
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Process lllustration

The following flowchart represents the automatic remote configuration download process in detail.
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Illustration of Automatic Remote Configuration Process
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Additional Process Notes

1 Once the switch obtains an | P interface from the DHCP server, remote access through SSH is
automatically configured to allow remote access in case of any download errors during the Auto
Configuration process.

Note. It is not recommended to have the write memory command in the script file if aconfiguration file
is downloaded. This causes the boot.cfg file to be overwritten with the commands in the script file.

2 After the successful download of the script file, the DHCP P interface is automatically deleted.
However, SSH access remains enabled. Use the no aaa authentication ssh command to disable SSH
connectivity if desired.
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Download Component Files

This section provides the details of the files downloaded and how they are utilized during the automatic
configuration process. The main component files are:

e [nstruction file-Theinstruction fileistheinitial file required for the automatic remote configuration
process to occur. The instruction fileis stored in the TFTP server with the .alu extension. For further
details, see“Instruction File” on page 8-12

e Firmwar e upgradefiles- The firmware files or image files differ for different OmniSwitch
platforms. These image files contain executable code, which provides support for the system, Ethernet
ports, and network functions. For further details, see “Firmware Upgrade Files’ on page 8-14

e Bootup configuration file - The file contains bootup configuration information for the switch. The
bootup configuration file stores the network configuration parameters. For further details, see “ Bootup
Configuration File” on page 8-14

e Debug Configuration file - The debug configuration file stores the default debug configuration
information. For further details, see “Debug Configuration File’ on page 8-15

e Script file- The script file consists of commands to be performed on the switch so that
appropriate actions can be taken on the downloaded files. For further details, see “ Script File” on
page 8-15

Instruction File

Theinstruction file isthe initial file required for automatic remote configuration process to occur. The
instruction fileis stored in the TFTP server with the .alu extension.

Theinstruction file contains user information such as switch ID, file version, firmware version, image
file names and location, configuration file (boot.cfg) name and location, script file name and location,
FTP/SFTP server |P address, username and password to connect to the FTP/SFTP server.

The TFTP server | P address and instruction filename details are received from the DHCP server by the
DHCP client on the OmniSwitch.

Theinstruction file is downloaded from the TFTP server and stored in the /flash/wor king directory of the
switch.

Note.

e [f an error or failure occurs during the file transfer, the transfer processis retried up to three times. If
file transfer and download are not successful, the automatic remote configuration processis halted and
the switch is made available remotely using SSH.

e All contents of theinstruction file are stored in the switch log (swlog.log) file as evidence of the last
Automatic Remote Configuration download.
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Instruction File Syntax

Theinstruction file is a text file containing the following information:

Header

Contains user information such as switch ID, file version, and so on.
Header text is atype of comment.

Comments

Comments provide additional information for better user readability.
These lines are ignored during the remote configuration download
process.

Firmware version and file
location

Image files required for firmware upgrade.

Configuration file name and
location

Thefile containing the configuration for the switch, thisfileis saved as
the boot.cfg file in the /flash/working directory.

Debug file name and location

The AlcatelDebug.cfg containing additional debug configuration
commands

Script file name and location

The script file containing commands to be implemented on the switch.

Primary file server address/
protocol/username

The primary file server from which the required files are
downloaded. The specified protocol and usernameis used for the
download.

Secondary file server address/
protocol/username

The secondary file server from which the required files are downl oaded
if the connection to primary file server fails. The specified protocol and
username are used for the download.

Example

The instruction file has the Keyword:VVa ue format as shown below:

Firmware version:0S_6_7_ 2 12 RO1

Firmware location:/home/ftpboot

! Configuration file

!1Config filename:vcboot.cfg

Config filename:boot.cfg
!Config filename:None

Config location:/home/ftpboot

! Setup File

1VC setup config filename:vcsetup.cfg
1VC setup config location:/home/ftpboot

! Script file

!Script filename:default_script.txt
1Script location:/home/ftpboot

! License filename

!License filename:swlicense.dat
ILicense location:/home/ftpboot/license

! Directory name
!Directory name:working
Directory name:working

IDirectory name:certified

! Primary File Server
Primary server:120.1.1.1
Primary protocol:FTP
Primary user:admin

! Secondary File Server

!Secondary server:15.1.1.2

!Secondary protocol:FTP
!|Secondary user:admin
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Instruction File Usage Guidelines

e Theinstruction file is case sensitive and can contain only the keywords provided in the instruction file
output example.

¢ The keywords can be placed in any order.

¢ |f the Keyword:Value format isincorrect, the information on that lineis discarded.
e Firmware version must be provided in the format as specified in the example.

e Pathnames provided must contain the complete path to the file location.

e |f any fileisnot required, the valueis provided as “None”. For example, if adebug configuration fileis
not required to be downloaded, the instruction file syntax is as follows:

Debug filename:None

Debug location:None
¢ The header lineisthefirst line of the instruction file and begins with “!” character.
¢ Header line contents are logged to the switch log along with the other contents of the instruction file.

¢ The header and comment lines begin with “!” character.

Firmware Upgrade Files
Firmware files are a'so known as image files. These files have the .img extension.

Firmware files are different for each OmniSwitch platform. The relevant firmware files are downloaded
from the location mentioned in the instruction file. The filenames of the firmware files must exactly match
the files which are to be downloaded. The filenames are in the * 0s.img, *base.img, *en.img format, where
*canbe'J, ‘K’, ‘K2, ‘K2I’, or ‘G’ based on the OmniSwitch product. Modified filenames are not recog-
nized.

Details about the different firmware files and file names can be found in the Available Image Files section
in “Managing System Files” on page 1-1.

Firmware files are downloaded only when the firmware version in the instruction file is higher than the
firmware version present on the switch.

Bootup Configuration File

The bootup configuration (boot.cfg) fileis not present during the initial bootup process when anew switch
isintegrated in to the network. The boot.cfg file is automatically generated and stored in the
[flash/working directory when awrite memory command isissued.

During the automatic remote configuration process, the bootup configuration file is downloaded from the
FTP/SFTP server and stored as boot.cfg in the /flash/working directory of the switch.

If no script file is downloaded, the switch boots up normally according to the configurations specified in
the boot.cfg file when the remote configuration download process is compl eted.
Bootup Configuration File Usage Guidelines

If configuring an AAA server authentication key in the boot.cfg file the encrypted value of the key must
be stored in the boot.cfg file. To get the encrypted value first enter the key using the CLI and then use the
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show configuration snapshot command to get the encrypted value. This encrypted value can then be can
used in the boot.cfg file for Remote Configuration Download.

Debug Configuration File

The debug configuration file is used for setting specific Omni Switch settings and must only be used as
directed by Service and Support. During the automatic remote configuration process, the debug
configuration file is downloaded with the filename Alcatel Debug.cfg.

Script File

The script file is downloaded and stored with the same name in the /flash/wor king directory. The script
file contains the commands to be implemented on the switch after running the configuration file.

If aconfiguration fileis not available, the script file can be used to configure the switch dynamically with-
out aboot.cfg file.

Script File Example

vlan 100 enable name "VLAN 100"

vlan 100 port default 1/1

write memory

Script File Usage Guidelines
o After the script file is downloaded the switch does not automatically reboot.

e [f awrite memory command is used in the script file, then it overwrites the boot.cfg file. Hence, the
script file must not contain the write memory command if it is downloaded along with the
configuration file.

e |f any script file command fails, it islogged in to afile*.err (* isthe script file name) in the /flash
directory and the remaining commands are implemented.

¢ |f the script file name mentioned in the instruction file is incorrect, then an error islogged in the switch
log or swlog.log file.
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LACP Auto Detection and Automatic Link

Aggregate Association

DHCP Server Association and DHCP Client creation works on fixed ports. When an OmniSwitch is newly
introduced to a network, an assigned peer network device detects this device as new. If the peer device has
alink aggregate configuration on the detecting port, then it sends LACP PDU to the newly connected
OmniSwitch. In such instances, LACP PDUs must be acknowledged by OmniSwitch. The Remote
Configuration Manager on OmniSwitch detects any LACP PDUs on combo or uplink ports and
configures a link aggregate automatically during Automatic Remote Configuration.

The following diagram illustrates the different network components required for Auto Remote
Configuration and LACP Auto Detection and Link Aggregate Association process

LACP
Handshake and Auto
Link Aggregate
7 Association
o i I —
[ = II/

| =

Alcatel-Lucent Peer Device

OmniSwitch

Provides Switch IP, TFTP server IP
and instruction file name

Networ k
with Router
or Gateway

Stores the instruction file.
optionally the config
file and firmware

Stores the firmware and
configuration for secure access

Network Componentsfor LACP Auto Detection and Link Aggregate Association
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LACP auto detection is enabled by default and operates only on the combo ports and uplink ports on
Omni Switch during the Automatic Remote Configuration stage.

1 When an OmniSwitch detects LACP PDUs from aremote peer connected through a combo or an
uplink port, it configures that port as a LACP port and starts LACP handshake with the peer device.

2 Thenewly formed LACP port is made a member of VLAN 127 and VLAN 1 and DHCP packets are
sent out through this LACP port.

3 Once the remote configuration download is complete on this LACP port, the switch configuration file
can automatically configure the required ports for the link aggregate.

4 After the processis completed, this automatic link aggregate and related associations are del eted.

Note. The LACP auto detection mode is not supported when the switch boots up in norma mode
(non-remote configuration load mode). The LACP configuration at the peer device must not be changed
once the automatic link aggregate is created using the parameters in the LACP PDU sent from the peer
device.

DHCP Client Auto-Configuration Process

The automatic remote configuration download feature supports three DHCP client configuration methods
to obtain an initial dynamic IP address from the DHCP server:

e Static DHCP client on untagged VLAN 1
e Dynamic DHCP client on tagged VLAN 127

¢ Dynamic DHCP client on LLDP tagged management VLAN

Note. Some Metro networks use a fixed tagged VLAN 127 for initia |P assignment. The
auto-configuration of Dynamic DHCP client on LLDP tagged management VLAN facilitates the
installation of OmniSwitch in such networks.

OmniSwitch creates a DHCP Client interface on:
e the default untagged VLAN 1 and then on tagged VLAN 127 dternatively

Or

¢ the Management VLAN being advertised in the LLDP PDUs sent by the Management Switch
configured in Nearest-Edge Maode.

See the “Nearest-Edge Mode Operation” on page 8-20 for additional information.

Note. OmniSwitch must have at least one port with connectivity to the DHCP server through
Management VLAN.
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If OmniSwitch receives LLDP PDUswith VLAN and port information from a Management switch in
nearest edge mode, then the DHCP client interface is moved to user defined LLDP management VLAN on
the network.

The detailed process of DHCP client auto-configuration on OmniSwitch is as follows:

1 At boot-up, theinitial DHCP client starts with untagged VLAN 1.The DHCP client waits for 30
seconds for aDHCP lease.

2 If theleaseis not obtained even after 30 seconds, the DHCP client is stopped on the untagged VLAN 1
and DHCP client is started on tagged VLAN 127. The DHCP client on tagged VLAN 127 waits for 30
seconds for aDHCP |ease.

3 If the DHCP client does not get the lease in 30 seconds, DHCP client moves back to untagged VLAN 1
and this process continues until it gets the DHCP lease on any one of the two VLANS.

4 If aLLDP that is advertising the management VLAN ID isreceived on any of the switch ports, the
initial DHCP client on untagged VLAN and tagged VLAN 127 is stopped and anew DHCP client is
started on this tagged management VLAN.

5 The DHCP Client created on tagged management VLAN waits infinitely to get alease.

Note.

If theinitial DHCP clients (untagged or VLAN 127) obtains an IP |ease, the LLDP detection mechanismis
disabled to prevent the switch from starting a new DHCP client.

DHCP client is automatically stopped once a user logs in the switch through console port before getting
the DHCP lease. This condition applies for any type of DHCP client (untagged, tagged 127 or tagged with
LLDP associated management VLAN).

Once the DHCP client gets the |ease, the Remote Config process does not stop even if the user logs on to
the switch through console port.

DHCP Server Preference

When RCL is running and the DHCP client is created, the following steps are followed in order to provide
preference to different DHCP servers. The preference for the VLAN 1 DHCP client is below:

1 OmniVista Server = VSI: alcatel.nms.ov2500

2 OXO DHCP Server = VS|: acatel .a4400.0

3 Other non-preferred DCHP Server

The following describes the DHCP client preference operation:

1 If aDHCPresponseisreceived onthe VLAN 1 DHCP client from a non-preferred DHCP server it will
be stored during the 30 second window allowing time for a DHCP response from a higher preference
server. Subsequent responses from non-preferred DHCP servers will be dropped.

2 |f aDHCPresponseisreceived onthe VLAN 1 DHCP client from an OXO DHCP server it will over-
write any non-preferred DHCP response. The response will be stored during the 30 second window allow-
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ing time for a DHCP response from an OmniVista server. Subsequent responses from any OXO DHCP
servers or non-preferred DHCP servers will be dropped.

3 If aDHCPresponseisreceived onthe VLAN 1 DHCP client from an OmniVista DHCP server it will
overwrite any existing DHCP responses and be applied immediately.

4 If aDHCP responseisreceived onthe VLAN 127 DHCP client it will be applied immediately regard-
less of which DHCP server it was received from. Receiving a DHCP response on VLAN 127 indicates
there was no response received on VLAN 1 from any preferred DHCP server.

5 If any VLAN ID isreceived from LLDP during the DHCP process and no response has been received
from an OmniVistaor OXO server, then the DHCP client on VLAN 1 or on VLAN 127 isdeleted and a
DHCP client gets created on management VLAN received from LLDP.

Note:
- A DHCP server should be configured and have connectivity the switch during the initial boot-up.

- The RCL process may be delayed while waiting for a preferred server.

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 8-19



NearestEdge Mode Operation Managing Automatic Remote Configuration Download

Nearest-Edge Mode Operation

In order for the network to propagate Nearest-Edge mode LLDP PDUs a Management Switch must be
configured to send the LLDP PDUs with the Management VLAN information. Additionally, the peer
switches are automatically configured to process the Nearest-Edge Mode LLDP PDU frames by the
Automatic Configuration Download feature.

An OmniSwitch running the Automatic Remote Configuration feature is automatically enabled to process
LLDP PDUs with the unique Nearest-Edge destination MAC address. In Nearest-Edge mode the
Management Omni Switch uses a unique MAC address when sending LLDP PDUs. The network OmniS-
witch also looks for these unique packets to determine a Management VLAN. It then creates a DHCP
client interface on that tagged VLAN.

LLDP Transmission from Management Switch

¢ The Management Switch is configured to use the Nearest-Edge Mode MAC address using the lldp
destination mac-address command and is connected to the network using an untagged interface.

e | LDPisconfigured on the untagged port of the Management Switch so that the LLDP PDUs are sent
with the Management VLAN information.

e TheLLDP interval must not be set higher than 30 seconds (default).

¢ The Management Switch sends LLDP PDUs on the untagged interface with the MAC address of
01:20:DA:02:01:73.

LLDP Propagation through Network

These LLDP PDUs are propagated throughout the network as normal L2 multicast frames, eventually
reaching the Access Switch.

LLDP Reception by Access Switch

The Automatic Configuration Download feature enables the processing of the Nearest-edge LLDP PDUs
by default.

Nearest-Edge Mode Configuration Example

Management Switch

The Management Switch is connected to the network using an untagged interface and is configured to use
the Nearest-edge Mode MAC address using the lldp destination mac-address command. LLDPis
configured on the untagged port of the Management Switch so that the LLDP PDUs are sent with the
Management VLAN information. The LLDP PDUs are sent on the untagged interface with the
Nearest-edge MAC address and propagated throughout the network eventually reaching the Access
Switch.

For example:
-> vlan 999 name “VLAN 999”
-> vlan 999 port default 1/1
-> 11dp destination mac-address nearest-edge

-> 11dp 1/1 tlv dotl vlan-name enable
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Access Switch

When used in conjunction with the Automatic Remote Configuration feature no configuration is neces-
sary on the Access OmniSwitches. Newly connected switches without a boot.cfg file receive the Nearest-
Edge LLDP PDUs, discover the Management VLAN, tag the port with that VLAN ID, and create a DHCP
client interface on the Management VLAN. This auto-configuration allows the DHCP client interface on
the Omni Switch to receive an | P address in the proper | P subnet.

Untagged Interface Untagged Interface
Vlan 999 Def VLAN = 939

) "~ Management {TBE BBl Management
— VLAN 999 Untagged 056450
PR %3 MACDA= 0120da020173
0S6450 Vian Name TLV
-VlanID = 999
-Vlan name = VLAN 999
im—— Tagged 999
LI e Interfaces
LLDP PDU
QaaAad Tagged 999
MACDA= 0120da020173
Vlan Name TLV
-=Vlan ID =999

-Vlan name =VLAN 999

=>Use VLAN 999 for DHCP Client

Example Near est-Edge Configuration
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Zero Touch License Upgrade

Some features like Omni Switch-Metro features require a software license for activation and are restricted
only to alicensed user. To activate licensed features, alicense serial number must be purchased along with
an authorization code from Alcatel-L ucent. The authorization code can then be used to generate alicense
file.

The Automatic Remote Configuration Download feature supports automatic license upgrade process for
remote devices. With Zero Touch License Upgrade, the metro features can be unlocked on each non-metro
switch in a network. The switches are automatically upgraded with the set license for atrial period. This
feature can be implemented by running a script file with the license unlock metro command.

Note. This upgrade procedure does not affect OmniSwitch Metro models as they already have the metro
features activated.

The metro features are activated on the switch for atrial period of 15 days. In order to get a permanent
license, the customer must identify the MAC address or serial number of the newly installed switchesin
the network and obtain the license file from the Alcatel-L ucent portal and install it.

Note. For detailed procedure on manual license upgrade see the Installing Software Licenses section in
the “Managing System Files’ chapter. Also see the different types of license upgrades available.

The reboot of the switch or stack occurs at the end of automatic remote configuration process.

If any of the switchesin the network already have the metro license installed, then the automatic license
upgrade does not occur. Specifically, the switch or stack does not reboot again.

Script File Example

For Zero Touch License Upgrade to occur, the script file must contain the license unlock metro
command. For details on the command see the OmniSwitch AOS Release 6 CLI Reference Guide.

vlan 100 enable name "VLAN 100"
vlan 100 port default 1/1
license unlock metro

write memory

reload working no rollback-timeout
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Troubleshooting

Due to errors during download, the automatic configuration process can halt, or the file download process
can be incomplete. The errors that occur during the automatic remote configuration download process are
displayed on the switch command prompt and also stored in switch log or the swlog.log file.

The following section provides information on some of the common errors that can occur during the
configuration download process and troubleshooting techniques to resolve these errors.

Error Resolution

If there are any issues downloading the required files for the auto configuration process the switch can be
reached using the DHCP client | P address and the SSH protocol for manual intervention or configuration.

Server Connection Failure and File Download Errors

Manual download of component filesis required when there is afailure in connecting to the servers or
when all the component files are not downloaded during the automatic remote configuration download
process.

Server connection failures can occur when:

e DHCP server is not reachable.

e TFTP server isnot reachable.

* Primary and secondary servers are not reachable.
File download errors can occur when:

e Filesare corrupted.

e Filelocations or names listed in the instruction file are incorrect.
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Error Description Table

The following table provides information on the common server connection failures and file download
errors that can occur during Automatic Remote Configuration:

Error Type Error Description
User Login User logged in via console, Auto-  DHCPclientisautomatically stopped only if
Auto-Config matic Remote configuration is auser logsin to the switch through console
Abort aborted. ;

port before getting the DHCP lease.
TFTPResponse 1Instruction File not Downloaded Instruction file not downloaded dueto TFTP
Timeout and the Max try 3 For TFTP reached. notreachable.
Primary/ Download of file: <File name and File download failure from primary server.
Sxﬁondary pathname> from Primary Server
Server Failed
Connection

Starting download of file: <File
name and pathname> from Secondary
Server

Download Failed - <File name and
pathname> using both Pri & Sec IP

File download failure from both primary and
secondary server.

File Download
and File
Location Errors

Transfer error <File name and
pathname>

Download failed for configuration
file <File name and pathname>

Not all image files are downloaded

Unable to download the firmware
version

Unable to download boot config file
Unable to download AlcatelDebug.cfg

Unable to download script file

File transfer failure.

Configuration file download failure.
Some of the image files are not downloaded.
File location errors occur when the

corresponding files are not available in the
locations as mentioned in the instruction file.

Script File Errors

The different types of script file errors and the troubleshooting techniques for such errors are as follows:

e |f any script file command fails, it islogged in to afile*.err (* isthe script file name) in the /flash
directory and the remaining commands are implemented. In such an instance, check the *.err file. The
script file commands can be manually implemented and debugged in the order specified in the script

file.

e |f the script file name mentioned in the instruction file isincorrect, then an error islogged in the switch
log or swlog.log file. In such an instance, check the swlog.log file. The script file can be downloaded
manually from the FTP/SFTP servers and implemented onto the Omni Switch.
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Error Description Table

The following error description table provides information about some of the common script file errors
that occur during Automatic Remote Configuration:

Error Type Error Description
Script File Download of Script file from Script file cannot be downloaded from the
Download Primary Server Failed primary server.
Starting download of Script file:
<File name and pathname> from
Secondary Server
Download failed - <File name and  Sgript file cannot be downloaded from both
pathname> using Pri and Sec IP primary and secondary server
Script File Unable to remove Instruction Instruction file cannot be removed from flash
Command file <File name and pathname> due to error in running the script file
Failure commands.

Error in executing the downloaded
script file

The downloaded script file cannot be run.
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9 Managing Switch User
Accounts

Switch user accounts can be set up locally on the switch for users to log into and manage the switch. The
accounts specify login information (combinations of usernames and passwords) and privilege or profile
information depending on the type of user.

The switch has several interfaces (console, Telnet, HTTP, FTP, Secure Shell, and SNMP) through which
users can access the switch. The switch can be set up to allow or deny access through any of these
interfaces. See Chapter 10, “Managing Switch Security,” for information about setting up management
interfaces.

In This Chapter

This chapter describes how to set up user accounts locally on the switch through the Command Line Inter-
face (CLI1). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwitch AOS Release 6 CLI Reference Guide.

This chapter provides an overview of user accounts. In addition, configuration procedures described in this
chapter include:

e “Creating aUser” on page 9-12.

e “Configuring Password Policy Settings’ on page 9-14.

» “Configuring Privileges for aUser” on page 9-21.

e “Setting Up SNMP Access for aUser Account” on page 9-22.
» “Setting Up End-User Profiles’ on page 9-25.

For information about enabling management interfaces on the switch, see Chapter 10, “Managing Switch
Security.”

For information about connecting a management station to the switch, see OmniSwitch AOS Release 6350/
6450 Hardware Users Guide.

User information can aso be configured on external serversin addition to, or instead of, user accounts
configured locally on the switch (except end-user profiles, which can only be configured on the switch).
For information about setting up external serversthat are configured with user information, see the
“Managing Authentication Servers’ chapter in the OmniSwitch AOS Release 6 Network Configuration
Guide.
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User Database Specifications

Platforms Supported Omni Switch 6350, 6450
Maximum number of alphanumeric charactersin a 31
username

Maximum number of alphanumeric charactersin a 31
user password

Maximum number of alphanumeric charactersinan 32
end-user profile name

Maximum number of user accounts 64

Maximum number of end-user profiles 128

User Account Defaults

» Two user accounts are available on the switch by default: admin and default. For more information
about these accounts, see “ Startup Defaults” on page 9-6 and “ Default User Settings’ on page 9-9.

« New usersinherit the privileges of the default user if the specific privileges for the user are not config-
ured; the default user is modifiable.

» Password defaults are as follows:

Description Command Default
Minimum password length user password-size min 8 characters
Default password expiration for any  user passwor d-expiration disabled
user

Username is not allowed in pass- user password-policy cannot-con-  disabled
word. tain-username

Minimum number of uppercase char- user password-policy min-upper- 0 (disabled)
acters alowed in a password. case

Minimum number of lowercase char- user password-policy min-lower- 0 (disabled)
acters alowed in a password. case

Minimum number of base-10 digits user password-policy min-digit 0 (disabled)
allowed in a password.

Minimum number of non-alphanu-  user password-policy min-nonal- 0O (disabled)
meric charactersallowed inapasss pha
word.

Maximum number of old passwords user password-history 4
to retain in the password history.

Minimum number of days user is user password-min-age 0 (disabled)
blocked from changing password.
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* Global user account lockout defaults are as follows:

Parameter Description Command Default

Length of time during which failed  user lockout-window 0—all attempts are
login attempts are counted. counted

Length of time a user account user lockout-duration O—account remains
remains locked out of the switch locked until manually
before the account is automatically unlocked

unlocked.

Maximum number of failed login user lockout-threshold 0—no limit to the num-
attempts allowed during the lockout ber of failed login
window time period. attempts
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Overview of User Accounts

A user account includes alogin name, password, and user privileges. The account also includes privilege
or profile information, depending on the type of user account. There are two types of accounts. network
administrator accounts and end-user or customer login accounts.

Network administrator accounts are configured with user (sometimes called functional) privileges. These
privileges determine whether the user has read or write access to the switch and which command domains
and command families the user is authorized to execute on the switch.

Customer login accounts are configured with end-user profiles rather than functional privileges. Profiles
are configured separately and then attached to the user account. A profile specifies command ar eas to
which auser has access aswell as VLAN and/or port ranges to which the user has access.

The designation of particular command families/domains or command families for user accessis some-
times referred to as partitioned management. The privileges and profiles are sometimes referred to as
authorization.

Note. End-user command areas are different from the command domaing/families used for network
administrator accounts. In general, command areas are much more restricted groups of commands (see

page 9-25).

Functional privileges (network administration) and end-user profiles (customer login) are mutually exclu-

sive. Both types of users can exist on the switch, but any given user account can only be one type, network
administrator or customer login. The CLI in the switch prevents you from configuring both privileges and

aprofile for the same user.

End-user profiles also cannot be configured on an authentication server; however, users configured on an
external authentication server can have profile attributes, which the switch will attempt to match to
profiles configured locally.

If the user information is configured on an external server (rather than locally on the switch through the
CLI) with both functional privilege attributes and profile attributes, the user is seen by the switch as an
end-user and will attempt to match the profile name to a profile name configured on the switch. If thereis
no match, the user will not be able to log into the switch.

Note. For information about setting up user information on an authentication (AAA) server, seethe
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 6 Network Configuration
Guide.

Userstypically log into the switch through one of the following methods:

e Console port—A direct connection to the switch through the console port.
e Telnet—Any standard Telnet client can be used for logging into the switch.
« FTP—Any standard FTP client can be used for logging into the switch.

e HTTP—The switch has a Web browser management interface for userslogging in viaHTTP. This
management tool is called WebView.
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e Secure Shell—Any standard Secure Shell client can be used for logging into the switch.
¢ SNMP—Any standard SNMP browser can be used for logging into the switch.

For more information about connecting to the switch through one of these methods, see OmniSwitch AOS
Rel ease 6350/6450 Hardware Users Guide.

For information about setting up the switch to allow user access through these interfaces, see Chapter 10,
“Managing Switch Security.”
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Startup Defaults

By default, a single user management account is available at the first bootup of the switch. This account
has the following user name and password:

¢ user name—admin
e password—switch

Initially, the admin user can only be authorized on the switch through the console port. Management
access through any other interface is disabled. The Authenticated Switch Access commands can be used to
enabl e access through other interfaces or services (such as Telnet, HTTP). However, SNMP access is not
allowed for the admin user. The admin user cannot be modified, except for the password. SHA2 (SHA224
and SHA256) hashing algorithms can be configured for admin user.

Password expiration for the admin user is disabled by default. See “ Configuring Password Expiration” on
page 9-16.

In addition, another account, default, is available on the switch for default settings only; this account
cannot be used to log into the switch. It is used to store and modify default settings for new users.

Note. Up to 64 users can be configured in the local switch database.

To set up a user account, use the user command, which specifies the following:

» Password—The password is required for new users or when modifying a user’s SNMP access. The
password will not appear in an ASCII configuration file created via the snapshot command.

e Privileges—The user’s read and write access to command domains and families. See “ Configuring
Privilegesfor aUser” on page 9-21 for more details.

»  SNMP access—Whether or not the user is permitted to manage the switch via SNMP. See “ Setting Up
SNMP Access for a User Account” on page 9-22 for more details.

e End-User Profile—The user’ s read and write access to command areas, port ranges, and VLAN ranges,
used for customer login accounts. See “ Setting Up End-User Profiles’ on page 9-25.

Typicaly, options for the user (privileges or end-user profile; SNMP access) are configured at the same
time the user is created. An example of creating a user and setting access privileges for the account is
given here:

-> user thomas techpubs read-write domain-policy mdS5+des

For more details about command syntax, see the OmniSwitch AOS Release 6 CLI Reference Guide.
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Quick Steps for Network Administrator User Accounts

1 Configure the user with the relevant username and password. For example, to create a user called
thomas with a password of techpubs, enter the following:

-> user thomas password techpubs
For information about creating a user and setting up a password, see “ Creating a User” on page 9-12.

2 Configure the user privileges (and SNMP access) if the user must have privilegesthat are different than
those set up for the default user account. For example:

-> user thomas read-write domain-network ip-helper telnet

For information about the default user settings, see the next section. For information about setting up priv-
ileges, see“ Configuring Privileges for aUser” on page 9-21.

Note. Optional. To verify the user account, enter the show user command. The display is similar to the

following:
User name = admin,
Password expiration = None,
Password allow to be modified date = None,
Account lockout = None,
Password bad attempts =1,
Read Only for domains = None,
Read/Write for domains = All ,
Snmp allowed = NO

User name = default (*),

Password expiration = None,

Password allow to be modified date = None,
Account lockout = None,

Password bad attempts = 0,

Read Only for domains = None,

Read/Write for domains = None,

Snmp allowed = NO,

User name = public (*),

Password expiration = None,

Password allow to be modified date = None,
Account lockout = None,

Password bad attempts =0,

Read Only for domains = None,

Read/Write for domains = None,

Snmp allowed = NO,

(*)Note:

The default user is not an active user account.
It constains the default user account settings,
for new user accounts.

For more information about the show user command, see the OmniSwvitch AOS Release 6 CLI Reference
Guide.
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Quick Steps for Creating Customer Login User Accounts

1 Set up auser profile through the aaa admin-logout command. For example, configure a profile called
Profilel that specifies read-write access to the physical and basic-ip-routing command areas:

-> end-user profile Profilel read-write physical basic-ip-routing

2 Specify ports to which the profile will allow access. In this example, Profilel will be configured with
accessto portson slot 1 and slot 2.

-> end-user profile Profilel port-list 1/1-2 1/4-5 2/1-8

3 Specify VLANs or VLAN ranges to which the profile will alow access. In this example, Profilel will
be configured with accessto VLANS 3 through 8.

-> end-user profile Profilel vlan-range 3-8

Note. Optional. To verify the end-user profile, enter the show end-user profile command. The display is
similar to the following:

End user profile : Profilel
Area accessible with read and write rights :
physical,

basic ip routing,
Slot : 1, ports allowed : 1-2, 4-5
Slot : 2, ports allowed : 1-8
Vlian Id :
3-8

For more information about the show end-user profile command, see the OmniSwitch AOS Release 6 CLI
Reference Guide.

4 Associate the profile with a user account. Enter the user command with the relevant username and
password and specify Profilel. In this example, the user name is Customer 1 and the password is
my_passwd:

-> user Customerl password my passwd end-user profile Profilel

For more information about creating a user and setting up a password, see “ Creating a User” on page 9-12.
For information about creating end-user profiles, see “ Setting Up End-User Profiles’ on page 9-25.

Note. Optional. To verify the user account, enter the show user command. The display is similar to the
following:

User name = Customerl
END user profile Profilel
SNMP authentication = NONE, Snmp encryption = NONE

User name = default
END user profile Profile5
Snmp not allowed

For more information about the show user command, see the OmniSwitch AOS Release 6 CLI Reference
Guide.
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Default User Settings

The default user account on the switch is used for storing new user defaults for privileges and profile
information. This account does not include a password and cannot be used to log into the switch.

At the first switch startup, the default user account is configured for:
» No read or write access

* No SNMP access

¢ No end-user profile

Any new users created on the switch will inherit the privileges or the end-user profile of the default user
unless the user is configured with specific privileges or a profile.

The default user settings can be modified. Enter the user command with default as the user name. The
default user can only store default functional privileges or a default end-user profile. The default user
cannot be configured with both privileges and a profile.

The following example modifies the default user account with read-write accessto all CLI commands:
-> user default read-write all

In this example, any new user that is created will have read and write access to al CLI commands (unless
a specific privilege or SNMP accessis configured for the new user). For more information about configur-
ing privileges, see “ Setting Up End-User Profiles’ on page 9-25.

The privilege default is particularly important for users who are authenticated via an ACE/Server, which
only supplies username and password information; or for users who are authenticated viaa RADIUS or
LDAP server on which privileges are not configured. For more information about these servers, see the
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 6 Network Configuration
Guide.
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Account and Password Policy Settings

The switch includes global password settings that are used to implement and enforce password complex-
ity when a password is created, modified, and used. These user-configurable settings apply the following
password reguirements to all user accounts configured for the switch:

¢ Minimum password size

¢ Whether or not a password can contain the account username
¢ Minimum password character requirements

e Password expiration

e Password history

¢ Minimum password age

In addition to global password settings, the switch also includes global user lockout settings that deter-
mine when a user account is locked out of the switch and the length of time the user account remains
locked.

See “Configuring Password Policy Settings’ on page 9-14 and “ Configuring Global User Lockout
Settings’ on page 9-18 for more information.
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How User Settings Are Saved

Unlike other settings on the switch, user settings configured through the passwor d command are saved to
the switch configuration automatically. These settings are saved in real timein the local user database.

At bootup, the switch reads the database file for user information (rather than the boot.cfg file). The write
memory, copy running-config working, or configuration snapshot commands are not required to save
user or password settings over areboot.

Note. Password settings configured through the user passwor d-policy commands are not automatically
saved to the switch configuration.

For information about using the write memory, copy running-config wor king, and configur ation
snapshot commands, see Chapter 5, “Managing CMM Directory Content,” Chapter 7, “Working With
Configuration Files,” and the Omni Switch AOS Release 6 CLI Reference Guide.
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Creating a User

To create anew user, enter the user command with the desired username and password. Use the password
keyword. For example;

-> user thomas password techpubs

In this example, a user account with a user name of thomas and a password of techpubs s stored in the
local user database.

The password must be a string of non-repeating characters. The CLI uses the first occurrence of the char-
acter seriesto uniquely identify the password. For example, the password tpubtpub is the same as tpub. A
better password might be tpub3457.

Note. The exclamation point (!) is not avalid password character. In addition, specifying an asterisk (*) as
one or more charactersin apassword is allowed as long as every character is not an asterisk. For example,
password **123456** is allowed; password ******** jsnot allowed.

If privileges are not specified for the user, the user will inherit all of the privileges of the default user
account. See “Default User Settings’ on page 9-9.

The password does not display in clear text in an ASCII configuration file produced by the snapshot
command. Instead, it displaysin encrypted form. See Chapter 7, “Working With Configuration Files,” for
information about using the snapshot command.

While creating a user, passwor d-prompt option can be used with the ‘user’ command to configure the
password for the user. When this option is selected, a password prompt appears and the password can be
provided. Password needs to be re-entered, and only if both the passwords match, command is accepted.
Password provided in this mode is not displayed on the CLI as text.

For example,

-> user techpubs password-prompt
Password: ****x*x**

Re-enter password: **xxxxx**

Removing a User
To remove a user from the loca database, use the no form of the command:
-> no user thomas

The user account for thomas is removed from the local user database.
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User-Configured Password

Users can change their own passwords by using the password command. In this example, the current user
wants to change her password to my_passwd. Follow these steps to change the password:

1 Enter the password command. The system displays a prompt for the new password:

-> password
enter old password:

2 Enter the old password. (The password is concealed with asterisks.) A prompt displays for the new
password.

-> password
enter old password:***xxx*x**
enter new password:

3 Enter the desired password. The system then displays a prompt to verify the password.

-> password
enter old password:**xxxx*x*
enter new password: **kxkkkkk
reenter new password:

4 Enter the password again.

-> password
enter o0ld password:**x*x*k*
enter new password: **xxkkkxk
reenter new password: ****kkkxkx*

->

The password is now reset for the current user. At the next switch login, the user must enter the new pass-
word.

Note. A new password cannot be identical to the current password; it cannot be identical to any of the
three passwords that preceded the current password. Also, the exclamation point (!) is not avalid pass-
word character and specifying an asterisk (*) as one or more charactersin a password is allowed aslong as
every character is not an asterisk. For example, password **123456** is alowed; password ******** jg
not allowed.
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Configuring Password Policy Settings

The global password policy settings for the switch define the following requirements that are applied to all
user accounts:

¢ Minimum password size.

e Whether or not the password can contain the username.

«  The minimum number of uppercase characters required in a password.

e The minimum number of uppercase characters required in a password.

e The minimum number of base-10 digits required in a password.

e The minimum number of non-al phanumeric characters (symbols) required in a password.

e Password expiration.

« The maximum number of old passwords that are saved in the password history.

e The minimum number of days during which a user is not allowed to change their password.

Password policy settings are applied when a password is created or modified. The following subsections
describe how to configure these settings using CLI commands.

To view the current policy configuration, use the show user passwor d-policy command. For more infor-
mation about this command and those used in the configuration exampl es throughout this section, see the
OmniSwitch AOS Release 6 CLI Reference Guide.
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Setting a Minimum Password Size

The default minimum password length (or size) is 8 characters. To configure a minimum password size,
enter the user passwor d-size min command. For example:

-> user password-size min 10
The minimum length for any passwords configured for usersis now 10 characters.

The maximum password length is 31 characters.

Configuring the Username Password Exception

By default, specifying the username as all or part of a password is allowed. Use the user passwor d-policy
cannot-contain-user name command to block the ability to configure a password that contains the user-
name. For example:

-> user password-policy cannot-contain-username enable

Enabling this functionality prevents the user from specifying the username in the password that is config-
ured for the same user account. For example, the password for the account username of public can not
contain the word public in any part of the password. However, the username of another account is still
allowed.

Configuring Password Character Requirements

The character requirements specified in the global password policy determine the minimum number of
uppercase, lowercase, non-aphanumeric, and 10-base digit characters required in all passwords. These
requirements are configured using the following user passwor d-policy commands:

Command Configures...

user password-policy min-upper case The minimum number of uppercase characters
required in all passwords.

user password-policy min-lower case The minimum number of lowercase characters
required in all passwords.

user password-policy min-digit The minimum number of base-10 digits required
in all passwords.

user password-policy min-nonalpha The minimum number of non-a phanumeric char-
acters (symbols) required in al passwords.

Specifying zero with any of the these commands disables the requirement. For example, if the number of
minimum uppercase charactersis set to zero (the default), then there is no requirement for a password to
contain any uppercase characters.
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Configuring Password Expiration

By default, password expiration is disabled on the switch. A global default password expiration can be
specified for all users or password expiration can be set for an individual user.

Note. When the current user’ s password has less than one week before expiration, the switch will display
an expiration warning after login.

If auser’s password expires, the user will be unable to log into the switch through any interface; the
admin user must reset the user’ s password. If the admin user’s password expires, the admin user will have
access to the switch through the consol e port with the currently configured password.

Default Password Expiration

To set password expiration globally, use the user passwor d-expiration command with the desired
number of days; the allowable rangeis 1 to 150 days. For example:

-> user password-expiration 3

The default password expiration is now set to three days. All user passwords on the switch will be set or
reset with the three-day expiration. If an individual user was configured with a different expiration, the
expiration will be reset to the global value.

The expiration is based on the switch system date/time and date/time the user passwor d-expiration
command is entered. For example, if auser is configured with a password expiration of 10 days, but the
global setting is 20 days, that user’s password will expirein 10 days.

To disable the default password expiration, use the user passwor d-expiration command with the disable
option:

-> user password-expiration disable

Specific User Password Expiration

To set password expiration for an individual user, use the user passwor d-expiration command with the
expiration keyword and the desired number of days or an expiration date. For example:

-> user bert password techpubs expiration 5

This command gives user bert a password expiration of five days.

To set a specific date for password expiration, include the date in mnv/dd/yyyy hh: mm format. For example:
-> user bert password techpubs expiration 02/19/2003 13:30

This command sets the password expiration to February 19, 2003, at 1:30pm; the switch will calculate the
expiration based on the system date/time. The system date and system time commands displays the
system date and time information. For more information on the system date or time, see the

Omni Switch AOS Release 6 Switch Management Guide.

Note. The expiration will be reset to the global default setting (based on the user passwor d-expiration
command) if the user password is changed or the user passwor d-expiration command is entered again.
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Configuring the Password History

The password history refers to the number of old passwords for each user account that are saved by the
switch. This functionality prevents the user from using the same password each time their account pass-
word is changed. For example, if the password history is set to 10 and a new password entered by the user
matches any of the 10 passwords saved, then an error message is displayed notifying the user that the
password is not available.

By default, the password history is set to save up to 4 old passwords for each user account. To configure
the number of old passwords to save, use the user password-history command. For example:

-> user password-history 2
To disable the password history function, specify 0 as the number of old passwords to save. For example:
-> user password-history 0

A password is dropped from the password history when it no longer falls within the number of passwords
that are retained by the switch.

Configuring the Minimum Age for a Password

The password minimum age setting specifies the number of days during which a user is not allowed to
change their password. It is necessary to configure a password minimum age value that is less than the
password expiration value.

The default minimum age is set to zero, which means that there is no minimum age regquirement for a
password. To configure a minimum password age, use the user passwor d-min-age command. For exam-
ple:

-> user password-min-age 7

This command specifies that the user is prevented from changing their password for seven days from the
time the password was created or modified.
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Configuring Global User Lockout Settings

The following user lockout settings configured for the switch apply to all user accounts:

» Lockout window—the length of time afailed login attempt is aged beforeit is no longer counted as a
failed attempt.

« Lockout threshold—the number of failed login attempts allowed within a given lockout window period
of time.

« Lockout duration—the length of time a user account remains locked until it is automatically unlocked.

In addition to the above lockout settings, the network administrator also has the ability to manually lock
and unlock user accounts. The following subsections describe how to configure user lockout settings and
how to manually lock and unlock user accounts.

Note. Only the admin user is allowed to configure user lockout settings. The admin account is protected
from lockout; therefore, it is always available.

Lockout settings are saved automatically; that is, these settings do not require the write memory, copy
running-config working, or configuration snapshot command to save user settings over areboot. To
view the current lockout settings configured for the switch, use the show user lockout-setting command.

For more information about this command and those used in the configuration examples throughout this
section, see the Omni Switch AOS Release 6 CLI Reference Guide.

Configuring the User Lockout Window

The lockout window is basically a moving observation window of timein which failed login attempts are
counted. If the number of failed login attempts exceeds the lockout threshold setting (see “ Configuring the
User Lockout Threshold Number” on page 9-19) during any given observation window period of time, the
user account is locked out of the switch.

If afailed login attempt ages beyond the observation window of time, that attempt is no longer counted
towards the threshold number. For example, if the lockout window is set for 10 minutes and afailed login
attempt occurred 11 minutes ago, then that attempt has aged beyond the lockout window time and is not
counted. In addition, the failed login count is decremented when the failed attempt ages out.

By default, the lockout window is set to O; this means that there is no observation window and failed login
attempts are not counted. The user is allowed an unlimited number of failed login attempts. To configure
the lockout window time, in minutes, use the user lockout-window command. For example:

-> user lockout-window 30

Do not configure an observation window time period that is greater than the lockout duration time period
(see “Configuring the User Lockout Duration Time” on page 9-19).
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Configuring the User Lockout Threshold Number

The lockout threshold number specifies the number of failed login attempts allowed during any given
lockout window period of time (see “ Configuring the User Lockout Window” on page 9-18). For exam-
ple, if the lockout window is set for 30 minutes and the threshold number is set for 3 failed login attempts,
then the user islocked out when 3 failed login attempts occur within a 30 minute time frame.

By default, the lockout threshold number is set to O; this means that there is no limit to the number of
failed login attempts allowed, even if alockout window time period exists. To configure alockout thresh-
old number, use the user lockout-threshold command. For example:

-> user lockout-threshold 3

A locked user account is automatically unlocked when the lockout duration time (see “ Configuring the
User Lockout Duration Time” on page 9-19) is reached or the admin user manually unlocks the user
account.

Configuring the User Lockout Duration Time

The user lockout duration time specifies the number of minutes a user account remains locked until itis
automatically unlocked by the switch. This period of time starts when the user account is locked out of the
switch. At any point during the lockout duration time, the admin user can still manually unlock the user
account.

By default, the user lockout duration time is set to 0; this means that there is no automatic unlocking of a
user account by the switch. The locked user account remains locked until it is manually unlocked by the
admin user. To configure alockout duration time, use the user lockout-duration command. For example:

-> user lockout-duration 60

Do not configure alockout duration time that is less than the lockout window time period (see “ Configur-
ing the User Lockout Window” on page 9-18).
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Manually Locking and Unlocking User Accounts

The user lockout unlock command is used to manually lock or unlock a user account. This command is
only available to the admin user or a user who has read/write access privileges to the switch.

To lock a user account, enter user lockout and the username for the account. For example,
-> user lockout j smith

To unlock a user account, enter user unlock and the username for the locked account. For example,
-> user unlock j smith

In addition to this command, the admin user or users with read/write access privileges can change the user
account password to unlock the account.

If alockout duration time (see* Configuring the User Lockout Duration Time” on page 9-19) is not config-
ured for the switch, then it is only possible to manually unlock a user account with the user lockout
command or by changing the user password.
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Configuring Privileges for a User

To configure privileges for auser, enter the user command with the read-only or read-write option and
the desired CLI command domain names or command family names. The read-only option provides
access to show commands; the read-wr ite option provides access to configuration commands and show
commands. Command families are subsets of command domains.

If you create a user without specifying any privileges, the user’s account will be configured with the privi-
leges specified for the default user account.

Command domains and families are listed here:

Domain Corresponding Families
domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config
domain-physical chassis module interface pmm health
domain-network ip rip ip-routing ipmr ipms rdp ipv6
domain-layer2 vlan bridge stp 802.1q linkagg ip-helper
domain-service dns

domain-policy gos policy

domain-security session aaa

In addition to command families, the keywords all or none can be used to set privileges for all command
families or no command families respectively.

An example of setting up user privileges:
-> user thomas read-write domain-network ip-helper telnet

User thomas will have write accessto all the configuration commands and show commandsin the
network domain, aswell as Telnet and IP helper (DHCP relay) commands. The user will not be able to
execute any other commands on the switch.

Use the keyword all to specify accessto al commands. In the following example, the user is given read
access to all commands:

-> user lindy read-only all

Note. When modifying an existing user, the user password is not required. If you are configuring a new
user with privileges, the password is required.

Use the keyword all-except to disable the function privileges for a specific family for auser. The follow-
ing example creates a user with read-write privileges for al families except dshell.

-> user techpubs password writer read-write all-except dshell

The default user privileges can also be modified. See “Default User Settings’ on page 9-9.
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Setting Up SNMP Access for a User Account

By default, users can access the switch based on the SNM P setting specified for the default user account.
The user command, however, can be used to configure SNMP access for a particular user. SNMP access
can be configured without authentication and encryption required (supported by SNMPv1, SNMPv2, or
SNMPv3). Or the user command can be configured with authentication or authentication/encryption
required (SNMPv3 only).

SNMP authentication specifies the algorithm that must be used for computing the SNM P authentication
key. It can also specify AES or DES encryption. The following options can be configured for auser’s
SNMP access with authentication or authentication/encryption:

SHA—The SHA authentication algorithm is used for authenticating SNMP PDU for the user.
MD5—The MD5 authentication algorithm is used for authenticating SNMP PDU for the user.

SHA and DES—The SHA authentication algorithm and DES encryption standard is used for authenti-
cating and encrypting SNMP PDU for the user.

MD5 and DES—The MD5 authentication algorithm and the DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA and 3DES — The SHA authentication algorithm and 3DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA and AES— The SHA authentication algorithm and AES encryption standard is used for authenti-
cating and encrypting SNMP PDU for the user.

SHA and AES192— The SHA authentication algorithm and AES192 encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA and AES256— The SHA authentication algorithm and AES256 encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA224— The SHA 224 authentication agorithm is used for authenticating SNMP PDU for the user.

SHA224 and 3DES— The SHA 224 authentication algorithm and 3DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA224 and AES— The SHA224 authentication algorithm and AES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA224 and AES192— The SHA 224 authentication algorithm and AES192 encryption standard is
used for authenticating and encrypting SNMP PDU for the user.

SHA224 and AES256— The SHA 224 authentication algorithm and AES256 encryption standard is
used for authenticating and encrypting SNMP PDU for the user.

SHA256— The SHA 256 authentication algorithm is used for authenticating SNMP PDU for the user.

SHA?256 and 3DES— The SHA 256 authentication algorithm and 3DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA256 and AES— The SHA256 authentication algorithm and AES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

SHA?256 and AES192— The SHA 256 authentication algorithm and AES192 encryption standard is
used for authenticating and encrypting SNMP PDU for the user.
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e SHAZ256 and AES256— The SHA 256 authentication algorithm and AES256 encryption standard is
used for authenticating and encrypting SNMP PDU for the user.

The user’slevel of SNMP authentication is superseded by the SNMP version allowed globally on the
switch. By default, the switch allows all SNMP requests. Use the snmp security command to change the
SNMP security level on the switch.

Note. At least one user with SHA/MD5 authentication and/or DES encryption must be configured on the
switch for SNMPv3 communication with OmniVista.

The community string carried in the SNMP PDU identifies the request as an SNMPv1 or SNMPv2
request. The way the community string is handled on the switch is determined by the setting of the snmp
community map mode command. If the community map mode is enabled, the community string is
checked against the community strings database (populated by the snmp community map command). If
the community map mode is disabled, then the community string value is checked against the user data-
base. In either case, if the check fails, the request is dropped.

For more information about configuring SNMP globally on the switch, see Chapter 3, “Using SNMP and
OpenFlow.”

The next sections describe how to configure SNMP access for users. Note the following:

¢ SNMP access cannot be specified for the admin user. However, SHA2 (SHA 224 and SHA256) hash-
ing agorithms can be configured for admin user. The default hash agorithm for admin user is SHA1.
‘Snmp authentication’ field in the show user command displays the hashing algorithm configured for
the admin user.

» The hashing agorithm modification must always associated with the password change, that is,
whenever the admin user’ s hashing agorithm is modified, the admin user’s password must be
reconfigured (that is new password must be entered).

« If the hashing algorithm is modified to SHA2 for the admin user, in case of software downgrade,
SNMP access to the admin user will be enabled. To avoid this, configure the hash level of the admin
user to 'no snmp' before downgrade using the command user admin password <string> no snmp.

«  When modifying a user’s SNMP access, the user password must be re-entered (or a new one config-
ured). Thisis required because the hash algorithm used to save the password in the switch depends on
the SNMP authentication level.
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SNMP Access Without Authentication/Encryption

To give auser SNMP access without SNM P authentication required, enter the user command with the no
auth option. For example, to give existing user thomas SNMP access without SNM P authentication, enter
the following:

-> user thomas password techpubs no auth

For this user, if the SNMP community map mode is enabled (the default), the SNMP community map
must include a mapping for this user to a community string. In this example, the community string is
our_group:

-> snmp community map our group user thomas

In addition, the global SNM P security level on the switch must allow non-authenticated SNMP frames
through the switch. By default, the SNMP security level is privacy all; thisis the highest level of SNMP
security, which allows only SNM Pv3 frames through the switch. Use the snmp security command to
change the SNM P security level. For more information about configuring SNMP globally on the switch,
see Chapter 3, “Using SNMP and OpenFlow.”

SNMP Access With Authentication/Encryption

To configure a user with SNMP access and authentication, enter the user command with the desired
authentication type (sha, md5, sha+des, and md5+des).

-> user thomas password techpubs sha+des

When SNM P authentication is specified, an SNMP authentication key is computed from the user pass-
word based on the authentication/encryption setting. In this example, the switch would use the SHA
authentication algorithm and DES encryption on the techpubs password to determine the SNM P authenti-
cation key for this user. The key isin hexadecimal form and is used for encryption/de-encryption of the
SNMP PDU.

The authentication key is only displayed in an ASCII configuration file if the snapshot command is
entered. The key isindicated in the file by the syntax authkey key. See Chapter 7, “Working With Config-
uration Files,” for information about using the snapshot command. The key is not displayed in the CLI.

Removing SNMP Access From a User
To deny SNMP access, enter the user command with the no snmp option:
-> user thomas no snmp

This command resultsin thomas no longer having SNM P access to manage the switch.
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Setting Up End-User Profiles

End-user profiles are designed for user accounts in the carrier market. With end-user profiles, a network
administrator can configure customer login accounts that restrict usersto particular command areas over

particular ports and/or VLANS.

End-user profiles are only managed and stored on the switch; profiles are not stored on external servers.

Note. End-user profiles cannot be used in conjunction with user partitioned management; the features are

mutually exclusive.

The following table shows the end-user command areas and the commands associated with each area:

Area Keyword Available Commands
physical flow interfaces alias
flow wait interfaces no L2 statistics
interfaces trap port link
interfaces admin show interfaces
vlan-table vlan vlanip
vlan 802.1q vlan port default
vlan 802.1q frame type vlan protocol
vlan 802.1q force tag internal vlan port

vlan authentication

vlan binding mac-ip-port
vlan binding mac-port-protocol
vlan binding mac-port
vlan binding mac-ip
vlan binding ip-port
vlan dhcp mac

vlan dhcp mac range
vlan dhcp port

vlan dhcp generic

vlan mac

vlan mac range

vlan port mobile

vlan port default vlan restore
vlan port authenticate

vlan stp

vlan user

show 802.1q

show vlan rules

show vlan port mobile
show vlan

show vlan port

show vlan router mac status

mac-filtering-table

mac-address-table
mac-address-table aging-time
show mac-address-table
show mac-address-table count
show mac-address aging-time

spantree show spantree
show spantree ports

basic-ip-routing show arp

ip-routes-table show ip route
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Creating End-User Profiles

To set up an end-user profile, use the aaa admin-logout command and enter a name for the profile. Spec-
ify read-only or read-write access to particular command areas. The profile can aso specify port ranges
and/or VLAN ranges. The port ranges and VLAN ranges must be configured on separate command lines
and are discussed in the next sections.

In this example, aprofile is created with access to physical commands on the switch:
-> end-user profile Profile3 read-write physical

A profile named Profile3 is now available on the switch and can be associated with a user through the
user command.

If port ranges or VLAN ranges are not configured, a user with this profile will not be able to use any
commands that require port or VLAN vaues or view any show outputs that contain port or VLAN values.

Setting Up Port Ranges in a Profile

To set up port ranges for a profile, enter the end-user profile port-list command with the relevant profile
name and the desired dlots/ports. For example:

-> end-user profile Profile3 port-list 2 3/1-4

In this example, the port list includes all portsin slot 2, and ports 1 through 4 on slot 3. A user with this
profile will be able to manage these ports (depending on the command areas specified in the profile).

To remove aport list, use the no form of the command with the relevant slot number(s). All portsin the
port list on agiven slot will be removed. For example:

-> end-user profile Profile3 no port-list 3

In this example, all ports on slot 3 are removed from the profile.

Setting Up VLAN Ranges in a Profile

To set up VLAN ranges for aprofile, enter the end-user profile vian-range command with the relevant
profile name and the desired VLAN range. For example:

-> end-user profile Profile3 vlan-range 2-4 7-8

In this example, the VLAN range includes VLANs 2, 3, 4, 7, and 8. A user with this profile will be able to
manage these VLANSs (depending on the command areas specified in the profile).

ToremoveaVLAN range from a profile, use the no form of the command and the VLAN ID of the start
of the range to be removed. For example:

-> end-user profile Profile3 no vlan-range 7

This command removes VLANs 7 and 8 from Profile3.
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Associating a Profile With a User

To associate a profile with a user, enter the user command with the end-user profile keywords and the
relevant profile name. For example:

-> user Customer2 end-user profile Profile3

Profile3 is now associated with Customer2. When Customer2 logs into the switch, Customer2 will have
access to command areas, port ranges, and VLAN ranges specified by Profile3.

The user information stored on an external server can include a profile name. When the user attempts to
log into the switch, the switch will attempt to match the profile name to a profile stored on the switch.

Removing a Profile From the Configuration

To delete a profile from the configuration, enter the no form of the end-user profile command with the
name of the profile you want to delete. For example:

-> no end-user profile Profile3

Profile3 is deleted from the configuration.

Note. If the profile name is associated with a user, and the profile is deleted from the configuration, the
user will not have accessto the switch.

Verifying the User Configuration

To display information about user accounts configured locally in the user database, use the show
commands listed here:

show user Displays information about all users or a particular user configured in
the local user database on the switch.

show user password-size Displays the minimum number of charactersthat are required for a user
password.

show user passwor d-expiration Displays the expiration date for passwords configured for user accounts
stored on the switch.

show user password-policy Displays the global password settings configured for the switch.

show user lockout-setting Displays the global user lockout settings configured for the switch.

show end-user profile Displays information about end-user profiles.

show aaa classification-rule Displays hexadecimal values for command domains/families.

For more information about the resulting displays from these commands, see the Omni Switch AOS
Release 6 CLI Reference Guide. An example of the output for the show user command is also givenin
“Quick Steps for Network Administrator User Accounts’ on page 9-7.
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10 Managing Switch Security

Switch security is provided on the switch for al available management interfaces (console, Telnet, HTTP,
FTP, Secure Shell, and SNMP). The switch can be set up to allow or deny access through any of these
interfaces.

Note. Users attempting to access the switch must have a valid username and password.

In This Chapter

This chapter describes how to set up switch management interfaces through the Command Line Interface
(CL1). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwitch AOS Release 6 CLI Reference Guide.

An overview of switch security is given in this chapter. In addition, configuration procedures described in
this chapter include:

« “Configuring Authenticated Switch Access’ on page 10-6

e “Setting Up Management Interfaces for ASA” on page 10-9

» “Configuring Accounting for ASA” on page 10-12

e “Authenticated Switch Access - Enhanced Mode” on page 10-14

For more information about the resulting displays from these commands, see the Omni Switch AOS Release
6 CLI Reference Guide. An example of the output for the show aaa authentication command is also given
in““Quick Stepsfor Setting Up ASA” on page 10-7.

A user login procedure requires that users are authenticated for switch access via an external authentica-
tion server or the local user database. For information about setting up user accounts locally on the switch,
see Chapter 9, “Managing Switch User Accounts.” For information about setting up external servers that
are configured with user information, see the “Managing Authentication Servers’ chapter in the OmniS:
witch AOS Release 6 Network Configuration Guide.

This chapter describes how to enable/disable access for management interfaces. For information about
basic login on the switch, see Chapter 2, “Logging Into the Switch.”
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Switch Security Specifications

The following table describes the maximum number of sessions alowed on an OmniSwitch:

Session OmniSwitch 6350, 6450

Telnet (v4 or v6) 4
FTP (v4 or v6) 4
SSH + SFTP (v4 or v6 secure 8
Sessions)

HTTP 4
Total Sessions 20
SNMP 50

Note. An IPv6 client session for Telnet, FTP, SSH, SFTP, and SNMP is supported on an OmniSwitch
6350, 6450.

Switch Security Defaults

Access to managing the switch is always available for the admin user through the console port, even if
management access to the console port is disabled for other users.
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Switch Security Overview

Switch security features increase the security of the basic switch login process by allowing management
only through particular interfaces for users with particular privileges. Login information and privileges can
be stored on the switch and/or an external server, depending on the type of external server you are using
and how you configure switch access.

The illustration here shows the components of switch security:

login request interf
RADIUS, LDAP, or ACE management interface

Server
(g local user
Servers supply login infor- ([ database
mation about the user. User T
privilege information is also S
available on RADIUS and OmniSwitch

LDAP servers.

Authenticated Switch Access Setup

An external RADIUS or LDAP server can supply both user login and authorization information. ACE/
Server can provide login information; user authorization information is available through the switch’s
local user database. External servers can aso be used for accounting, which includes logging statistics
about user sessions. For information about configuring the switch to communicate with external servers,
see the “Managing Authentication Servers’ chapter in the OmniSwitch AOS Release 6 Network Configura-
tion Guide.

If an external server isnot available or is not configured, user login information and user authorization can
be provided through the local user database on the switch. The user database is described in Chapter 9,
“Managing Switch User Accounts.”

Logging can aso be accomplished directly on the switch. For information about configuring local logging
for switch access, see “ Configuring Accounting for ASA” on page 10-12. For complete details about local
logging, see the “Using Switch Logging” chapter in the OmniSwitch AOS Release 6 Network Configura-
tion Guide.
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Authenticated Switch Access

Authenticated Switch Access (ASA) isaway of authenticating users who want to manage the switch. With
authenticated access, al switch login attempts using the console or modem port, Telnet, FTP, SNMP, or
HTTP require authentication viathe local user database or via athird-party server.

This section describes how to configure management interfaces for authenticated access as well as how to
specify external servers that the switch can poll for login information. The type of server can be an
authentication-only mechanism or an authentication, authorization, and accounting (AAA) mechanism.

AAA Servers—RADIUS or LDAP

AAA servers are able to provide authorization for switch management users as well as authentication (they
also can be used for accounting). The AAA servers supported on the switch are Remote Authentication
Dia-In User Service (RADIUS) or Lightweight Directory Access Protocol (LDAP) servers. User login
information and user privileges can be stored on the servers.

Privileges are used for network administrator accounts. Instead of user privileges an end-user profile can
be associated with a user for customer login accounts. User information configured on an external server

can include a profile name attribute. The switch will attempt to match the profile name to a profile stored
locally on the switch.

The following illustration shows the two different user types attempting to authenticate with a AAA
server:

Network Administrator Customer

LDAP or RADIUS

// end-user
B profile )/
(e

The switch polls the server
for login information, which  OmniSwitch
lege information about the can reference aprofile

user. name; end-user profiles are

stored on the switch.

AAA Server (LDAP or RADIUS)

For more information about types of users, see Chapter 9, “Managing Switch User Accounts.”

Authentication-only—ACE/Server

Authentication-only servers are able to authenticate users for switch management access, but authoriza-
tion (or what privileges the user has after authenticating) are determined by the switch. Authentication-
only servers cannot return user privileges or end-user profiles to the switch. The authentication-only server
supported by the switch is ACE/Server, which is apart of RSA Security’s SecurlD product suite. RSA
Security’s ACE/Agent is embedded in the switch.
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Authenticated Switch Access

The following illustration shows the two different user types attempting to authenticate with an ACE/
Server:

Network Administrator

login request

The switch polls the server
for login information; privi-
leges are stored on the
switch.

[y USEr
P == privileges

Customer

ACE/Server

/

The switch pollsthe server> ==

for login information; end-
user profiles are stored on
the switch.

profiles

OmniSwitch OmniSwitch

Authentication-Only Server (ACE/Server)

Note. A RADIUS server supporting the challenge and response mechanism as defined in RADIUS
RFC 2865 can access an ACE/Server for authentication purposes. The ACE/Server is then used for user
authentication, and the RADIUS server is used for user authorization.

Interaction With the User Database

By default, switch management users can be authenticated through the console port via the local user data-
base. If external servers are configured for other management interfaces (such as Telnet, or HTTP), but the
servers become unavailable, the switch will poll the local user database for login information.

Access to the consol e port provides secure failover in case of misconfiguration or if external authentica-
tion servers become unavailable. The admin user is always authorized through the console port viathe
local database (provided the correct password is supplied), even if access to the console port is disabled.

The database includes information about whether or not auser is able to log into the switch and which
kinds of privileges or rights the user has for managing the switch. The database can be set up by the
admin user or any user with write privileges to the AAA commands.

See Chapter 9, “Managing Switch User Accounts,” for more information about setting up the user data-
base.

ASA and Avuthenticated VLANSs

Layer 2 Authentication uses Authenticated VLANS to authenticate users through the switch out to a
subnet. Authenticated Switch Access authenticates users into the switch to manageit. The features are
independent of each other; however, user databases for each feature can be located on the same authentica
tion server.

For more information on authenticated VLANS, and authentication servers, see “Configuring Authenti-
cated VLANS’ and “ Configuring Authentication Servers’ in the
OmniSwitch AOS Release 6 Network Configuration Guide.
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Configuring Authenticated Switch Access

Setting up Authenticated Switch Access involves the following genera steps:

1 Set Up the Authentication Servers. This procedure is described briefly in this chapter. See the
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 6 Network Configuration
Guide for complete details.

2 Set Up thelLocal User Database. Set up user information on the switch if user login or privilege infor-
mation will be pulled from the switch. See Chapter 9, “Managing Switch User Accounts.”

3 Set Up the Management Interfaces. This procedure is described in “ Setting Up Management Inter-
facesfor ASA” on page 10-9.

4 Set Up Accounting. This step isoptional and is described in “ Configuring Accounting for ASA” on
page 10-12.

Additional configuration is required to set up the switch to communicate with external authentication serv-
ers. This configuration is briefly mentioned in this chapter and described in detail in the *Managing
Authentication Servers’ chapter of the OmniSwitch AOS Release 6 Network Configuration Guide.

If you are using the local switch database to authenticate users, user accounts must be set up on the switch.
Procedures for creating user accounts are described in this chapter. See Chapter 9, “Managing Switch User
Accounts.”

Note that by default:
« Authenticated switch accessis available only through the console port.
» Users are authenticated through the console port viathe local user database on the switch.

These defaults provide “ out-of-the-box” security at initial startup. Other management interfaces (Telnet,
HTTP, and so on.) must be specifically enabled before they can access the switch.

A summary of the commands used for configuring ASA is given in the following table;

Commands Used for...

aaaradius-server Setting up the switch to communicate with external RADIUS or LDAP
aaa tacacst-server authentication servers.

aaa authentication Configuring the management interface and specifying the servers and/or

local user database to be used for the interface.

aaa accounting mac Optional. Specifies servers to be used for accounting.
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Quick Steps for Setting Up ASA

1 If thelocal user database is used for user login information, set up user accounts through the user
command. User accounts includes user privileges or an end-user profile. In this example, user privileges
are configured:

-> user thomas password pubs read-write domain-network ip-helper telnet

If SNMP access is configured for the user, the global SNMP setting for the switch can be configured
through the snmp security command. See Chapter 9, “Managing Switch User Accounts,” for more
information about setting up user accounts.

2 If an externa RADIUS or LDAP server will isused for user login information, use the
aaaradius-server or aaa tacacs+-server commands to configure the switch to communicate with these
servers. For example:

-> aaa radius-server radl host 10.10.1.2 timeout 3

For more information, see the “Managing Authentication Servers’ chapter in the OmniSwitch AOS
Release 6 Network Configuration Guide.

3 Usethe aaa authentication command to specify the management interface through which switch
accessis permitted (such as console, telnet, ftp, http, or ssh). Specify the server and backup serversto be
used for checking user login and privilege information. Multiple servers of different types can be
specified. For example:

-> aaa authentication telnet radl ldap2 local

The order of the server names isimportant. The switch uses the first available server in the list. In this
example, the switch would useradl to authenticate Telnet users. If radl becomes unavailable, the switch
will use Idap2. If Idap2 then becomes unavailable, the switch will use the local user database to authenti-
cate users.

4 Repeat step 3 for each management interface to which you want to configure access; or use the default
keyword to specify access for all interfaces for which accessis not specifically denied. For example, if
you want to configure access for all management interfaces except HTTP, you would enter:

-> no aaa authentication http
-> aaa authentication default radl local

Note the following:

e SNMP access can only use LDAP servers or the local user database. If you configure the default
management access with only RADIUS and/or ACE, SNMP will not be enabled.

« Itisrecommended that Telnet and FTP be disabled if Secure Shell (ssh) is enabled.
« If you want to use WebView to manage the switch, make sure HTTP is enabled.

5 Specify an accounting server if aRADIUS or LDAP server will be used for accounting. Specify local
if accounting can be done on the switch through the Switch Logging feature. Multiple servers can be
specified as backups.

-> aaa accounting session ldap2 local
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The order of the server names isimportant here as well. In this example, the switch will use Idap2 for
logging switch access sessions. If Idap2 becomes unavailable, the switch will use the local Switch

Logging facility. For more information about Switch Logging, see the
OmniSwitch AOS Release 6 Network Configuration Guide.

Note. To verify the switch access setup, enter the show aaa authentication command. The display is

similar to the one shown here:

Service type = Default
lrst authentication server =
2nd authentication server =
Service type = Console
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Telnet
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Ftp
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Http
Authentication = denied
Service type = Snmp
Authentication = Use Default,
lrst authentication server =
2nd authentication server =
Service type = Ssh
Authentication = Use Default,
lrst authentication server =
2nd authentication server =

radl
local

radl
local

radl
local

radl
local

radl

local

radl
local

For more information about this command, see the OmniSwitch AOS Release 6 CLI Reference Guide.

page 10-8 OmniSwitch AOS Release 6 Switch Management Guide

December 2017



Managing Switch Security Setting Up Management Interfaces for ASA

Setting Up Management Interfaces for ASA

By default, authenticated access is available through the console port. Access through other management
interfaces is disabled. Other management interfacesinclude Telnet, FTP, HTTP, Secure Shell, and SNMP.
This chapter describes how to set up access for management interfaces. For more details about particular
management interfaces and how they are used, see Chapter 2, “Logging Into the Switch.”

To give switch access to management interfaces, use the aaa authentication command to allow or deny
access to each interface type; the default keyword can be used to configure access for all interface types.
Specify the server(s) to be used for authentication through the indicated management interface.

Keywords used for specifying management interfaces are listed here:

keywords

console ssh
telnet snmp
ftp default
http

Note that ssh is the keyword used to specify Secure Shell.

To specify an external authentication server or servers, use the RADIUS or LDAP server name or the
keyword ace for an ACE/Server. To specify that the local user database must be used for authentication,
use the local keyword. Up to four servers can be specified.

RADIUS and LDAP servers are set up to communicate with the switch viathe aaa radius-server and
aaa tacacs+-server commands. ACE/Servers do not require any configuration, but you must FTP the
sdconf.rec file from the server to the switch’s network directory. For more information about configur-
ing the switch to communicate with these servers, see the “Managing Authentication Servers’ chapter of
the OmniSwitch AOS Release 6 Network Configuration Guide.

Note. RADIUS or LDAP servers used for authenticated switch access can aso be used with authenticated
VLANS. Authenticated VLANS are described in the “ Configuring Authenticated VLANS’ chapter of the
OmniSwitch AOS Release 6 Network Configuration Guide.

The order of the specified serversisimportant. The switch uses only one server for authentication—the
first available server in the list. All authentication attempts will be tried on that server. Other servers are
not tried, even if they are available. If local is specified, it must be last in the list since the local user data-
base is always available when the switch is up.

Servers can also be used for accounting, or logging, of authenticated sessions. See “ Configuring Account-
ing for ASA” on page 10-12.

The following table describes the management access interfaces or methods and the types of authentica-
tion serversthat can be used with them:

Server Type M anagement Access M ethod

RADIUS Telnet, FTR, HTTPR, Secure Shell

LDAP Telnet, FTR, HTTP, Secure Shell, SNMP
ACE/Server Telnet, FTP, HTTP, Secure Shell

local console, FTP, HTTP, Secure Shell, SNMP
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Enabling Switch Access

Enter the aaa authentication command with the relevant keyword that indicates the management inter-
face and specify the servers to be used for authentication. In this example, Telnet access for switch
management is enabled. Telnet users will be authenticated through a chain of serversthat includes a
RADIUS server and an LDAP server that have already been configured through the aaa radius-server
and aaa |dap-server commands respectively. For example:

-> aaa authentication telnet radl ldap2 local

After this command is entered, Telnet users will be authenticated to manage the switch through theradl
RADIUS server. If that server is unavailable, the LDAP server, [dap2, will be polled for user information.
If that server is unavailable, the local user database will be polled for user information. If the local user
database is specified, it must be last in the list of servers.

To disable authenticated access for a management interface use the no form of the command with the
keyword for the interface. For example:

-> no aaa authentication ftp

FTP access is now denied on the switch.

Note. The admin user always has switch access through the console port even if accessis denied through
the console port.

To remove a server from the authenticated switch access configuration, enter the aaa authentication
command with the relevant server names (s) and leave out the names of any servers you want to remove.
For example:

-> aaa authentication telnet radl local

The server Idap2 isremoved for Telnet access and will not be polled for user information when users
attempt to log into the switch through Telnet.

Note. SNMP can only use LDAP servers or the local user database for authentication.

Configuring the Default Setting

The default keyword can be used to specify the default setting for all management interfaces except those
that have been explicitly denied. For example:

-> no aaa authentication ftp
-> aaa authentication default ldap2 local

In this example, all management interfaces except FTP are given switch access through Idap2 and the
local user database.

Since SNMP can only use LDAP servers or the local database for authentication, RADIUS or ACE/Server
are not valid servers for SNM P management access. If the default interface setting includes only RADIUS
and/or ACE server, the default setting will not be used for SNMP. For example:

-> no aaa authentication ftp
-> aaa authentication default radl rad2
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In this scenario, SNMP access is not enabled because only RADIUS servers have been included in the
default setting. If servers of different types are configured and include LDAP or local, SNMP will be
enabled through those servers. For example:

-> aaa authentication default radl ldap2 local

In this case, SNMP accessis enabled, and users will be authenticated through ldap2 and the local data-
base.

The default keyword can also be used to reset a specified interface to the default interface setting. For
example:

-> aaa authentication telnet default

In this example, Telnet users will now be authenticated through the servers that are specified for the
default interface.

Using Secure Shell

Secure Shell is recommended instead of Telnet and FTP as a method for accessing the switch. (Telnet and
FTP are not secure.) Secure Shell contains a secure FTP application that can be used after a Secure Shell
session isinitiated. If Secure Shell is enabled, it is recommended that Telnet and FTP be disabled. For
example:

-> no aaa authentication telnet
-> no aaa authentication ftp
-> aaa authentication ssh radl ldap2 local

In addition to enabling Secure Shell on the switch, you can replace the DSA key on the switch. The DSA
key is generated at initial switch startup and copied to the secondary CMM; it includes a private key that
generates adigital signature against a public key. The Secure Shell client will verify this signature when

the client attempts to log into the switch.

The DSA key on the switch is made up of two files contained in the /flash/network directory; the public
key iscalled ssh_host_dsa_key.pub, and the private key is called ssh_host_dsa key. To generate a
different DSA key, use the Secure Shell tools available on your Unix or Windows system and copy the
filesto the /flash/network directory.

For more information about Secure Shell, see Chapter 2, “Logging Into the Switch.”

Note. Secure Shell cannot be used for Authenticated VLANS.
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Configuring Accounting for ASA

Accounting servers track network resources such as time, packets, bytes, and user activity (when a user
logsin and out, how many login attempts were made, session length, and so on.). The accounting servers
can be located anywhere in the network.

Note the following:

« Upto four servers can be configured.

» The servers can be of different types.

e ACE cannot be used as an accounting server.

« Thekeyword local must be specified if you want accounting to be performed via the Switch Logging
feature in the switch. If local is specified, it must be the last server in thelist.

External accounting servers are configured through the aaa radius-server and aaa tacacs+-ser ver
commands. These commands are described in “Managing Authentication Servers’ in the OmniSwitch AOS
Release 6 Network Configuration Guide.

To enable accounting (logging a user session) for Authenticated Switch Access, use the
aaa accounting mac command with the relevant server name(s). In this example, the RADIUS and LDAP
servers have already been configured through the aaa radius-server and aaa Ildap-server commands.

-> aaa accounting session radl ldap2 local

After this command is entered, accounting will be performed through the radl RADIUS server. If that
server is unavailable, the LDAP server, [dap2, will be used for accounting. If that server is unavailable,
logging will be done lacally on the switch through the Switch Logging feature. (For more information
about Switch Logging, see the OmniSwitch AOS Release 6 Network Configuration Guide.)

To remove an individual server from the list of servers, enter the aaa accounting session command with
the relevant server name(s), removing the desired server from the list. For example:

-> aaa accounting session radl local
The server [dap2 is removed as an accounting server.

To disable accounting for Authenticated Switch Access, use the no form of the aaa accounting session
command:

-> no aaa accounting session

Accounting will not be performed for Authenticated Switch Access sessions.
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Enabling or Disabling Console Session

Console session helps in security-sensitive networks and deployments. The option manages the access to
the switch configuration shell through the console port.

The feature allows the following operations:
« Enable or disable the access to the switch configuration shell through the console port.

« Allows storing the configuration in the configuration file so that even after areboot, the access to the
switch remains through consol e port.

Use the command session console to enabl e the switch access through the console port through the CLI
shell. Example:

-> session console enable

Use the command session console to disable the switch access through the console port through the CLI
shell. Example:

-> session console disable

However, When the command is disabled, only the console on the primary switch is disabled and not the
console on the secondary switch or the idle switch.

To view the status of the CLI console shell use the command show session config.

To display information about CLI console shell status, use the show command listed here:

show session config Displays session manager configuration information (for example,
default prompt, banner file name, inactivity timer, login timer, CLI con-
sole shell status and login attempts).

For more information on command usage and the resulting displays, refer chapter Session Management
Commands in OmniSwvitch AOS Release 6 CLI Reference Guide.

If this command is disabled and the telnet, SSH or webview access to the switch is also lost please contact
customer support.

Note. Deleting configuration file will also delete the other configurations. Hence, it is recommended to
create a back-up of the configuration file before deleting the configuration file.

OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017 page 10-13



Authenticated Switch Access - Enhanced Mode Managing Switch Security

Authenticated Switch Access - Enhanced Mode

Authenticated Switch Access - Enhanced M ode feature allows configuration of enhanced security restric-
tions to the Omni Switch.

Configuring the ASA Mode

Set the access mode to enhanced or default mode by using the aaa switch-access mode command.
Enhanced mode enables enhanced set of security options for switch access.

ASA mode is not enabled by default or when the switch isin the factory default state. The mode must first
be activated through CLI through consol e access with default username and password (admin/switch).
However, to avoid thisinitial CLI command, the new mode can also be activated by creating ‘asaAd-
vancedMode.cfg’ filein the /flash/switch directory.

Note. It is recommended to save the configuration and reboot the switch when the ASA access modeis
configured.

For example, the following command sets the access mode to defaullt.
-> aaa switch-access mode default
The following command sets the access mode to enhanced mode.
-> aaa switch-access mode enhanced
The following functionality come into effect when the ASA mode is enabled:

« When the enhanced mode isinitially activated, the default password-policy and lockout settings are
automatically set to enhanced mode default values. When the switch boots up with a boot.cfg configu-
ration file that has the enhanced ASA mode activated, L ockoutSetting file will be considered for the
modified lockout settings as the modified values will not be stored in boot.cfg.

» Default password switch cannot be set anymore as it does not meet the enhanced mode password
policy. User ‘admin’ shall be forced to change the password upon login.

« Thefollowing table lists the factory default and the ASA enhanced mode values for password policy
and user lockout parameters:

Parameters ASA enhanced mode Factory default values
default values

User password-size-min 9 8
User-password-expiration Disabled Disabled
User password-policy-cannot-contain-  Disabled Disabled
username

User password-policy min-upper-case

User password-policy-min-lower-case

User password-policy-min-digit

Rl R Rk
o|lo| o|lo

User password-policy-min-nonal pha
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ASA enhanced mode

Parameters default values Factory default values
User password-history 4 4

User password-min-age 0 0

User lockout-window 1 minute 0

User lockout-duration 5 minutes 0

User lockout-threshold 3 0 (Disabled)

« |f themodeis changed from default to enhanced and if the user password policy settings and the user
lockout settings have the default mode default values, then corresponding enhanced mode default
values will be assigned. If the user password policy settings and the user lockout settings are assigned
with non-default values in the default mode, then the same values will be carried to the enhanced
mode. If the mode is changed from enhanced to default, the user password policy settings and user
lockout settings assigned during enhanced mode will be kept unchanged.

« Inenhanced mode, agiven user isrestricted to only one session. For example, if auser ‘admin’ has
already logged in a session, another session with the same user 'admin' is not alowed, and the new
session login isrefused. Thisis applicable for both local and external users.

For example:

login: admin
password: ****xx%
Account already in use.

Thislogin failure attempt is not considered as an invalid login attempt for lockout count as this check
is done before the login request reaches AAA.

« When the enhanced mode is activated, other existing sessions will not be logged out. The change of
password for internal or externa user will not impact existing sessions until they log out.

*  When the ASA mode is set to enhanced or default, the changes will take effect in secondary after write
memory flash-synchro.

« When the mode is changed from enhanced to default, the configurations affected by the enhanced
mode will continue to exist on the switch.

« When enhanced mode is activated, any local user who logs in with the password that does not comply
with the enhanced mode password policy, the user will be prompted to change the password.

¢ ASA enhanced mode allows the dynamic alignment of |P services like telnet, FTP, SSH, to the AAA
authentication status. Other | P services except console access is disabled. However, existing command
[no] ip service can be used to enable or disable individual 1P services.

 In the enhanced mode, a user account will be locked after the authentication failure based on the
threshold value within the observation window duration, irrespective of the access method. The user
account will remain locked for the lockout duration (lockout-window, lockout-threshold, and lockout-
duration is based on the configured or default values.) Thisis only supported for local users.

e AOS shall support both DSA 1024 and RSA 2048 public key algorithms for SSH in enhanced mode.

« Viewing of SSH public and SSH private key files on the console using vi or more commandsiis not
allowed in enhanced mode.
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e RSA 2048 public/private key pair will be generated in "/flash/network" directory (if not already pres-
ent) when the switch reboots after enabling enhanced mode.

« Webview access supports connection over TLS. In the enhanced mode, the default certificates are
generated with RSA 2048 bit keys.

¢ When enhanced mode is activated, TLS connections use only TLS 1.2 version. Connection requests
with TLS version 1.1 and lower shall be rejected. Support for TLS 1.2 version would require a switch
reboot after enabling enhanced mode. After reboot, TLS exchange shall use only TLS 1.2 version.

*  When the switch isin ASA enhanced mode, both user name and password is prompted to view the
SWLOG data when show log swlog, vi swlog.log, mor e swlog.log commands are used by the users.
Only those users who provide valid ASA credentials are alowed to view the data. For more informa-
tion on the switch logging commands, refer chapter Switch Logging Commands in OmniSwitch AOS
Release 6 CLI Reference Guide.

Configuring the IP Lockout Threshold Value

The lockout threshold number specifies the number of failed login attempts from an | P address after which
the IP address will be banned from switch access.

By default, the lockout threshold value is set to 6. To configure alockout threshold number, use the aaa
switch-access ip-lockout-threshold command. For example:

-> aaa switch-access ip-lockout-threshold 2

IP address is permanently blocked/banned if the number of authentication failures from a particular IP
equals or exceeds | P lockout threshold limit. A maximum of 128 IPswill be added to the banned list.
When the maximum limit has reached, oldest entry from the list is removed to accommodate the new
entries.

Unlock/Release Banned or Locked IP

To release the banned | P addresses that are blocked due to failed login attempts, use the aaa switch-access
banned-ip release command. For example:

-> aaa switch-access banned-ip all release

-> aaa switch-access banned-ip 100.2.45.56 release
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Configuring Privileges for an Access Type

The access privileges for the SSH, TELNET, Console, HTTP, HTTPS can be defined with the read-only
or read-write option and the desired CLI command domain names or command family names. The read-
only option provides access to show commands; the read-write option provides access to configuration
commands and show commands. Command families are subsets of command domains.

Possible values for domains and families are listed in the table here:

Domain Corresponding Families
domain-admin file telnet dshell debug

domain-system system aip snmp rmon webmgt config
domain-physical chassis module interface pmm health
domain-network ip rip ospf bgp vrrp ip-routing ipmr ipms
domain-layer2 vlan bridge stp 802.1q linkagg ip-helper
domain-service dns

domain-policy gos policy slb

domain-security session avlan aaa

In addition to command families, the keywords all or none can be used to set privileges for all command
families or no command families respectively. And, use the all-except keyword to disable functional priv-
ileges for specific families for an access type.

An example of setting up access type privileges:
-> aaa switch-access priv-mask ssh read-write ripng rip rdp gos port-mapping pmm

Use the keyword all to specify that all command families and domains are available to the user for a
specific access type.

-> aaa switch-access priv-mask ssh read-write all

Use the keyword all-except to disable function privileges for a specific family for an access type. The
following example creates read-only privileges for SSH for all the families except VLAN.

-> aaa switch-access priv-mask ssh read-only all-except vlan

If privileges for specific families need to be re-applied, then remove the existing privilege using the no
command, and re-apply the required family privilege.

-> no aaa switch-access priv-mask telnet read-write all
-> aaa switch-access priv-mask telnet read-write vlan aaa
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Configuring Management Station
Enable or disable the |P management station feature in a switch.

When the P management station is disabled, the switch access from any |P addressis allowed. After login
failure, based on the lockout threshold value, (ip-lockout threshold) those | P address are banned/blocked
and are added to the banned |P address list.

To disable the |P management station feature in a switch, use the disable option in the aaa switch-access
management-stations command. By default, the IP management station feature state is disabled.

-> aaa switch-access management stations disable

When the management station is enabled, the switch accessis allowed only from those | P addresses
configured as management station IP, and only if they are not in the banned list.

To enable the | P management station feature in a switch, use the enable option in the aaa switch-access
management-stations command.

-> aaa switch-access management stations enable

To configure the | P address for the management station, use the aaa switch-access management-stations
command. A management station | P can be configured with or without mask value. The remote accessis
allowed only from these I P addresses. A maximum of 64 management stations can be configured.

-> aaa switch-access management stations 100.15.5.9

-> aaa switch-access management stations 100.15.5.9 mask 255.255.255.0

page 10-18 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



Managing Switch Security Verifying the ASA Configuration

Verifying the ASA Configuration

To display information about management interfaces used for Authenticated Switch Access and ASA
enhanced mode configuration, use the show commands listed here:

show aaa authentication Displays information about the current authenticated switch session.

show aaa accounting mac Displays information about accounting servers configured for Authenti-
cated Switch Access or Authenticated VLANS.

aaa classification-rule mac- Displays information about a particular AAA server or AAA servers.

address

show aaa switch-accessmode  Displays the global access mode configuration.

show aaa switch-access ip- Displays the lockout threshold configured for the remote | P addresses.
lockout-threshold

show aaa switch-access Displaysthe list of banned ip addresses.

banned-ip

show aaa switch-access priv-  Displaysthe privilege details for access types.

mask

show aaa switch-access Displaysthe list of configured management stations.

management-stations

For more information about the resulting displays from these commands, see the OmniSwitch AOS
Release 6 CLI Reference Guide. An example of the output for the show aaa authentication command is
also givenin “Quick Steps for Setting Up ASA” on page 10-7.

OmniSwitch AOS Release 6 Switch Management Guide  December 2017 page 10-19



Verifying the ASA Configuration Managing Switch Security

page 10-20 OmniSwitch AOS Release 6 Switch Management Guide ~ December 2017



11 Using WebView

The switch can be monitored and configured using WebView, Alcatel-Lucent web-based device
management tool. The WebView application is embedded in the switch and is accessible through the
following web browsers:

e |nternet Explorer 6 or later

e Firefox2 or later

Note. For information about setting up browser preferences and options, see “Browser Setup” on
page 11-2.

In This Chapter

This chapter provides an overview of WebView and WebView functionality, and includes information
about the following procedures:

e Configuring the Switch with WebView
— WebView Login (see page 11-8)
— Home Page (see page 11-9)
— Configuration Page (see page 11-12)
e Using WebView Help
— Globa Configuration Page (see page 11-12)
— Table Configuration Page (see page 11-13)

Note. For detailed configuration information on each feature, see other chaptersin this guide, the
OmniSwitch AOS Release 6 Network Configuration Guide.
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Using WebView

WebView CLI Defaults

Web Management Command Line Interface (CL1) commands allow you to enable/disable WebView,
enabl e/disable Secure Socket Layer (SSL), and view basic WebView parameters. These configuration
options are also available in WebView. The following table lists the defaults for WebView configuration
through the http and https commands

Description Command Default
WebView Status http server enabled
Force SSL http sd disabled
HTTPS port https port 443
HTTP port http port 80
WebView WLAN Cluster-Vir-  webview wlan cluster-virtual-ip  lldp
tual-1P Precedence precedence

Browser Setup

Set up your browser preferences (or options) as follows:

Cookies must be enabled. Thisisthe default.
JavaScript must be enabled/supported.
Java must be enabled.

Style sheets must be enabled; that is, the colors, fonts, backgrounds, and so on of web pages must

always be used (rather than any user-configured settings).

Checking for new versions of pages must be set to “Every time” when your browser opens.

If you are using a proxy server, the proxy settings must be configured to bypass the switch on which

you are running WebView (the local switch).

Typicaly many of these settings are configured as the default. Different browsers (and different versions
of the same browser) can have different dialogs for these settings. Check your browser help pages if you
need help.

page 11-2
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WebView CLI Commands

The following configuration options can be performed using the CLI. These configuration options are also
available in WebView; but changing the web server port or secured port can only be done through the CLI
(or SNMP).

Enabling/Disabling WebView

WebView is enabled on the switch by default. If necessary, use the http server command to enable
WebView. For example:

-> http server

Use the no http server command to disable WebView on the switch. If web management is disabled, you
will not be able to access the switch using WebView. Use the show http command to view WebView
status.

As an alternative you can use the https keyword instead of the http keyword to enable WebView. For
example:

-> https server

When using this format of the command use the no https server command to disable WebView on the
switch.

Changing the HTTP Port

The default HTTP port is 80, the well-known port number for Web servers. Y ou can change the port to a
number in the range 0 to 65535 using the http port command. (Well-known port numbers, which arein
the range 0 to 1023, cannot be configured.)

Note. All WebView sessions must be terminated before the switch accepts the command.

For example:
-> http port 2000
This command changes the HTTP port to 2000.
Torestorean HTTP port to its default value, use the default keyword as shown below:

-> http port default
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Enabling/Disabling SSL

Force SSL is disabled by default. Use the http ssl command to enable Force SSL on the switch. For exam-
ple

-> http ssl

Use the no http ss command to disable Force SSL on the switch. Use the show http command to view
WebView status.

As an alternative you can use the https keyword instead of the http keyword to enable Force SSL. For
example:

-> https ssl

When using this format of the command use the no https server command to disable Force SSL on the
switch.

Changing the HTTPS Port

The default secure HTTP (HTTPS) port is 443, the well-known port number for SSL. Y ou can change the
port to a number in the range 0 to 65535 using the https port command. (Well-known port numbers,
which are in the range 0 to 1023, cannot be configured.)

Note. All WebView sessions must be terminated before the switch accepts the command.

For example:
-> https port 2500
This command changes the secure HTTP port to 2500.
To restore an HTTPS port to its default value, use the default keyword as shown below:

-> https port default

page 11-4 OmniSwitch AOS Release 6 Switch Management Guide  December 2017



Using WebView Quick Steps for Setting Up WebView

Quick Steps for Setting Up WebView

1 Make sure you have an Ethernet connection to the switch.

2 Configure switch management for HTTP using the aaa authentication command. Enter the command,
the port type that you are authenticating (http), and the name of the LDAP, RADIUS, ACE, or local
server that is being used for authentication. For example, to configure switch management for HTTP using
the “local” authentication server you would enter:

-> aaa authentication http local
3 Open aweb browser.

4 Enter the |P address of the switch you want to access in the Address field of the browser and press
Enter. The WebView login screen appears.

5 Enter the appropriate user 1D and password (the initial user name isadmin and the initial password is
switch). After successful login, the Chassis Management Home Page appears.

WebView Overview

The following sections provide an overview of WebView page layouts. For information on configuring
the switch with WebView, see page 11-8.

WebView Page Layout
As shown below, each WebView pageis divided into four areas:

e Banner—Used to access global options (e.g., globa help, telnet, and log out). Aniconisalso
displayed in this area to indicate the current directory (Certified or Working).

Certified @)

Working @’f

e Toolbar—Used to access WebView features.

e [Feature Options—Used to access specific configuration options for each feature (displayed in drop-
down menus at the top of the page).

e View/Configuration Area—Used to view/configure afeature.
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The following features are available in the WebView Banner:
e Options—Brings up the User Options Page, which is used to change the user login password.

e Save Config—Brings up the Save Configuration Screen. Click Apply to save the switch’s running
configuration for the next startup.

e Help—Brings up general WebView Help. Specific help pages are also available on each configuration
page.

e About—Provides basic WebView product information.

e Telnet—Brings up a Telnet session window, through which you can access the switch for CLI configu-
ration.

¢ | og Out—L ogsthe user out of the switch and ends the user session. After logout, the login screen
appears. The user can log back into the switch or just close the login screen.

Toolbar

Switch configuration is divided into configuration groups in the toolbar (for example, Physical, Layer 2,
and so on). Under each configuration group are switch features, identified by a name and an icon.

For detailed configuration information on each feature, see other chaptersin this guide, the
Omni Switch AOS Release 6 Network Configuration Guide. Help pages are al'so available in WebView.
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Feature Options

Feature configuration options are displayed as drop-down menus at the top of each feature page. For more
information on using the drop-down menus, see “ Configuration Page” on page 11-12.

View/Configuration Area

The View/Configuration areais where switch configuration information is displayed and where configura-
tion pages appear. After logging into WebView, areal-time graphical representation of the switch displays

all of the switch’s current components. The feature configuration options on this page are used to config-
ure the switch.
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Configuring the Switch With WebView

The following sections provide an overview of WebView functionality. For detailed configuration proce-
dures, see other chapters in this guide, the Omni Switch AOS Release 6 Network Configuration Guide.

Accessing WebView

WebView is accessed using any of the browsers listed on page 11-1. All of the necessary WebView files
are stored on the switch. To access WebView and login to a switch:

1 Open aweb browser.

2 Enter the IP address of the switch you want to configure in the browser Address field and press Enter.
The login screen appears.

2} Webview Logon Page - Microsoft Internet Explorer o =] 3]
File Edit View Favorites Tools  Help | .al
= e = e - =l o s
O - O X B (] P oo @3- 2 B- AP S

&l oone | @

WebView Login Page

3 Enter the appropriate user 1D and password at the login prompt (the initial user name isadmin and the
initial password is switch) and click Login. After successful login, the Chassis Management Home Page

appears.

Note. Y ou can access WebView through any NI on the switch.
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To configure afeature in WebView, click on the feature icon in the toolbar on the left side of the screen.
Thefirst page displayed is the Home Page. Each configuration feature in WebView has a Home Page and
anumber of configuration pages. The Home Page provides an overview of the feature and its current
configuration. The configuration pages are used to configure the feature.

Accessing WebView with Internet Explorer Version 7

When using Windows Internet Explorer Version 7 (IE7) browser software to access WebView with
HTTPS, the following certificate warning message is displayed:

(j(e ificate Error: Navigation Blocked - Windows Internet Explorer L o ] 24
& = 7 &) hpsi/j10.255.73. 13/ =] 12| % | Juive search £~
J Fle Edit Wiew Favorites Tools Help

oy e {& Certificate Error: Navigation Blocked | ] ‘ i Home + [ Fe=ds (1) - (i Print = |:2» Page + (C)f Tools = () Help ~

'@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
B Continue to this website (not recommended).

© More information

Click “Conti